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Copyrights

© Cypress Semiconductor Corporation, 2018. This document is the property of Cypress Semiconductor Corporation and its
subsidiaries, including Spansion LLC (“Cypress”). This document, including any software or firmware included or referenced
in this document (“Software”), is owned by Cypress under the intellectual property laws and treaties of the United States and
other countries worldwide. Cypress reserves all rights under such laws and treaties and does not, except as specifically
stated in this paragraph, grant any license under its patents, copyrights, trademarks, or other intellectual property rights. If the
Software is not accompanied by a license agreement and you do not otherwise have a written agreement with Cypress
governing the use of the Software, then Cypress hereby grants you a personal, non-exclusive, nontransferable license
(without the right to sublicense) (1) under its copyright rights in the Software (a) for Software provided in source code form, to
modify and reproduce the Software solely for use with Cypress hardware products, only internally within your organization,
and (b) to distribute the Software in binary code form externally to end users (either directly or indirectly through resellers and
distributors), solely for use on Cypress hardware product units, and (2) under those claims of Cypress’s patents that are
infringed by the Software (as provided by Cypress, unmodified) to make, use, distribute, and import the Software solely for
use with Cypress hardware products. Any other use, reproduction, modification, translation, or compilation of the Software is
prohibited.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CYPRESS MAKES NO WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, WITH REGARD TO THIS DOCUMENT OR ANY SOFTWARE OR ACCOMPANYING HARDWARE, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. To the extent permitted by applicable law, Cypress reserves the right to make changes to this document without
further notice. Cypress does not assume any liability arising out of the application or use of any product or circuit described in
this document. Any information provided in this document, including any sample design information or programming code, is
provided only for reference purposes. It is the responsibility of the user of this document to properly design, program, and test
the functionality and safety of any application made of this information and any resulting product. Cypress products are not
designed, intended, or authorized for use as critical components in systems designed or intended for the operation of
weapons, weapons systems, nuclear installations, life-support devices or systems, other medical devices or systems
(including resuscitation equipment and surgical implants), pollution control or hazardous substances management, or other
uses where the failure of the device or system could cause personal injury, death, or property damage (“Unintended Uses”).
A critical component is any component of a device or system whose failure to perform can be reasonably expected to cause
the failure of the device or system, or to affect its safety or effectiveness. Cypress is not liable, in whole or in part, and you
shall and hereby do release Cypress from any claim, damage, or other liability arising from or related to all Unintended Uses
of Cypress products. You shall indemnify and hold Cypress harmless from and against all claims, costs, damages, and other
liabilities, including claims for personal injury or death, arising from or related to any Unintended Uses of Cypress products.

Cypress, the Cypress logo, Spansion, the Spansion logo, and combinations thereof, WICED, PSoC, CapSense, EZ-USB, F-
RAM, and Traveo are trademarks or registered trademarks of Cypress in the United States and other countries. For a more
complete list of Cypress trademarks, visit cypress.com. Other names and brands may be claimed as property of their respec-
tive owners.
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The CYW954907AEVAL1F EVK is intended for use as a development platform for hardware or soft-
ware in a laboratory environment. The board is an open-system design, which does not include a
shielded enclosure. Due to this reason, the board may cause interference with other electrical or
electronic devices in close proximity. In a domestic environment, this product may cause radio inter-
ference. In such cases, take adequate preventive measures. Also, do not use this board near any
medical equipment or RF devices.

Attaching additional wiring to this product or modifying the product operation from the factory default
may affect its performance and cause interference with other apparatus in the immediate vicinity. If
such interference is detected, suitable mitigating measures must be taken.

‘% \ energy discharges. Proper ESD precautions are recommended to avoid performance

The CYW954907AEVAL1F contains electrostatic discharge (ESD)-sensitive devices.
. Electrostatic charges readily accumulate on the human body and any equipment, and can
discharge without detection. Permanent damage may occur on devices subjected to high-

degradation or loss of functionality. Store unused CYW954907AEVAL1F in the protective
shipping package.

E End-of-Life/Product Recycling
This kit has an end-of-life cycle of five years from the year of manufacturing mentioned
I on the back of the box. Contact your nearest recycler for discarding the kit.

General Safety Instructions

ESD Protection

ESD can damage boards and associated components. Cypress recommends that the user perform
procedures only at an ESD workstation. If an ESD workstation is not available, use appropriate ESD
protection by wearing an antistatic wrist strap attached to the chassis ground (any unpainted metal

surface) on the board when handling parts.

Handling Boards

CYW954907AEVAL1F boards are sensitive to ESD. Hold the board only by its edges. After remov-
ing the board from its box, place it on a grounded, static-free surface. Use a conductive foam pad if
available. Do not slide the board over any surface. Any physical action on CYW954907AEVAL1F
such as changing wires, jumper settings, or measuring voltages can cause stress on the
CYW954907AEVAL1F printed circuit board assembly (PCBA). You must ensure that the PCBA has
proper support on the bottom side to avoid stress on the PCBA when the EVK is in operation.

CYW954907AEVAL1F Evaluation Kit User Guide, Doc. No. 002-22338 Rev. ** 5
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Thank you for your interest in the CYW954907AEVAL1F Evaluation Kit (EVK). The CYW954907AE-
VAL1F EVK enables customers to evaluate and develop single-chip Wi-Fi applications using
CYW54907 devices.

The CYW954907AEVAL1F EVK uses WICED Studio 6.0 (or later) to develop and debug your
CYW54907 project. CYW954907AEVAL1F EVK offers footprint-compatibility with Arduino shields. In
addition, the kit features an RJ-45 Ethernet connector, and onboard programmer/debugger and
serial bridge chip. The CYW954907AEVAL1F EVK supports only 3.3 V as the operating voltage.

WICED Studio 6.0 (or later) supports application development using a WICED development board
(CYW954907AEVAL1F). The development system is compatible with the Windows, OS X, and Linux
operating systems. This document provides instructions for utilizing peripherals, such as 12C or SPI,
in WICED sample applications using the WICED Studio Integrated Development Environment (IDE).

Note: This document applies to WICED Studio 6.0 (or later).

The CYW954907AEVAL1F EVK is available through the Cypress Online Store or through our distrib-
utors.

1.1 CYW954907AEVAL1F EVK Contents

The CYW954907AEVAL1F EVK includes the following:
m One CYW954907AEVAL1F Evaluation Board with assembled Arduino headers
m One USB 2.0 Type-A to Micro-B cable

CYW954907AEVAL1F Evaluation Kit User Guide, Doc. No. 002-22338 Rev. ** 6
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Figure 1-1. CYW954907AEVAL1F Kit Contents

OTAEVALLF EVALUATION KIT QUICK START GUIDE

CYW954507AEVALIF EVALUATION KIT

Inspect the contents of the kit. If you find any part missing, contact your nearest Cypress sales office
for assistance: www.cypress.com/support.

Hardware Not Included with the Kit

The CYW954907AEVAL1F EVK does not come with all the hardware needed to perform the demon-
strations documented in this guide.

The following hardware is not included with this kit:

RJ-45 Ethernet cable

External power supply

Dual external antenna

Potentiometer

Jumper Wires

SD card

CYW954907AEVAL1F Evaluation Kit User Guide, Doc. No. 002-22338 Rev. ** 7
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1.2 CYW954907AEVAL1F Board Details

Introduction

The CYW954907AEVAL1F board consists of the blocks shown in Figure 1-2 and Figure 1-3.

Reset Switch (SW2)

RJ45 Connector (J14)

Micro USB (Programming and Debugging) (J5)
5-12V Power Input (J8)

WICED Header (J6)

Arduino Header (J13)

User Switch 1 (SW3)

User Switch 2 (SW1)

Arduino Header (J9)

0. PCB Antenna-Main (ANT1)

11. Connector for External Antenna 1 (J1)
12. CYW54907 Type 1PS Module (Murata) (U14)
13. PCB Antenna-Diversity (ANTO)

14. Connector for External Antenna 0 (J2)
15. On-board /External JTAG Switch (SW4)
16. External JTAG Header (J3)

17. Arduino Header (J10)

18. Arduino Header (J12)

19. External PHY chip(U12) - BCM5241

20. External ADC Chip (U3)

21. Micro SD Connector/slot (J7)

Figure 1-2. CYW954907AEVAL1F Evaluation Board
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Figure 1-3. CYW954907AEVAL1F Evaluation Board (Back View)
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1.3 WICED Studio Development System Overview

WICED Studio 6.0 (or later) supports application development using the WICED Evaluation Board
(CYW954907AEVAL1F EVK). Tabs and their location in the WICED IDE are as shown in Figure 1-4.

Figure 1-4 illustrates the following:

1. Edit your application firmware.

Help Window that contains instructions on building and downloading applications.
Explore existing applications/firmware and library of the Software Development Kit (SDK).
View Build messages in the Console window.

Create and edit Make Targets for the platform to build your Application/Project.

Figure 1-4. WICED IDE
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¥ Thsisa very brief introduction to the WICED Stufio Derelopment System for
¥ Thote reckiets soubs that refuse (o read th Studio Quickstart
T Guide

Building & Downloading Applis

* Plug the WICED Stuio Evabuat]
cable.

itor uwing aLIss

onboard,
of the IOE window displays the build
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WICED Studio Code Examples

WICED Studio includes libraries and code examples supporting both Bluetooth and Wi-Fi platforms.
Selecting the 43xxx_Wi-fi Filter will show only Wi-Fi platform related files in the project explorer as
shown in Figure 1-5.

Application examples can speed up the design process by serving as templates for development.
Code examples are located under the apps category (in the Project explorer window), as shown in
Figure 1-6. Code examples under apps are further grouped into demo, snip, test, waf (WICED Appli-
cation Framework), and wwd (WICED Wi-Fi Driver Application) directories.

The demo directory contains applications that combine various WICED features into a single appli-
cation. The snip directory contains application snippets that demonstrate how to use various WICED
libraries and API functions. The test directory contains applications that are used for simple test and
utility. The waf directory contains applications that are part of WICED Application framework, for
instance, the bootloader. The wwd directory contains applications that are developed using the low
level wwd API calls and do not rely on higher level WICED APIs. Located within each subdirectory in
the apps folder is a README.txt that lists and summarizes the applications located within the folder.
It should also be noted that not all applications are supported in all platforms. The snip directory con-
tains a README.txt with a matrix on what applications are supported in what platforms. For more
details on the WICED software stack and APIs, review the Application notes and documents avail-
able in the doc folder <WICED SDK installation folder>/WICED-Studio-6.0/43xxx_Wi-Fi/doc.
WICED-QSG204 available in the same path is a good document to start with.

Figure 1-5. Filter for Wi-Fi Code Example in WICED Studio

File Edit Source

=

Lty Project Explorer

e C/C++ - 4300 Wi-Fi/README.bet - Eclipse

Refactor MNavigate Search Project Run  WICED Platform  Window Help

PRt S or—

B

e~ -G it~ 0-8--Q-mC 4~

==

s i | [E] README.tt 52

b [ 4300 Wi-Fi

[5 generate

(= apps
(= build
(= doc S The WICED SDK provides a full compliment of application level APIs,
[ include & libraries and tools needed to design & implement secure embedded wireless
(= libraries 7 networking applications.
(= platforms 8
. 9Major features of the WICED SDK include ...
S FECOCES 18 - Low-footprint embedded Wi-Fi Driver with Client (STA), softAP and Wi-Fi Direct
(& tools 11 - Wi-Fi <-> Bluetooth Internet Gateway
(= WICED 12 - Various RTOS/TCP stack options including
¥ .cproject 13 - ThreadX/NetX (IPv4), ThreadX/NetX Duo (IPv6)
2 .qdbinit - FreeRTOS/LwIP
= gdbinit_zttach - Support for various Cypress Wi-Fi & combo chips
5 5 - 439@X (43909, 43987 and 43903) integrated MCU + Wi-Fi SoC
B geliat_plitform 17 - 4336X (43362, 43364) Wi-Fi SoC
i project - 4343X (43438, 4343W) Wi-Fi SoC

[ AP|_updates.txt
[ CHANGELOG.bt

z 22 - Atmel : AT91SAMAS1GB
[ LICENSEbt 23 - NXP : LPC17xx, LPC18xx
=| make 24 - Migrated BESL to use Apache-licensed mbedTLS (v2.4.8) cipher suites and cryptographic algorithms
] make.exe 25 - BESL inherits the advantages of mbedTLS such as fully featured TLS extensions and standards compliant SSL library
5 Makefile 26 - BESL API remains unchanged resulting in seamless integration with existing TCP/IP and UDP based protocols
\._I README et 27 - RTOS & Network abstraction layer with a simple API for UDP, TCP, HTTP, HTTPS communications

[ version.tt
|Z] WiFiSecurityExploits.bd

2 Cypress WICED Software Development Kit 6.8 - README

- 43340 Wi-Fi + Bluetooth combo SoC
- Support for warious MCU host platforms

- Mi i : M M:
d_mac_address.bxt ST Microelectronics STM32F 2xx, STM32F4xx

- SSL/TLS Security Library integrated with an HTTPS library for secure web transactions
- DTLS security library integrated with CoAP library

- IoT protocols - HTTP/HTTPS, CoAP, AMQP v1.@ and MQTT

- WICED Application Framework including Bootloader, OTA Upgrade and Factory Reset

- Second flavor of OTA and Factory Reset (called OTA2)

B Consale 3 |l Problems % Debug
CDT Build Console [43i0 Wi-Fi]

o Search
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Figure 1-6. Code Examples under apps Category

o= C/C++ - 430 Wi-Fi/README.bt - Eclipse
File Edit Source Refactor Mavigate Search Project Run WICED Platform Window Help
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v 24 MWiE T A
v & apps 2Cypress WICED Software Development Kit 5.0 - README

(= demo A

= snip 5 The WICED SDK provides a full compliment of application level APIs,

(= test 6 libraries and tools needed to design & implement secure embedded wireless

= waf 7 networking applications.

= wwd 8

README bt 9Major features of the WICED SDK include ...
buld - 18 - Low-footprint embedded Wi-Fi Driwer with Client (STA), softAP and Wi-Fi Direct
= buil

- Wi-Fi <-> Bluetooth Internet Gateway

(= doc 1z - Various RTOS/TCP stack optiens including
(= include 13 - ThreadX/NetX (IPva), ThreadX/NetX Duoc (IPv6)
B ibraces 14 - FreeRTOS/LwIP

- Support for various Cypress Wi-Fi & combo chips
16 - 439@X (43909, 43987 and 43903) integrated MCU + Wi-Fi SoC
17 - 4336X (43362, 43364) Wi-Fi SoC

= platforms

(= resources

= tools 18 - 4343 (43438, 4343W) Wi-Fi SoC

(= WICED 19 - 43340 Wi-Fi + Bluetooth combo Sol

¥ .cproject 28 - Support for various MCU host platforms
gdbinit n - ST Microelectronics : STM32F2xx, STM32F4c

5 - Atmel : AT915AMAS16B
[l -gdbinit_attach - MXP : LPCI7xx, LPC183xx
24 - Migrated BESL to use Apache-licensed mbedTLS (v2.4.8) cipher suites and cryptographic algorithms

5| gdbinit_platform 2
¥ project 25 - BESL inherits the advantages of mbedTLS such as fully featured TLS extensions and standards compliant SSL library

Bl APl_updates.xt - BESL API remains unchanged resulting in seamless integration with existing TCP/IP and UDP based protocols

LI CHANGELOG bt 27 - RTOS & Network abstraction layer with a simple API for UDP, TCP, HTTP, HTTPS communications

= 28 - SSL/TLS Security Library integrated with an HTTPS library for secure web transactions

Hl geoesmed_mac sddeecr il - DTLS security library integrated with CoAP library

[=] LICENSE.b 38 - IoT protocels - HTTP/HTTPS, CoAP, AMQP v1.8 and MQTT

= make 31 - WICED Application Framework including Bootloader, OTA Upgrade and Factory Reset

) make.exe 3z - Second flavor of OTA and Factorv Reset (called OTA2) o
& Makefile

[E] README.bt B Consale 2 4 ¢S &8 BB x MB-2-=0
[E] version.bt

COT Build Console [430 Wi-Fi]

[E WiFiSecurityExploits.bet

1.5 Kit Code Examples

In addition to the examples available in WICED Studio, this EVK includes a few additional code
examples, which can be used to quickly evaluate CYW54907 using this kit. These examples are
described in the Code Examples chapter.

1.6 Getting Started

To learn quickly about CYW954907AEVAL1F EVK, refer to the CYW954907AEVAL1F Quick Start
Guide inside the kit box.
This user guide will help you get acquainted with CYW954907AEVAL1F EVK:

m The Software Installation chapter describes the installation of the kit software. This includes
extracting the required files for WICED Studio 6.0 (or later).

m The Kit Operation chapter describes the major sections of the kit such as the on-board program-
mer/debugger chip, reset control, headers, programming and debugging of the kit, and Ethernet
interface.

m The Hardware chapter describes the CYW954907AEVAL1F EVK hardware and its different
blocks.

m The Code Examples chapter describes code examples that will help you understand how to get
started with WLAN basic examples.

CYW954907AEVAL1F Evaluation Kit User Guide, Doc. No. 002-22338 Rev. ** 12
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1.7 loT Resources and Technical Support

Cypress provides a wealth of data at www.cypress.com/internet-things-iot to help you to select the
right IoT device for your design, and quickly and effectively integrate the device into your design.
Cypress provides customer access to a wide range of information, including technical documenta-
tion, schematic diagrams, product bill of materials, PCB layout information, and software updates.
Customers can acquire technical documentation and software from the Cypress Support Community
website (https://community.cypress.com). For assistance, go to: www.cypress.com/support.

1.8 Additional Learning Resources

Visit CYW954907AEVAL1F EVK and CYW54907 for additional learning resources including data-

sheets and application notes.

1.9 Document Conventions

Table 1-1. Document Conventions for Guides

Convention Usage
) Displays file locations, user entered text, and source code:
Courier New .
C:\ ...cd\icc\
Italics Displays file names and reference documentation.

[Bracketed, Bold]

Displays keyboard commands in procedures:
[Enter] or [Ctrl] [C]

File > Open

Represents menu paths:
File > Open > New Project

Bold

Displays commands, menu paths and icon names in procedures:

Click the File icon and then click Open.

Times New Roman

Displays an equation:
2+2=4

Text in gray boxes

Describes Cautions or unique functionality of the product.

CYW954907AEVAL1F Evaluation Kit User Guide, Doc. No. 002-22338 Rev. **
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1.10 Acronyms
Table 1-2. List of Acronyms used in this Document
Acronym Definition
SPI Serial Peripheral Interface
EVK Evaluation Kit
SDK Software Development Kit
WICED Wireless Internet Connectivity for Embedded Devices
JTAG Joint Test Action Group
12C Inter-Integrated Circuit
MQTT Message Queue Telemetry Transport
POR Power-on-Reset
PMU Power Management Unit
VTRIM Voltage Trimming
LPO Low Power Oscillator
GPIO General Purpose Input Output
UART Universal Asynchronous Receiver/Transmitter
AWS Amazon Web Services
IDE Integrated Development Environment
WLAN Wireless Local Area Network
CYW954907AEVAL1F Evaluation Kit User Guide, Doc. No. 002-22338 Rev. ** 14
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This chapter describes the steps to install the software tools and packages on a PC for using the
CYW954907AEVAL1F EVK. This includes the WICED IDE in which the projects will be built and
used for programming.

21 Before You Begin

All Cypress software installations require administrator privileges. Ensure that you have the required
privileges on the system for successful installation. Before you install the kit software, close any
other Cypress software that is currently running. Ensure you have installed WICED Studio 6.0 (or
later).

2.2 Install Software

Follow these steps to install the CYW954907AEVAL1F Evaluation Kit software:

1. Download and install WICED Studio 6.0 (or later) from this web page. Following is a screenshot
of the Installer Window when opened.

£+ WICED-Studio = =

Introduction

@ Introduction InstallAnywhere will guide you through the installation of

() Choose IDE Install Folder WICED-Studio.

(O Choose SDK Install Folder It is strongly recommended that you quit all programs before
O Pre-Installation Summary continuing with this installation.

() Installing...

() Driver Install

() Install Complete

Click the 'Mest' button to proceed to the next screen. If you want to
change something on a previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel'
button.

by CYPRESS"

7 _
{CED
|\

InstallAnywhere

Cancel Previous

2. Select two Folders, one for the IDE and the other for the SDK. The folder for the SDK contains
the Framework for developing Wi-Fi applications.

3. As alast step in installation, installer will ask to select between Wi-Fi and Bluetooth platform.
Select 43xxx_Wi-Fi as default.

CYW954907AEVAL1F Evaluation Kit User Guide, Doc. No. 002-22338 Rev. ** 15
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4.

5.

Download the CY954907AEVAL1F_KitPackage.zip software from here. The software is avail-
able as a zip file.

Locate the WICED Wi-Fi-SDK directory in your PC. The default location is C:\Users\<user
name>\Documents\WICED-Studio-6.0\43xxx_Wi-Fi, as shown in Figure 2-1. However, it may be
in a different location depending on the path you choose when installing WICED Studio.

USB to serial UART with 3.3V TTL Adapter cable allows to connect between Host or computer
and CYW89072EVAL. This connection refers as a regular serial communication

Figure 2-1. WICED SDK Directory

6.

¥ v | 43oo Wi-Fi — O %
Home Share View 9
e > - 1 »[ThisPC > Documents > WICED-Studio-6.0 » 43noWi-Fi | v @ | Search43.. @
i
MName Date modified Size ™
# Quick access
apps 11/22/201
& OneDrive - Cypress Ser build 11/2
v [ This PC floc
include 11/13/2
B Desktop v
libraries 11/
» 5| Documents platforms 17
4 Downloads resources 11/1
Jﬂ Music tools 1171
=] Pictures WICED 11
B videos | | .cproject 1 TFi
i, Local Disk (C:) L] gelbinit ' le
| .gdbinit_attach 11 INIT_ATTACH
o Network | .gdbinit_platform 11/ A
| .project |
| AP|_updates.bd 1
5| CHANGELOG bt 1
=| generated_mac_address.bet 11
=] LICENSE.txt 11 Text Document
|| make 1 File
[5] make.exe 11/13/2017 4:49 Application v
< >
24 items |E=|=

Copy the CY954907AEVAL1F _KitPackage.zip file and extract to a temporary location such as
"temp". The zip file will extract two directories called "apps" and "resources" inside the temp/
CYW954907AEVAL1F_KitPackage/ directory. Select both of them, Copy (CTRL+C) and paste
(CTRL+V) into C:\Users\<user name>\Documents\WICED-Studio-6.0\43xxx_Wi-Fi. Choose the
option to merge with existing folders.

Alternately, copy the CY954907AEVAL1F_KitPackage.zip to the location specified above and
use the Extract Here option if you have 7-Zip or another unzip utility. The zip file should be
merged to the existing folders. If WICED Studio 6.0 (or later) is opened with 43xxx_Wi-Fi as the
WICED Filter (Figure 1-5), then the new folders appear as shown in Figure 2-2.
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Figure 2-2. Setup Package in WICED Studio 6.0 (or later)

o /T
File Edit Source Refactor MNavigate Search Project Run WICED Platform Window Help
=~ S R = | % ] oo wicFi vl & G -G -0~ = > 2
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v (5 430 Wi-Fi A 1 ~
v (= apps 2Cypress WICED Software Development Kit 6.8 - README
(= demo pe
AT

The WICED SOK provides a full compliment of application level APIs,
6 libraries and tools needed to design & implement secure embedded wireless
networking applications.

[ CYWOS4007TAEVALIF
(= adc_measure
(= config_join_ping
(= publish_subscribe_aws

6o

9Major features of the WICED SDK include ...
Low-footprint embedded Wi-Fi Driver with Client (STA), softAP and Wi-Fi Direct

= snip 11 - Wi-Fi <-> Bluetooth Internet Gateway
(&> test - Various RTOS/TCP stack options including
(= waf - ThreadX/NetX (IPv4), ThreadX/NetX Duo (IPvS)
= wwd - FreeRTOS/LwIP
] README bt - Support for various Cypress Wi-Fi & combo chips
) 2 - 4390X (43909, 43987 and 43983) integrated MCU + Wi-Fi SoC
& build - 4336X (43362, 43364) Wi-Fi SoC
(& doc - 4343X (43438, 4343W) Wi-Fi SoC
(= include - 43340 Wi-Fi + Bluetooth combo SoC
&= libraries - support for various MCU host platforms

- ST Microelectronics : STM32F2xx, STM32F4ix
- Atmel : AT91SAMASLEB
- NXP : LPC17xx, LPC18xx

(= platforms
v (= resources

~ [ apps - Migrated BESL to use Apache-licensed mbedTLS (v2.4.8) cipher suites and cryptographic algorithms
v (= adc_measure - BESL inherits the advantages of mbedTLS such as fully featured TLS extensions and standards compliant SSL library
@ data.html - BESL API remains unchanged resulting in seamless integration with existing TCP/IP and UDP based protocols
@ main.html - RTOS & Network abstraction layer with a simple API for UDP, TCP, HTTP, HTTPS communications
- - SSL/TLS Security Library integrated with an HTTPS library for secure web transactions

W ) - DTLS security library integrated with CoAP library
(&= appliance 3@ - IoT protocols - HTTP/HTTPS, CoAP, AMQP v1.@ and MQTT
(= apsta 31 - WICED Application Framework including Bootloader, OTA Upgrade and Factory Reset
B avs 32 - second flavor of OTA and Factory Reset (called OTA2) .
(= aws_iot
(= azure_iot_hub B Consale 52 E =g
W thiktapy No consoles to display at this time.
& flac 10 fiEyrdy of I i

7. The CY954907AEVAL1F_KitPackage.zip package contains three code examples which add to
the existing set of examples available in WICED Studio 6.0 or later. Unzipping creates the kits
directory under apps, and adc_measure in the resources\apps directory.

After unzipping, if the projects are not visible in WICED Studio 6.0 (or later), then right-click the
top most folder (43xxx_Wi-Fi) and click Refresh, as shown in Figure 2-3.

Figure 2-3. Refresh Top Folder

e C/C++ - 4300 Wi-Fi/README bt - Eclipse
File Edit Source Refactor MNavigate Search Project Run  WICED Platform Window Help
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O =
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Y ER copy Ctl+C  provides a full compliment of application level APIs,
b 1= 3 . tools needed to design & implement secure embedded wireless
Pasie Qri+¥ Jications.
¥ Delete Delete

of the WICED SDK include ...

int embedded Wi-Fi Driver with Client (STA), softAP and Wi-Fi Direct
Move... Bluetooth Internet Gateway
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Remove from Context +Shift+Down

R P2 heex (IPv4), ThreadX/NetX Duo (IPv6)
Import... e
F various Cypress Wi-Fi & combo chips
Export... 989, 43907 and 43983) integrated MCU + Wi-Fi SoC
362, 43364) Wi-Fi SoC
Refresh F5 438, 4343wW) Wi-Fi SoC
(=] Close Project Fi + Bluetooth combe SoC
& i i r various MCU host platforms
: Close Unrelated Projects Plectronics : STM32F2xx, STM32Fdxx
-k AT91SAMAS16B
& r Build Configurations > E17xx, LPC18xx
=t Make Targets > ESL to use Apache-licensed mbedTLS (v2.4.8) cipher suites and cryptographic algorithms
= erits the advantages of mbedTLS such as fully featured TLS extensions and standards compliant SSL library
Hickex > | remains unchanged resulting in seamless integration with existing TCP/IP and UDP based protocols
Vabidate work abstraction layer with a simple API for UDP, TCP, HTTP, HTTPS communications

curity Library integrated with an HTTPS library for secure web transactions
Show in Remote Systems view ity library integrated with CoAP library
bls - HTTP/HTTPS, CoAP, AMQP v1.@ and MQTT

Profiling Tools

B

¥ ication Framework including Bootloader, OTA Upgrade and Factory Reset

B2 Profile As » lavor of OTA and Factory Reset (called OTA2) i
B« Debug As >

ER Run As > +B~-~=0
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This chapter introduces you to the CYW954907AEVAL1F EVK and the features that will be used as
part of Kit operation. Features such as Wi-Fi connection and programming/debugging are discussed
in this chapter. The chapter also describes the USB-UART that can be used to communicate with the
CYW54907 device on this EVK.

3.1 Theory of Operation

Figure 3-1 illustrates the block diagram of the CYW954907AEVAL1F EVK. This board contains
CYW54907 based SiP which is a Type 1PS Wireless module. This module is an embedded network
controller solution from Murata. This board also contains a USB-Serial interface / JTAG programmer
/ debugger. This board features Arduino form-factor compatible headers, which enables Arduino
shields to be plugged on top, extending its capabilities. This board also features two user switches,
two user LEDs, an RJ-45 connector for Ethernet, and a reset switch for the wireless module.

Figure 3-1. Block Diagram of CYW954907AEVAL1F EVK
CYWS54907AEVALLF

SCIO fI2C/GPIO/I2S
SD Card Extra WICED GFIO»s

ZNTO

Eower
Supply

Omruzz1 Oram o ANTL
W External CYWE4907-based SIP

JIRG
SPI
| EEPROM | | Flash I I I
| Reset E(\‘l | AUTE IC |

uUSB

B-Type

|Ax:i\;;:‘_o-\:c;:\p5:-_}:‘_e header I I.‘-.::iuxnc—::::;a:lb‘_e header |

3.2 On-board programmer/Debugger and Serial Interface Chip

An FT-2232-HQ chip is used for onboard programming, debugging and USB-Serial functionality. It
connects to the computer over a USB interface and connects to the CYW54907 based SiP module
over JTAG and UART pins. Alternately, you can use the External JTAG connector (J3) along with
switch SW4 (in all closed positions) in order to use JTAG from connectors such as Olimex.
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3.3 CYW954907AEVAL1F Kit Connection

The CYW954907AEVAL1F EVK can be powered by the following options:
m External power supply
m USB

When using external power supply, you should use a 5V - 12 V, 2A power supply with 2.1 mm DC
Jack (center pin positive). When powered from USB, there are two logical USB devices: a USB-
JTAG device and a USB-UART device. Drivers for the CYW954907AEVAL1F EVK are automatically
installed during the WICED SDK installation process. When you connect the kit for first time to your
PC, it will initiate the driver search as shown in Figure 3-2.

Figure 3-2. Driver Software Installation

1 Driver Software Installation i)

Your device is ready to use

USE Composite Device o Readyto use
WICED USE JTAG Port .f"Read}r to use
WICED USE Serial Port B o/ Readyto use
WICED USE Serial Port (COMS3) o Ready to use

| Close |

3.3.1 Verifying Driver Installation

To verify the successful completion of driver installation, perform these steps:
1. Right-click My Computer > Properties.
2. In the System Properties window, select Device Manager.
a. The WICED USB Serial Port is listed under Ports (COM & LPT) as shown in Figure 3-3.

b. The WICED USB JTAG Port is listed under WICED USB JTAG Devices as shown in
Figure 3-3.
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In Figure 3-3, the Device Manager window identifies the WICED USB Serial COM port as COMXX.
The assigned port number varies between systems. If the device displays two WICED USB Serial
Ports (WICED USB Serial port and WICED USB JTAG Port) instead of one, then follow the link men-
tioned in this post.

Figure 3-3. Verifying Device Driver Installation

% Device Manager - O X
File Action View Help
&= R E EBRE
~v A INDCLAPPCOASUNK

I Audio inputs and outputs

@ Batteries

| Biometric devices

6 Bluetooth

[ Computer

e Dlisk drives

& Display adapters

=m |DE ATA/ATAPI controllers

% Imaging devices

=2 Keyboards

L1 Memory technology devices

[g Mice and other pointing devices

[ Monitors

Network adapters

v ﬁ Ports (COM & LPT)
E WICED USB Serial Port (COM4)

= Print queues

1 Processors

B Security devices

B Software devices

I Sound, video and game controllers

G Storage controllers
K@ System devices
i Universal Serial Bus controllers
v @ WICED USB JTAG Devices
§ WICED USB JTAG Port

3.3.2 Troubleshooting

If an error occurred during the automatic driver installation process, the driver may be manually
installed from the following directory: <WICED-SDK>\Drivers\Windows\wiced_uart.

If the CYW954907AEVAL1F EVK does not appear in the Device Manager, verify that the +3V3 LED
is turned ON and check the USB cable.

3.3.3 External Power Supply

The CYW954907AEVAL1F EVK can be supplied using an external power supply (5V-12V, 2A), using
a 2.5 mm DC Jack with center pin positive. When using external power supply and also connecting a
USB cable (for programming/debugging or USB-UART), the voltage on the external power supply
should be greater than that of the USB supply, if not the kit will be actually sourcing its power from
USB rather than the external power supply.
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3.4 Building, Programming, and Debugging CYW954907AEVAL1F EVK

3.4.1 Building and Programming a Project for CYW954907AEVAL1F in WICED Studio
IDE

To build and program a project for CYW954907AEVAL1F EVK, perform the following steps:

1. To open the WICED IDE on Windows PC, go to Start > All Programs > Cypress > WICED-Stu-
dio.

2. Select 43xxx_Wi-Fi in the WICED Target selector drop-down box as shown in Figure 1-4. Build-
ing a project requires a corresponding make target, located in the Make Target window. All Appli-
cations should go under the apps directory. The make target path will contain the directory
hierarchy starting from apps with directory names separated by a period. The project name is
followed by a hyphen and then the platform name. Finally, the actions to be performed after the
build are specified such as download and run. For example, to build, download, and run the
application scan which exists in apps\snip\scan, create the following make target:
snip.scan-CYW954907AEVALIF download run

This project will periodically scan for Wi-Fi access points and will list them using the serial to USB
connection on the Kkit.

Note: By default, kit comes pre-programmed with the same snip.scan example.

Perform these steps to create the make target, build, program, and test application scan:
3. Right-click 43xxx_Wi-Fi in Make Target window as shown in Figure 3-4 and click New.

Figure 3-4. Creating New Make Target
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4. Enter snip.scan-CYW954907AEVAL1F download run in the Target name field and click the OK
button
Note: The list of all commands that can be provided in the Make target is listed in <WICED-SDK
installation directory>/ 43xxx_Wi-Fi/Makefile.

snip.scan-CYW954907AEVALLF download run indicates the following:

snip = directory inside apps folder

scan = Sub-directory and name of the application to be built. For example, to build the console
application under test directory in apps, then use test.console instead of snip.scan.
CYW954907AEVAL1F = Board/platform name

download = Indicates download to target

run = Resets the target and starts execution

5. Double-click (alternately, right-click and select Build Target) the Clean Make Target to remove
any output from the previous build. It is recommended to do Make clean when any new files are
added or removed to the corresponding Target.

Note: Ensure that you have connected CYW954907AEVAL1F EVK to the same PC via USB prior to
executing the build target.

6. Double-click (alternatively right-click and select Build Target) the snip.scan-CYW954907AE-
VAL1F download run make target to build and download it to the CYW954907AEVAL1F EVK.
The project is built and programmed into the CYW954907AEVAL1F EVK, as shown in
Figure 3-5.

Figure 3-5. Successful Build and Program

Bl Console #7 |*! Problems -4 Search :tiDehug P ffi. A gl 1| mBrMy =08
CDT Build Console [43w00c Wi-Fi]

Creating Filesystem BCM943%@x_targets.mk ... ~
Downloading DCT ... build/snip.scan-CYWIS4987AEVALIF/DCT.bin @ SFLASH DCT_LOC=-0x@80803000
./tools/common/Win32/mk_wicedfs32 build/snip.scan-CYWI54907AEVALLF/filesystem.bin build/snip.scan-CYWI54907AEVALLF
Creating Filesystem Done

Building apps lockup table

Downloading Bootloader ...

Finished Downloading Bootloader

Downloading resources filesystem ... build/snip.scan-CYWIS4907AEVALIF/filesystem.bin at sector 17 size 125...
Downloading APP@® build/snip.scan-CYW954987AEVALLF/binary/snip.scan-CYWIS4987AEVALLF.stripped.elf @ sector 142 addr
Downloading apps lookup table in wiced_apps.mk ... build/snip.scan-CYWI54987AEVALIF/APPS.bin i 8x20010000 size

Resetting target
Target running
Build complete
Making .gdbinit

12:10:86 Build Finished (tock 3m:3@s.56ms)

< >
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7. To view output messages with a terminal emulation program (such as Tera Term), follow these
steps:
a. Start the terminal emulation program.

b. You will see the following window. Click on Serial and select corresponding COM Port for your
WICED device. Then click on OK

5 .
&0 Tera Term: New connection

O TCPAIP myhost.example.com

History
Telnet i
55H

Other

B8H2

UNSFEC

® Serial Port: | COM4: WICED USB Serial Port [COMZ

Cancel Help

c. Inthe Terminal Emulator, go to Setup -> Serial port.... Select the correct COM port and Baud
rate as follows.
Note: Exact Port number will vary with the corresponding PC port

Port: COMA4 v

Transmit delay

||]_ msecjchar

OK
Baud rate:
Data: 8 bit v Cancel
Parity: none w
Stop: 1 bit v Help
Flow control: none w

i—I] mseciling

d. Press the Reset button (see Figure 1-1) on the CYW954907AEVAL1F EVK to view the appli-

cation start-up messages.
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8. The output of the Terminal Emulation program should be similar to what is shown in Figure 3-6.

Figure 3-6. Console Output

M COMA - Tera Term VT

File Edit Setup Control Window Help

Starting WICED uvWiced_ 986 .000.000.00843
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Etarted Thread® v5.6

Initialising Net¥_Duo vw5.7_sp2
Creating Packet pools

WLAN MAC Address : 66:55:44:33:22:27
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Waiting for scan results...
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IN PR
FB:5C:19:8A:9A:31 WEP
R
FB:5C:19:8A:9A:32 Open
IN PR
FB:5C:19:8A:9A:=33 WPA2
IN PR
FB:5C:19:8A:9A:34 WEP
IN PR
FB:5C:19:8A:9A:35 WPA2
IN PR
FB:5C:19:8A:9A:=36 WPA2
IN PR
FB:5C:19:8A:8A:=D8 WPAH2
IN B
F@:5C:19:8A:8A:=D1 WEP

 §
2
3
4
5
[3
?
8
9

FB:5C:19:8A:8A=D3 WPA2

—
-
=

F@:5C:19:8A:8A:=D4 WEP

[
-

FB:5C:19:8A:8A:=D5 WPA2
IN B

-
5]

FB:5C:19:8A:8A:=D6 WPA2
IN B

[
w

F@:5C:19:8A:8C:=D@ WPA2
IN PR
FB:5C:19:8A:8C:D1 WEP

-
S

IN PR
FB:5C:19:8A:8C:D2 Open

=
- AT s |

IN PR
F@:5C:19:8A:8C:=D3 . WPA2

—)
-
=~

FB:5C:19:8A:8C:D4 i WEP
FB:5C:19:8A:8BC:D5 -67 458.8 WPA2

-
-]

3.4.2 Troubleshooting

Enterprise

PSK
PSK

Enterprise

PSK
PSK

Enterprise

CYPPHONE
CYPGUEST
CY-10T-HOTSPO
CY¥TestNexus
CY-HCU
CY-WICED

CYFI

CYPPHONE
CY-10T-HOTSPO
CYTestMNexus
CY-MCU
CY-WICED

CYFI

CYPPHONE
CYPGUEST
CY-10T-HOTSPO
CYTestNexus
CY-HCU

If a download dct error message is displayed despite connecting the board, follow the steps out-

lined in this post.
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3.4.3 Debugging a Project using Breakpoints

After programming a project, it is possible to debug it in CYW954907AEVAL1F EVK using the builtin
debugger.

Note that the scan example used in 3.4.1 Building and Programming a Project for CYW954907AE-
VAL1F in WICED Studio IDE section is also used here. Steps outlined in 3.4.1 Building and Program-
ming a Project for CYW954907AEVAL1F in WICED Studio IDE should be first followed with a slight
change (adding -debug to the

Make Target command and removing run). Instead of
snip.scan-CYW954907AEVAL1F download run
The following make command should be used:
snip.scan-CYW954907AEVAL1F-debug download

If -debug is not added then it will be built for release. The important difference between the debug
and release configurations is optimization. Debug is built with no optimization and release is built
with optimization. It is possible to debug without using debug as well, but with many variables and
lines optimized away, many breakpoints might not get hit.

It should be noted that Breakpoints must be placed after starting a debug session in WICED Studio
5.0 or later. If there are any breakpoints that were created prior to the start of debug session, their
properties must be changed to be enabled for all Threads.

Perform these steps to debug the project:

1. Execute the make target described above to download the project to the device.

2. Click the arrow next to the Debug icon as shown in Figure 3-7 and select 43xxx-Wi-Fi_De-
bug Windows. The Confirm Perspective Switch dialog appears; click the Yes button. The Debug
session starts and halts in the start GccC. s file.

Note:

m The Confirm Perspective Switch dialog is not displayed if you have previously selected the
Remember my decision checkbox in the Confirm Perspective Switch dialog.

m If any MakeFile/Build error occurs, then clean (using the Clean make target), re-build, and down-
load to the CYW954907AEVAL1F EVK again. The Debug session starts and halts in the
start GCC.s file.

m In the Debug Perspective, the Project explorer window goes away by default. To view the source
files, switch back to the "C/C++" perspective.

m To switch between perspectives, use the "C/C++" or "Debug" icon at the top right corner of
screen.
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Figure 3-7. Debugging Project

Kit Operation
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3. Open the scan.c file from the Project Explorer window. Click on the line with WPRINT AP-
P INFO( ( "Waiting for scan results...\n" )
keys on your keyboard. A Blue hollow circle along with a check mark appears next to the line

number, as shown in Figure 3-8.

) ; and press the [Ctrl +Shift+B]

4. From the main menu, click Run > Resume. Execution will stop at the breakpoint that you added.

To continue after hitting the breakpoint, click Resume again.

5. To disable the breakpoint, press the [CtrI+Shift+B] keys again on the same line, or deselect the

corresponding checkbox in the Breakpoints window.

Note: If the Breakpoint window does not appear, then choose Window > Show View > Break-

points.

6. To terminate the Debugging session, click Run > Terminate, or click on the red Square icon.

Once you terminate the session, click on "C/C++" in the upper right corner to return to the C/C++

perspective.
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Figure 3-8. Placing Breakpoint in Code

 {

€= Debug - 4300 Wi-Fi/apps/snip/scan/scan.c - Eclipse

File Edit Source Refactor Navigate Segrch Project Run WICED Platform Window Help

= Gl > | BN DR S B WA o . A D R e e R e
45 Debug &1 R == 0O ®g Breakpoints &3
v [€] 4300 Wi-Fi_Debug_Windows [GDB Hard: Deb | [¥] .o scan.c [line: 109]

v G last_built.elf

[g scan.c §2 | [€] (gdbl1].proc[42000].threadGroupli1],gdbl 1] proc[42000].OSthread| 1]).thread| 1].frame{0] L€ platform_uart.c = 0

| 96=void application_start( )

~ @ Thread #2 5095240 (app thread : : Ready) (Suspended : Breakpoint)
= application_start() at scan.c:109 Oxdaddbb
application_thread_main() at wiced_rtos.c:231 Onda0b94
_tx_thread_shell_entry() at (xdac8bc
§_tx_thread_schedule() at Oxdaaaed
i Thread #3 5000140 (System Timer Thread : : Susp (Susp i C )
i® Thread =4 4998308 (system : : Waiting - Semaphore) (Suspended : Container)
( Thread 25 4997796 (worker thread : : Waiting - Queue) (Suspended : Container)
¥ Thread #6 4998052 (worker thread : : Waiting - Queue) (Suspended : Container)
(@ Thread =7 5004684 (WWD : : Waiting - Semaphore) (5 1€ )
wi C:fUsers/kavs/Documents/WICED-Studio-5.0/4300_Wi-Fi/tools/ARM_GNU/bin/Win32/arm-none-eabi-gdb.exe (7.7,

11 m

No details to display for the current selection.

>

wiced_init( );
while(1)
{

wiced_time_t scan_start_time;
wiced_time_t scan_end_time;
app_scan_data_t scan_data;

Initialize the semaphore that will tell us when the
wiced_rtos_init_semaphore(&scan_data.semaphore);

scan-data cecult count - B

WPRINT APP_INFO “waiting for scan results..\n"

_APP_ ype 3%t Chan Security SSID\n" ) );

WPRINT_APP_INFO( (=== === == == m e m e e e e e e e e e e e e o m st e m e e m e e m e mm e n" ) ):
Start the scan *

wiced time_get time(8scan_start_time);

wiced wifi_scan_networks(scan_result_handler, &scan_data );
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7. If Breakpoints are created prior to starting the current Debug session, they will not be associated
with the current thread and will be indicated with a Blue circle without a check mark. To enable

the Breakpoints in the current thread, associate the properties from the Breakpoints window with
the current thread.

Note: If you do not see any breakpoints in the Breakpoints window, click the Show Breakpoints
Supported by Selected Target icon as shown in Figure 3-9. The breakpoints are displayed.

8. Right-click the desired breakpoint checkbox and click Breakpoint Properties.... Click the
last_built.elf check box, as shown in Figure 3-10. The check mark appears before the actual
breakpoint indicating its association with the current execution.
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Figure 3-9. Show Breakpoints Icon

[ Debug - 43an Wi-Fi/apps/snip/scan/scon.c - clipse

Fle Edit Source Refactor Nevigate Search Project Run WICED Platform Window Help

45 Debug 57 ¢ ¥ |#% T = O | - Variables % Breakpoints 73 | ifif Registers mi Modules o \ ||
v 2] 4300 Wi-Fi_Debug Windows [GDB Hardware Debugging] ~ o scen.clline: 109]
~ 50 lsst builtelf
v o Thread £2 5095240 (app thread : : Ready) (Suspended: Container)
= _txtime_get{) at OxdaBcdD
= host_rtos_get time() at wwd_rtos.c:310 0x4a0750
= uart_slow_wait_transmit fifo_empty() at platform_uart.c:1,716 budaTFae
= uart_slow_transmit_bytes() at platform_uart.c:1,742 0x428010
= platform_uart transmit_bytes_common() at platform_uart.c:1,819 Oxdad15c
= platform_uart transmit_bytes() at platform_uart.c:1,845 OxdaB1c6
= platform_stdio_write() at platform_stdio.c:118 Oxdal lae.
= _write() at stdio_newlib.c: 160 Oxda03ea
_write_r() at writer.c:58 Oxdc0826
_sflush_r() at fflush.c: 189 OxdbeeSe.
= <.more frames..>
/3 Thread #3 5000140 (Sustern Timer Thread : - Sucnended) (Sicnended - Container) e

- S F N S SRR s e Bl o s b e ek, i i S e

[ scanc 52 = B  Szoutine X B % W W
i stdlibh
wicedh
DELAY_BETWEEN SCAN
{znonymous)
app_scan_data t struct
scan_result handler(wic
application start(  void
scan_result_handler(vic

26 void application start( )
g wiced_init( );
while(1)
{
wiced_tine t  scan_start_tine;

wiced_time t  scan_end_time;
app_scan_data_t scan_data;

el HOBER

* Initialize the semaphore that will tell us when the scan is complete */
wiced_rtos_init_semaphore(8scan_data. semaphore);
scan_data.result_count = 0;
WPRINT_APP_INFO( ( "Waiting For scan results..\n" ) )5
# Type BSSID RSSI Rate Chan Security SSIO\n” ) )

WPRINT_APP_INFO(
WPRINT_APP_INFO( ("

/= start the scan */
wiced_time_get_time(&scan_start_time);
wiced_wifi_scan_networks(scan_result_handler, 8scan_data )3

Figure 3-10. Enabling Breakpoint for Current Execution

+= Properties for C/C++ Line Breakpoint .
type filter text ' Filter - - -
Common
Actions Restrict to Selected Processes and Threads:
Filter a ' last_built.elf |

,‘E}-Thread #1 [] -1 (Current Execution)

|
N
| l
i OK i ’ Cancel
u =
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This chapter describes the CYW954907AEVAL1F EVK hardware and its different blocks, such as
Bootstrap, reset control, Arduino-compatible headers, and module connectors.

The schematic is available at the following location after installing the software from Software Instal-
lation.
<WICED SDK Directory>\43xx Wifi\platforms\CYW954907AEVALIF\schematics.

4.1 Bootstrap

Bootstrap options available in the CYW954907AEVAL1F EVK are shown in Table 4-1. The pins are
sampled at power-on reset (POR) to determine various operating modes. Sampling occurs a few
milliseconds after an internal POR or de- assertion of the external POR. After the POR, each pin
assumes the GPIO or alternative function specified in CYW54907 Alternate GPIO function table in
the CYW54907 Datasheet s(002-19312).

Care should be taken to ensure SPI mode and SDIO Host are not turned on at the same time since
they share the same set of lines. For more information regarding bootstrap options, refer to the
CYW54907 Datasheet (002-19312).

Bootstrap options other than GPIO_7 and GPIO_13, are not available for the user to modify in this
board.

To change Bootstrap options for GPIO_7 and GPIO_13, refer the "Bootstraps, Flash" page of sche-
matics.

Table 4-1. Bootstrap Options Available in CYW954907AEVAL1F EVK

Strap Pull
Pin Strp Function
Chip default Board Default
gSPI Mode
GPIO_1 0 = Enable gSPI Mode 0 0
1 = Disable gSPI Mode
WCPU Boot Mode: 1
GPIO_7 0 = TCROM Boot 0 R135=10K to
1 = TCMSRAM Boot WLAN_VDDIO
ACPU Boot Mode:
GPIO_11 0 = SOCROM Boot 0 0
1 = SOCSRAM Boot

CYW954907AEVAL1F Evaluation Kit User Guide, Doc. No. 002-22338 Rev. ** 29
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Table 4-1. Bootstrap Options Available in CYW954907AEVAL1F EVK

Strap Pull
Pin Strp Function :
Chip default | Board Default
SDIO Mode: 1
GPIO_13 0 = SDIO Device 0 R141=10K to
1 = SDIO Host WLAN_VDDIO
Host DAP Clock Sel
RF_SW_CTRL 5 1 = Enable XTAL clock for DAP sub system 0 0
0 = Disable Use Test clock TCK for DAP sub sys-
tem
PMU resource initialization mode selection
RF_SW_CTRL_7 1 = Mode 1 0 0
0 = Mode 2
LPO( Low Power oscillator) Selection:
RF_SW_CTRL_9 0 = LPO from HIB (Hibernation Block) 0 0
1 = Internal 32KHz LPO

User Switches

There are two user switches available on the board named USER_1 and USER_2. Table 4-2 shows
the Pin names and Enumeration used in WICED for the switches.

Table 4-2. User Switch available on the board

. CYW54907 Pin Alternate Enumeration in
Switch Name WICED_ENUM_ID WICED
USER_1 (SW3) PWM_5 WICED_GPIO_18 WICED_BUTTON1
USER_2 (SW1) GPIO_8 WICED_GPIO 4 WICED_BUTTON2
Figure 4-1. User Switch Circuit Diagram
+3V3
+3V3
(@]
SW1
Silkscreen: R168 3 ol 1
"Uger 1" 10K foic [3 g g 7] GPIOS
DEPGP R1oT B3S-1000
SW3 0 i
3  —— 1 Silkscreen:
=y B2 PWM_5 R

B3S-1000
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LED
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There are two user LEDs available named LED_1 and LED_2. Table 4-3 shows the Pin name and
Enumeration used in WICED for these LEDs.

Table 4-3. User LED Available on the Board

Switch CYW54907 Pin Name WICED_ENUM_ID PRSI HE T T
- — WICED
LED_1 PWM_3 WICED_GPIO 16 WICED_LED1
LED 2 GPIO 9 WICED_GPIO 5 WICED_LED2

Figure 4-2. User LED Circuit Diagram

Silkscreesn:

"LED_l i +3V3
O
D6 RED R166 150
PWM 3
— AN
u(n(l‘
D7 GREEN R167 150
GPIO 9
— AVAVA
("4
Silkscreen:
"LED 2"
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44 Reset Control

CYW54907 device can be reset using the "Target Reset" switch SW2 or a reset command from the
on-board programmer/debugger and serial interface chip, as shown in Figure 4-3. The CYW54907/
BCM54907 datasheet states that HIB_REG_ON_IN needs to be delayed by at least 2 cycles of the
32.768 kHz clock after VBAT and VDDIO have reached 90% of their final values. To ensure proper
boot up, the RC delay circuit for HIB_REG_ON_IN is essential as shown in Figure 4-4.

Figure 4-3. Reset Circuit Diagram

Target Reset

+3Vv3
o) +3V3
! a3 cas5
R2 R4 T I R19
10K
Silkscresn: 10K 10K 0.1uF DEPOFP
"Tazgss Ressz" v ous
FTDI_SRST_N 1 “\\ R20 1K
SwW2 4 RESET_N e .
3 e g RESET_PB_SWITCH 2 PJRESETN 583
3 Bg=?
SN74AHC1GD8DBVR
B3S-1000
e c24
B 0.1uF )

Figure 4-4. HIB_REG_ON_IN RC Delay Circuit
WLAN_VDDIO

R152
33K

HIB_REG_ON_IN
S

C95 R153
0.1uF ™
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4.5 Ethernet

Hardware

The Ethernet MAC Controller in the CYW54907 interfaces to an external PHY chip BCM5241 using
the Media Independent Interface (MIl) as shown in Figure 4-5. The same signals are also listed in
Table 4-4. CYW54907 also supports Reduced Media Independent Interface (RMII). The controller
can transmit and receive data at 10 Mbps and 100 Mbps.

Table 4-4. CYW54907 EMAC to PHY Chip Connection

SL. NO CYW54907 Pin Name Net Name in Schematic BCM5241 Pin Name
1 RMII_G_RXC MII_RXC RXC
2 RMII_G_COL MIl_COL COL/ENERGYDET
3 RMII_G_CRS MIl_CRS CRS/STANDBY
4 RMII_G_TXC MII_TXC_RMII_REF_CLK TXC
5 RMII_G_TXDO0O MII_TXDO TXDO
6 RMII_G_TXD1 MII_TXD1 TXD1
7 RMII_G_TXD2 MII_TXD2 TXD2
8 RMII_G_TXD3 MII_TXD3 TXD3
9 RMII_G_RXDO0O MII_RXDO RXDO/PHYADO
10 RMII_G_RXD1 MII_RXD1 RXD1/ANEN_L
11 RMII_G_RXD2 MII_RXD2 RXD2/F100
12 RMII_G_RXD3 MII_RXD3 RXD3/ISOLATE
13 RMII_MDIO MII_MDIO MDIO
14 RMII_MDC MIl_MDC MDC
15 RMII_G_TXEN MII_TXEN TXEN
16 RMII_G_RXDV MII_RXDV_CRS_DV RXDV
17 PWM_2 PWM_2 RESET_L
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Figure 4-5. Ethernet MAC Controller to External PHY Connection
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4.6 Micro SD Connector/Slot

Micro SD connector is connected to the SDIO Interface of CYW54907. CYW54907 supports both
SDIO 3.0 Host and device modes. Figure 4-6 shows the interface between Micro SD connector and

CYW54907. Same signals are also listed in Table 4-5.

Table 4-5. Micro SD Connector signals

Hardware

SL.No CYW54907 Based SIP Pin Name Micro SD Connector/Slot Name
1 SDIO_DATA 0 DATO
2 SDIO_DATA 1 DAT1
3 SDIO_DATA 2 DAT2
4 SDIO_DATA_3 CD/DAT3
5 SDIO_CMD CMD
6 SDIO_CLK CLK
7 PWM_0 DETECT
Figure 4-6. Micro SD Connector Circuit Diagram
I d o o x g
I .:J 9 99 s [110ae ]
¢ Qe T o o | g
T E @ E: i? - o S ANF, gt ”
DATA2 Q% SDID-TATA W RUYAD 3| oAtz
} (T1§] 5 n WL - B I"l:':f' -'I:l i | CM
i | K | iy AL, .0 |V
AT | : l R4, .0 ] ves
DATA | 234 SOV DATA } A A ey
PR 0 e'|,r.- ~M .J:,—l | ETECT BT :::‘:
i 1 GO | COGN MTG2 Fomey—1
] . ¥ i, 1: b (Y} [ :
el
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4.7 JTAG Connector

4.7.1 On-board Programmer/Debugger and Serial Interface Chip

The on-board programmer/debugger chip uses JTAG to program/debug CYW54907 based SiP
module.

Table 4-6 shows the connection between CYW54907 and On-board Programmer/Debugger chip. In
addition to the connections listed in the table, JTAG_SEL and GPIO_8 TAP_SEL lines have been
pulled high to make sure programming/debugging is enabled through JTAG in in CYW54907.

Table 4-6. Connection between CYW54907 and On-board Programmer/Debugger

SL. No CYWS54907 Based SIP Pin Name SUECLIC i CoPC M LT L7
Connection
1 GPIO_2_JTAG_TCK FTDI_JTAG_TCK
2 GPIO_3 JTAG_TMS FTDI_JTAG TMS
3 GPIO_4_JTAG_TDI FTDI_JTAG_TDI
4 GPIO_5 JTAG_TDO FTDI_JTAG_TDO
5 GPIO_6_JTAG_TRST L FTDI_JTAG_TRST

47.2 External JTAG

To use External JTAG connector (J3), set all positions in switch SW4 to closed and connect your
external JTAG debugger. Ensure the drivers for the debugger hardware are installed in the same PC
where WICED Studio is installed. When using Olimex connectors, for example Olimex_ARM-USB-
TINY-H, add "JTAG=0Olimex_ARM-USB-TINY- H" in your make target to debug. Figure 4-7 shows
the relevant part of the schematic for connecting an External JTAG device. Figure 4-8 shows the
connection between Olimex and the CYW954907AEVAL1F EVK.

Figure 4-7. External JTAG Connector Circuit Diagram

SW4 J3
FTDI_JTAG_TRST 1 12 GPIO_6_JTAG TRST N 1 2
FTDT JTAG TDT 51— —12 [7—CPIO 2 JTAG TDT 310 O3
FTDT JTAG TDO 312— 11 [0 GPIO 5 JTAG TDO 510 s
FTDT JTAG TS 7 2 _:18 g GPIO 3 JTAG TVS 7 g E 8
FTDI JTAG TCR g M g GPIO_2_JTAG TCR o5 g0
TSM-105-02-S-DV
ABH-6101

JTAG HEADER —
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Figure 4-8. JTAG to Olimex Connection

;’%YPHESS'

CYWOS5490TAEVALIF
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4.8 Connectors

WICED Header

J6 is the WICED header available on CYW954907AEVAL1F EVK. This is a 44-pin header containing
I12C, SDIO, UART, SPI, PWM lines, and I/Os. Note that some signals are shared with Arduino header
(UARTO Tx/Rx) and On-board Programmer/debugger chip (UART1). Table 4-7 illustrates the J6 pin-

out.

Table 4-7. WICED Header Pinout

Ev:;aBdc;?'rd CYW54907 Pin Name WICED Enumeration Alternate Enumeration
J6.1 PWM_4 WICED_GPIO_17 WICED_PWM_5
J6.2 PWM_5 WICED_GPIO_18 WICED_BUTTONA1
J6.3 12S0_MCK WICED_GPIO_28 WICED_I2S_1
J6.4 12S0_SD_OUT WICED_GPIO_32 WICED_12S_1
J6.5 12S0_SCK_BCLK WICED_GPIO_29 WICED_I2S 1
J6.6 12S0_WS_LRCLK WICED_GPIO_30 WICED_12S_1
J6.7 PWM_3 WICED_GPIO_16 WICED_LED1
J6.8 GND N/A N/A
J6.9 SPI_1_CLK WICED_GPIO_38 WICED_SPI_2
J6.10 12S1_SD_OUT WICED_GPIO_37 WICED_I2S_3
J6.11 SPI_1_MISO WICED_GPIO_39 WICED_SPI_2
J6.12 SPI_0_CLK WICED_GPIO_20 WICED_SPI_1
J6.13 SPI_1_MOSI WICED_GPIO_40 WICED_SPI_2
J6.14 SPI_0_MOSI WICED_GPIO_21 WICED_SPI_1
J6.15 SPI_1_CS WICED_GPIO_41 WICED_SPI_2
J6.16 SPI_0_CS WICED_GPIO_22 WICED_SPI_1
J6.17 SPI_0_MISO WICED_GPIO_19 WICED_SPI_1
J6.18 UARTO_RXD_IN XVEPEIEI—;ERIPHER' WICED_UART_2
J6.19 GND N/A N/A
J6.20 UARTO_TXD_OUT XVLIS:EIREZERIPHER' WICED_UART_2
J6.21 USB2_HOST_DEV_SEL N/A N/A
J6.22 UARTO_CTS_IN XVLK_:EIEEZERIPHER' WICED_UART_2
J6.23 12C_0_SCL WICED_GPIO_49 WICED_I2C_1
J6.24 UARTO_RTS_OUT XVLK_:E'%:ZERIPHER' WICED_UART_2
J6.25 12C_0_SDA WICED_GPIO_48 WICED_I2C_1
J6.26 12S1_MCK WICED_GPIO_33 WICED_I2S_3
J6.27 12S1_WS_LRCLK WICED_GPIO_35 WICED_I2S_3
J6.28 GND N/A N/A
J6.29 12S1_SCK_BCLK WICED_GPIO_34 WICED_I2S_3
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Table 4-7. WICED Header Pinout

Hardware

Ev:;aBdc:rd CYW54907 Pin Name WICED Enumeration Alternate Enumeration
J6.30 SDIO_DATA 1 WICED_GPIO_45 N/A
J6.31 SDIO_DATA_0 WICED_GPIO_44 N/A
J6.32 SDIO_CLK WICED_GPIO 42 N/A
J6.33 SDIO_CMD WICED_GPIO_43 N/A
J6.34 SDIO_DATA 3 WICED_GPIO_47 N/A
J6.35 SDIO_DATA_2 WICED_GPIO_46 N/A
RF_SW_C- WICED_PERIPHER-
J6.36 TRL_6 _UART1_RXD AL PIN_1 WICED_UART_1
WICED_PERIPHER-
J6.37 UART1_TXD AL PIN 2 WICED_UART _1
RF_SW_C- WICED_PERIPHER-
J6.38 TRL_8 UART2_RXD AL_PIN_7 WICED_UART_3
WICED_PERIPHER-
J6.39 UART2_TXD AL PIN 8 WICED_UART _3
J6.40 HIB_WAKE N/A N/A
J6.41 HIB_LPO _SEL N/A N/A
J6.42 HIB_REG_ON_IN N/A N/A
J6.43 UsSB2 DN N/A N/A
J6.44 usB2_DP N/A N/A
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Arduino-Compatible Headers

J9, J13, J12 and J10 are the Arduino headers available in the CYW954907AEVAL1F EVK. Table 4-8
shows the pinout of the Arduino Header. Note the following points while connecting an Arduino
shield to the board:

m 5V pin of Header (J9) is not connected to the board.

m The maximum current that an Arduino shield can sink from the board depends on the application
that is running. In general, 100 mA is the worst-case scenario.

m The Arduino Analog reference is connected to the 3V3 (3.3V) power supply through R21 which is
not populated by default. In other words, the analog reference is not driven by default.

m An external ADC attached to CYW54907 helps to achieve Analog functionality on the Arduino

headers.

Table 4-8. Arduino Header Pinout

Hardware

Eval Board | CYW24907Pin |\ £hUINO Header WICED Alternate
Header N Gl Name Enumeration Enumeration
Signal Name

J10.1 GPIO_O DO N/A
J10.2 GPIO_1 D1 N/A
J10.3 GPIO_13 D2 N/A
J10.4 GPIO_7 D3 WICED_PWM_6
J10.5 GPIO_14 D4 N/A
J10.6 GPIO_16 D5 WICED_PWM_3
J10.7 GPIO_15 D6 WICED_PWM_4
J10.8 12S0_SD_IN D7 WICED_I2S_1
J12.1 12S1_SD_IN D8 WICED_I2S_3
J12.2 PWM_4 D9 WICED_PWM_5
J12.3 GPIO_11 D10 WICED_PWM_2
J12.4 GPIO_10 D11 WICED_PWM_1
J12.5 GPIO_12 D12 N/A
J12.6 GPIO_9 D13 WICED_LED2
J12.7 GND GND N/A
J12.8 ARD_AREF AREF N/A
J12.9 12C_1_SDA SDA WICED_I2C_2
J12.10 I2C_1_SCL SCL WICED_I2C_2
J13.1 ARD_ADO A0 N/A
J13.2 ARD_AD1 A1 N/A
J13.3 ARD_AD2 A2 N/A
J13.4 ARD_AD3 A3 N/A
J13.5 ARD_AD4_SDA A4 N/A
J13.6 ARD_AD5_SCL A5 N/A
J9.1 NC NC N/A
J9.2 ARD_IOREF IOREF N/A
Ja.3 ARD_RESET RESET N/A
J9.4 3v3 3.3V N/A
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Table 4-8. Arduino Header Pinout
Eval Board CYW54907.Pin ARDUINO Header WICED Alternate
Name/ Kit . :
Header . Name Enumeration Enumeration
Signal Name
J9.5 NC 5V N/A
J9.6 GND GND N/A
J9.7 GND GND N/A
J9.8 VIN_EXT VIN N/A
4.9 UART Port Configuration on CYW954907AEVAL1F Kit

The CYW54907 has three UART ports: slow UART, fast UART, and GCI UART. Slow UART and GCI
UART are 2-wire interfaces while fast UART is a 4-wire interface that can support up to a 3 Mbps
baud rate. Slow UART is routed to the On-board Programmer/de-bugger chip for UART to USB com-
munication. The UART peripherals are defined in platforms/CYW954907AEVALIF/plat-
form.c. Following table (also available in platforms/CYW954907AEVALIF/platform.h)

shows the UART pins available on the Kit.

. . Header
MEnameration D |  Cvwssooy | MURATAModule PinName | Pin | g El

Number
WICED_PERIPHERAL_PIN 2 |RF_SW_CTRL_7 |RF_SW_CTRL_7 UART1_TXD |J6:37 WICED_UART _1
WICED_PERIPHERAL_PIN_3 |[UARTO_RXD UARTO_RXD_IN J6:18 WICED_UART 2
WICED_PERIPHERAL_PIN_4 |UARTO_TXD UARTO_TXD_OUT J6:20 WICED_UART_2
WICED_PERIPHERAL_PIN_5 |[UARTO_CTS UARTO_CTS_IN J6:22 WICED_UART 2
WICED_PERIPHERAL_PIN_6 |UARTO_RTS UARTO_RTS_OUT J6:24 WICED_UART 2
WICED_PERIPHERAL _PIN_7 |RF_SW CTRL 8 |RF_SW_CTRL_8 UART2_RXD |[J6:38 WICED_UART_3
WICED_PERIPHERAL_PIN_ 8 [RF_SW_CTRL 9 |RF_SW_CTRL_9 UART2 TXD |J6:39 WICED_UART_3
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410 External ADC

CYW54907 does not have any in-built ADC block. Analog measurements from the Arduino header
analog pins is achieved using an external ADC chip (MAX11615) connected to CYW54907 through
an 12C interface (12C_0 module-Slave Address 0x33). Table 4-9 lists the connections between
CYW54907 and the external ADC Circuit diagram is shown in Figure 4-9.

Table 4-9. External ADC Connection

12C Line CYW54907 Pin Name WICED Enumeration Alternate Enumeration
SDA I2C_0_SDA WICED_GPIO_48 WICED_I2C_1
SCL 12C_0_SCL WICED_GPIO_49 WICED_12C 1

Figure 4-9. PWM

+3V3
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4.11 PWM

There are six dedicated PWM outputs available on CYW54907. These PWMs can be multiplexed
onto different pins. You can find their definitions in platforms/CYW954907AEVAL1F/plat—
form. c inside WICED Studio.

The PWMs can be re-assigned to other pins by changing the first argument of the platform pw-
m t platform pwm peripherals structure in platform.c. Table 4-10 through Table 4-14
show the possible combinations and their Arduino header locations.

Table 4-10. WICED_PWM_1 Combinations

Pin MUX Selection Header Pin Header Name
PIN_GPIO_10 (DEFAULT) J12.4 Arduino D11 (MOSI)
PIN_GPIO_O J10.1 Arduino DO
PIN_GPIO_8 - -

PIN_GPIO_12 J12.5 Arduino D12 (MISO)
PIN_GPIO_14 - -

PIN_GPIO_16 J10.6 Arduino D5
PIN_PWM_0 - -

Table 4-11. WICED_PWM_2 Combinations

Pin MUX Selection Header Pin Header Name
PIN_GPIO_11 (DEFAULT) J12.3 Arduino D10
PIN_GPIO_1 J10.1 Arduino DO
PIN_GPIO_7 J10.4 Arduino D3
PIN_GPIO_9 J12.9 Arduino SCK
PIN_GPIO_13 J10.3 Arduino D2
PIN_GPIO_15 J10.7 Arduino D6
PIN_PWM_1 - -

Table 4-12. WICED_PWM_3 Combinations

Pin MUX Selection Header Pin Header Name
PIN_GPIO_16 (DEFAULT) J10.6 Arduino D5
PIN_GPIO_8 - -

PIN_GPIO_O J10.1 Arduino DO
PIN_GPIO_10 J12.4 Arduino D11 (MOSI)
PIN_GPIO_12 J12.5 Arduino D12 (MISO)
PIN_GPIO_14 - -

PIN_PWM_2 - -
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Table 4-13. WICED_PWM_4 Combinations

Hardware

Pin MUX Selection Header Pin Header Name
PIN_GPIO_15 (DEFAULT) J10.7 Arduino D6
PIN_GPIO_1 J10.1 Arduino DO
PIN_GPIO_7 J10.4 Arduino D3
PIN_GPIO_9 J12.9 Arduino SCK
PIN_GPIO_11 J12.3 Arduino D10
PIN_GPIO_13 J10.3 Arduino D2
PIN_PWM_3 - -

Table 4-14. WICED_PWM_5 Combinations

Pin MUX Selection Header Pin Header Name
PIN_PWM_4 (DEFAULT) J6.1 Arduino A1
PIN_GPIO_0 J10.1 Arduino DO
PIN_GPIO_8 - -

PIN_GPIO_10 J12.4 Arduino D11 (MOSI)
PIN_GPIO_12 J12.5 Arduino D12 (MISO)
PIN_GPIO_14 - -

PIN_GPIO_16 J10.6 Arduino D5

Table 4-15. WICED_PWM_6 Combinations

Pin MUX Selection Header Pin Header Name
PIN_GPIO_7 (DEFAULT) J10.4.4 Arduino D3
PIN_GPIO_1 J10.1 Arduino DO
PIN_GPIO_9 J12.9 Arduino SCK
PIN_GPIO_11 J12.3 Arduino D10
PIN_GPIO_13 J10.3 Arduino D2
PIN_GPIO_15 J10.7 Arduino D6
PIN_PWM_5 - -
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This chapter demonstrates the functionality of CYW54907 devices using the CYW954907AEVAL1F
EVK code examples. Download and extract the zip file from the CYW954907AEVAL1F EVK web
page as specified in Software Installation section. The code examples once un-zipped can be
viewed in WICED Studio 6.0 (or later). In addition to the added examples there are already many
apps (snip.gpio, test.console, and so on) that are available in WICED Studio 6.0.

5.1 Using Code Examples

Code examples already added can be compiled after creating Make Targets. Refer to Building and
Programming a Project for CYW954907AEVAL1F in WICED Studio IDE for the process of creating
targets.

Create the following three Make Targets in WICED Studio 6.0 (or later):

B “snip.gpio-CYW954907AEVALIF download run" for the gpio example which is already
present in WICED Studio.

B “kits.CYW954907AEVALl1F.config join ping-CYW954907AEVALIF download run"
for the config_join_ping project.

m “kits.CYW954907AEVAL1F.publish subscribe aws-CYW954907AEVALL1F download
run" for the aws publish and subscribe project.

B “kits.CYW954907AEVALLF.adc measure-CYW954907AEVALLIF download run" forthe
adc_measure project.

5.2 GPIO

5.2.1 Project Description

The gpio project demonstrates toggling of LEDs and turning them off when one of the User
switches is pressed.

The gpio project consists of the following files:

m gpio.c: This file contains the main application function application_start() which is the entry
point and execution of the firmware application.

m gpio.mk: This is the makefile which adds the source of the application.

522 Hardware Connections

No specific hardware connections are required for this project because all connections are hard-
wired on the CYW954907AEVAL1F EVK.
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5.2.3 Verify Output

Perform these steps to verify the output:

Create and run a Make Target for the gpio project using the description specified in Building and
Programming a Project for CYW954907AEVAL1F in WICED Studio IDE.

After initialization of the platform, LEDs will keep flashing (toggling). When a User switch is pressed,
corresponding LED turns off.

The example also prints a message to the debug UART at startup. Open a Terminal Emulation pro-
gram and connect to the WICED serial port as detailed in step 8 in the section UART Port Configura-
tion on CYW954907AEVAL1F Kit.

5.3 Config_join_ping

5.3.1 Project Description

The config join ping project demonstrates connectivity between CYW954907AEVAL1F EVK
and a Wi-Fi access point. This example is based on existing examples available in the WICED Stu-
dio 6.0 (or later) SDK namely, apps/snip/scan, apps/snip/dct read write and test/
console. On startup, this application shows a console through which the user can enter commands
to scan, configure, join, and ping Wi-Fi access points.

The config join ping project consists of the following files:

m config join ping.c: This file contains the main application function application_start()
which is the entry point and execution of the firmware application. It also contains the function
definitions for joining, pinging, printing Wi-Fi configuration, scanning Wi-Fi and the scan result
handler.

m config join ping.mk: This is the makefile which adds the sources, components (in this
application, console and ping are used), and the name of the application. Note that the name of
the makefile must match the name of the project folder for the make process to work properly.
Also, the "NAME" string in the makefile must be unique among all projects in the apps folder.

532 Hardware Connections

No specific hardware connections are required for this project because all connections are hard-
wired on the CYW954907AEVAL1F EVK.
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533 Flow Chart

Figure 5-1 illustrates the config_join_ping flow chart.

( System Initialized )

v

Initialize Command Console to STDIO
UART

Figure 5-1. config join ping Flow Chart

v

Add New Commands to the Console
Commands List

y

Execute Corresponding Function from Comman
Table
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5.3.4 Verify Output
Perform these steps to verify the output:

Create and run a Make Target for the config join ping project using the description specified in
Building and Programming a Project for CYW954907AEVAL1F in WICED Studio IDE. Open a Termi-
nal Emulation program and connect to the WICED serial port as detailed in step 8 in the section
UART Port Configuration on CYW954907AEVAL1F Kit.

After initialization of the platform, Wi-Fi and other components, the cursor will stop and wait for you to
enter commands.

Type the command help to see the list of available commands as shown in Figure 5-2.

Figure 5-2. Initial Console Output

Starting WICED uvWiced B06.000.000.08843
Platform CYW?54987AEVALLF initialised
Started Threadd v5.6

reating Packet pools

WLAN MAC Address : 66:55:44:33:22:27

HLAN Firmuware : wlB: Oct 23 2817 B3:48:42 version 7.15.168.181 (»674438> FUID
B1-13cael2

WLAN CLM PI: 12.2 Data: 2.18.74 Compiler: 1.31.3 ClmImport: 1.36.3 Cr

: API:
eation: 2017-10-23 B83:36:41

ype help to know more about commands ...
> help
onsole Commands :

?

help [{command? [{example_num>11]
— Print help message or command example.
loop <times’> {semicolon_separated_commands_list>
s — Loops the specified commands for specified number of times.
7
— Print return value of last executed command.
config <8TA name and pass key>
— adds AP settings to DCT
Join
— Joins station set in DCT
print_config
— prints current wifi configuration
scan
— prints current wifi configuration
ping <ip address>
— pings wifi configuration
disconnect
— Dis—connects from AP

Type the command scan to find the list of available Wi-Fi access points as shown in Figure 5-3.
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Figure 5-3. Scan Output

Code Examples
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Type the command config <SSID> <password> . This command writes the given configuration
in the Device Configuration Table (DCT). These values are stored in flash memory on the board.

Type the command print config to validate if the SSID and password match and are appropri-
ately written in the DCT.

Type the command join. The join command joins the network specified by the SSID and password
from the DCT. Ping the Access point (usually 192.168.1.1) or 8.8.8.8 (IP address of Google, if your
AP is connected to internet) and check if the network is up and responding. The message "Ping

Reply 1lms" is displayed as shown in Figure 5-4.
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Figure 5-4. Join and Ping

T COM4 - Tera Term VT

File Edit Setup Control Window Help

> Join

Joining : CY-IOT-HOTSPOT

Succeszfully joined : CY-IOT-HOTSPOT

Obtaining IPv4 address via DHCP

DHCP CLIENT hostname WICED IP

IPu4 network ready IF: 168.48.2_.134

Betting IPub link-local address

IPv6 network ready IP: FESP:P0P0:0000:0000:6455:44FF:FE33:2227
> ping 18.48.2 .1

PING 1@.4@8.2.1

Ping Reply 18ms

—— 18.48.2.1 ping statistics ——

1 packets transmitted., 1 received. B% packet loss. time 18ms
1>'tt minsavg/max-mdev = 18/18.8-18-8 ms

To disconnect from the access point, use the command disconnect.

Code Examples

The console component maintains a history of commands typed, which can be accessed using the

Up/Down arrow keys.
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54 ADC_measure

5.4.1 5.4.1 Project Description

This project demonstrates measuring values from the external ADC chip on the board and posting
the values to a web page accessible from the WLAN network. This code example is based on exist-
ing code example (apps/demo/temp_control) available in the WICED Studio 6.0 (or later) . On
startup, the adc_measure code example joins the Wi-Fi Access Point specified in the wifi_con-
fig_dct.h file and starts a web page where the ADC count is reported.

The project consists of the following files:

m adc measure.c: This file contains the main application function application_start() which is the
entry point and execution of the firmware application. It also contains the function definitions for
initializing, conducting ADC measurement, starting the web page, and processing an ADC
update.

m adc_measure.mk: This is the makefile which adds the sources, components (in this application,
component HTTP_server, device_configuration, Xively, SNTP and Gedday are used) and the
name of the application. It also adds the required resources for the web page which is available in
the resources/apps directory.

m i2c.c: This file contains the required function definitions for initializing and taking ADC samples
from the external ADC (MAX 11615) available in the CY9W54907AEVAL1F EVK.

m wifi config dct.h: This file contains the Wi-Fi Access Point credentials (SSID and pass
phrase key) and soft AP credentials. Enter the client access point name and password creden-
tials prior to building the application. These are specified as CLIENT_AP_SSID and CLI-
ENT_AP_PASSPHRASE. Note that the security type may also have to be changed if the access
point does not use WPA2 security. The Wi-Fi access point must be connected to the internet to
get the current time using Network Time protocol (NTP). If the Wi-Fi access point is not con-
nected to the internet, then it will assume 00:00:00 UTC time and will start the web page.
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542 Hardware Connections

Connect a potentiometer (10 kQ) between VCC and GND with the center terminal connected to
channel 1 of the ADC (pin A1 in the Arduino header) as shown in Figure 5-5. If you do not have a
potentiometer to test, then you can connect a wire between VCC and ADC channel 2 (to simulate full
scale) or a wire between GND and ADC channel 1 (to simulate zero scale). Alternately, you can con-
nect an adjustable DC power supply to ADC channel 1.

Figure 5-5. Potentiometer Connection
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54.3 Flow Chart

Figure 5-6 illustrates the adc_measure flow chart.

Figure 5-6. adc_measure Flow Chart

System Initialized
12C Initialized

Try connecting to Wi-Fi access
point 3 times. Connection
Success?

Try connecting to NTP for 3
times. Connection Success?

No

Throw Error and

Stop

No

Yes
y .
Use the received time from NTP and build Use 00:00:00 UTC time and build the web
the web page page

Add 1 sec timed event (for measuring ADC output and updating web page) and start web page
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544 Access Point Credentials

Enter your credentials (SSID and pass phrase key) in wifi config dct.h file. The CLI-
ENT_AP_SSID macro should be updated with your access point's SSID, the CLIENT AP PASS-
PHRASE macro should be updated with your access point's pass phrase key, and the
CLIENT AP SECURITY macro should be updated with the security type of your access point. This
is "WICED SECURITY WPA2 MIXED _PSK" if the access point uses WPA2-PSK. If the AP uses
different security then choose the correct one defined in

enum wiced security t from 43xxx Wi-Fi\WICED\WWD\include\wwd constants.h.

54.5 Verify Output

Create and run a Make Target for the adc_measure project similar to the procedure provided in
Building and Programming a Project for CYW954907AEVAL1F in WICED Studio IDE. If connection
to the Wi-Fi access point is successful, then wait for NTP time request to complete. Output of the ter-
minal program should be similar to the screenshot in Figure 5-7.

Figure 5-7. NTP Success

W COM4 - Tera Term VT o O *
File Edit Setup Control Window Help

Starting WICED uvliced_006.000.08080.08843

Platform CYW?54287AEVALLIF initialised

Started ThreadX vS.6

Initialising Net¥_Duo v5.7_sp2

Creating Packet pools

WLAN MAC Address = 66:55:44:33:22:27

WLAN Firmware : wlB: Oct 23 2817 B3:48:42 version 7.15.168.181 {(»674438> FUID A1
—13cael2

WLAN CLM : API: 12.2 Data: 9.18.74 Compiler: 1.31_3 ClmImport: 1.36.3 Creat
ion: 2817-18-23 B3:36:41

I12C Initiali=zation

I12C Device Probe

I2C Device Connected at address: Bx33

Sending ADC setup hyte

Joining : CY-IOT-HOTSPOT

Successfully joined : CY-IOT-HOTSPOT

Obtaining IPv4 address via DHGP

DHCP CLIENT hostname WICED TP

IPv4 network veady IP: 168.48.2.134

Setting IPvb link-local address

IPuvb network weady IP: FESP:000A:0A000:A00AA:6455:44FF:FE33:2227
Current time dis: 2817-11-23T86:-42:87.7088080Z

Enter the IP address as the URL in your web browser, as shown in the terminal output in Figure 5-7.
For example, 10.40.2.134. The browser will show the output as shown in Figure 5-8. It should be
noted that the PC and CYW954907AEVAL1F EVK should be connected to the same access point.
Rotate the potentiometer and verify that the value shown on web page changes accordingly. One
easy way to validate the correct functioning is to rotate the potentiometer to one of the extremes and
observe if the full- scale value appears. In case you do not have access to a potentiometer, then you
can use an adjustable power supply or wires to connect 3.3V and GND to the ADC input alterna-
tively.
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File Edit View History Bookmarks Tools Help

€« C @ D 10.402.134 ; - in.ht - @ U ¥ N @ =
=7 yprrss WICED™ ADC Measuring Application
Current Time : 06:44:42 UTC
Current Date : 2017-11-23 UTC
Current POT Value : 23 counts in ADC and 0.019 mV

Cypress WICED ADC Measuring Ap X

Figure 5-8. Webpage

5.5

5.5.1

Publish_subscribe_aws

Project Description

This project demonstrates publishing a message to a Thing in the Amazon Web Services (AWS)
cloud and subscribing to the same messages. A Thing is a representation of a specific device or log-
ical entity. For more information, refer to the AWS Documentation. This example is based on existing
code example (apps/aws_iot/publish and apps/aws_ iot/subscribe.) available in WICED Studio 6.0
(or later). On startup, the publish_subscribe _aws code example joins a Wi-Fi access point specified
in the wifi_config_dct.h file, connects to AWS, subscribes to the specified topic and then alternately
tries to publish LIGHT ON and LIGHT OFF messages.

The project consists of the following files:

m publish subscribe.c: This file contains the main application function application_start()
which is the entry point and execution of the firmware application. It also contains the function
definitions for initializing, publishing and subscribing to AWS.

m publish subscribe aws.mk: This is the makefile which adds the sources, protocols, compo-
nents (in this application, the MQTT component is used) and the name of the application. It also
adds the required resources for the web page which are available in the resources/apps direc-
tory. Note that this project uses certificates from apps/aws_iot directory.

m wifi config dct.h: This file contains the Wi-Fi access point credentials (SSID and pass
phrase key) and soft AP credentials. The user should enter the client access point name and
password credentials prior to building the application. These are specified as CLIENT_AP_SSID
and CLIENT_AP_PASSPHRASE. Note that the security type may also have to be changed if the
access point does not use WPA2 security. The Wi-Fi access point must have access to the inter-
net to connect with AWS.
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552 Hardware Connections

Code Examples

No specific hardware connections are required for this project because all connections are hard-

wired on the CYW954907AEVAL1F EVK.

553 Flow Chart

Initialize WLAN

Are Certificates and Key
Valid?

Bring-up WLAN Interface and Connect to MQTT
Broker

Ermor?
€es

| No
Y

Open Connection, subscribe to messages and
g Publish messages when switch is pressed

|

Eror Publishing Exceed
Retry Count?
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554
5.5.4.1

«

A
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File Edit

B AWS loT

. Q
&P aws 101 Things Card ~ n -
©)

Verify Output

Set up an AWS Account and Create a Thing, Policy, and Certificate

An AWS account allows you to view AWS account activity, view usage reports, and manage AWS
Security Credentials. When you sign up for AWS, your AWS account is automatically signed up for
all services in AWS, including AWS loT. You are charged only for the services that you use.

For more information about AWS IOT, see the help pages of AWS here.
To set up a new account, perform these steps:

1. Open https://aws.amazon.com and choose Create an AWS Account.

2. Follow the online instructions. Part of the sign-up procedure involves receiving a phone call and
entering a PIN using the phone keypad.

3. Inthe Console Home page, select your AWS Region in this example Asia pacific (Singapore) is
used, and choose the AWS loT service. The AWS loT Console window appears.

Create a Thing
To create a Thing, perform these steps:

1.In the AWS loT Console window, choose Manage > Things on the left-hand panel, and then click
the Create button as shown in Figure 5-9.

Figure 5-9. Create Thing

View History Bookmarks Tools Help

C @ D@ hy r amazon.com o +« N @D =

aws Services ~ Resource Groups * [\ SheetalJonwal ¥ Singapore ¥  Support ¥

Try_aws

Manage

Things

@ Feedback (@ English (US)
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2. Each Thing is uniquely identified by its name. Assign a name in the Name field, and click the
Create thing button. For example, 54907_aws.

Note: It is possible to exchange messages without a need to create a thing (by having a certificate
with an attached policy), but it is recommended by AWS to create the same.

(._

Register a thing

This step creates an entry in the thing registry and a thing shadow for your device.

Name

54907_aws|

Show optional configuration (this can be done later) «

Create thing

3. In the created Thing window, click the left arrow to navigate back to the AWS loT Console win-
dow.
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Create a Policy

To create a policy, perform these steps:

1. Inthe AWS loT Console window, go to Secure > Policies, and then click the Create button. The
Create a policy window appears.

File Edit View History Bookmarks Tools Help

@ AwsleT

&« Cc D t . amazon.com - OO + N @O =

aWS Services Resource Groups ~ * o Sheetal Jonwal *  Singapore ¥  Support ~

] J..:l.
&P Aws io1 Policies Card = m -

try

&5
$,

@ Secure

Policies

@ Feedback (@ English (US) 1 termet Senvices Private Lt ts affiliat IS ré Privacy Policy ~ Terms of Use

2. Assign a policy name in the Name field. For example, 54907_policy.

3. In Add statement, specify the Action as iot:*.

4. Assign a Amazon Resource Name (ARN) in the Resource ARN field. To use a wildcard, change
the last part of Resource ARN from "arn:aws:iot:us-east-1:xXxXXXXxXXxX:topic/
replaceWithATopic" to "arn:aws:iot:us-east-1:XXXXXXXXXXXX:*

Notes:

m Use the region that you selected when you set up your account.

m Replace xxxxxxxxxxxx with the appropriate value for your ARN.

m Inthe ARN name, ensure to change "topic/replaceWithATopic" to ™", where
all topics. If you want to use the certificates only for a specific topic (in our case,
"54907 led onoff" isthe one defined as WICED TOPIC macro in publish_subscribe.c ), use
the following Resource ARN "arn:aws:iot:us-east-

1:xxxxxxxxxxxx:54907 led onoff".

Select the check box Allow Effect and then click the Create button as shown in Figure 5-10.
In the created policy window, click to navigate back to the AWS loT Console window.

"in nin

indicates

o o
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Figure 5-10. Create policy
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Create a Certificate for a Thing

To create a certificate, perform these steps:

1. Inthe AWS IoT Console window, go to Manage > Things, and then click the created Thing (for
example: 54907_aws). The created Thing window appears.

2. In the left navigation pane, click Security and then click the Create certificate button as shown
in Figure 5-11.
Figure 5-11. Create Certificate
File Edit View History Bookmarks Tools Help

@ AWS loT

<« c @ i t t 1 amazon.cc

aws Services ~ Resource Groups ~ * [ Sheetal Jonwal ¥  Singapore ¥  Support

&«

54907_aws

NO TYPE -
Actions ~

Certificates

To securely connect to AWS loT, your thing will need a
certificate and policy.

@ Feedback (Q English (US) Privacy Policy

3. On the Certificate created page, click the Download button for the certificate and private key to
save each of them to your PC.

Notes:

m The certificate and private key cannot be revisited later for download and must be saved while
creating the Certificate.

m Backup the existing <WICED-SDK>\43xxx Wi-Fi\resources\apps\aws iot\cli-
ent.cer and rename the downloaded certificate as client.cer in the <WICED-SDK>\43xxx-
_ Wi-Fi\resources\apps\aws_iot\.

m Backup the existing <WICED-SDK>\43xxx Wi-

Fi\resources\apps\aws_ iot\privkey.cer and rename the downloaded private key as
privkey.cer in <WICED-SDK>\43xxx_Wi-Fi\resources\apps\aws_iot\.
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4. Click the Activate button and then click the Attach a policy button as shown in Figure 5-12. The
Add authorization to certificate window appears (see Figure 5-13).

Figure 5-12. Activate and Attach policy

Higary Beckmarks [sds Hek

i arder # o device, you need i downlsad the following:

A carnticata for m
s 2 TadBSErTe 2ot pam | ——
A public ey 3mdbSHITC publiciony Oownlaad
A prhvate ey 3adbS5H7c private dmy
Vou also need to download s root CA for AWS IoT from Symantec:
A oot CA for AWS o7 Bomrdoad

W Feadback Q) English US)

5. Select the check box next to the policy you want to choose and then click the Done button, as
shown in Figure 5-13.

Figure 5-13. Select policy

n Add authorization to certificate

Vau avw sizaching = paiiny b she foficwing evificate

Select a palicy to sttach 1o this certificate:

try Vigw

& 54907_policy

& Feedback () Engiish (UF)

6. In the created policy window, click to navigate back to the AWS loT Console window.
7. Go to Security > Certificates. The Certificates window appears.

8. Click the created certificate. The Certificate ARN window appears.

9. Click Policies in the left-hand panel to validate if the correct policy is linked.

10. Click Things in the left-hand panel to validate if the correct Thing is linked.

11. Click the specific Thing. The Thing ARN window appears.
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12. In left navigation pane, choose Interact.
13. Copy the Endpoint from the HTTPS tab as shown in Figure 5-14

Figure 5-14. Endpoint.
File Edit View History Bookmarks Tools Help

B AWS loT

& cC @ i t t amazon.cc

aWS_ Services ~ Resource Groups ~ * 0 Sheetal Jonwal ¥  Singapore ¥  Support
—

94007 _aws
e

PE 2
Actions

Thic t v alreadv apcesrs i b s Connect a device

HTTPS

Interact = E = s
Jpdate you 'g Shadow using this Rest APl Endpoint. Learn more

MQTT

1adow) Learn more

Update to this thing shadow

@ Feedback (@ English (US) Privacy Policy  Terms of Use

14. Navigate to the publish_subscribe.c file to update the MQTT_BROKER_ADDRESS macro with
the endpoint address copied from HTTPS tab. Remove the first string before "." In endpoint and
replace it with * and copy it to the REGION macro. In this case, itis "*.iot.ap-southeast-
l.amazonaws.com".

15. The created Thing, policy and certificate are used to interact with the AWS loT.

5.54.2 Access Point Credentials

Enter your credentials (SSID and pass phrase key) in the wifi_config_dct.h file. The CLIENT AP S-
SID macro should be updated with your access point's SSID, the CLIENT AP PASSPHRASE macro
should be updated with your access point's pass phrase key and the CLIENT AP SECURITY macro
should be updated with the security type of your access point. This is "WICED SECURITY WPA2 -
MIXED PSK " if your access point uses WPA2-PSK. If your AP uses different security then choose
correct one defined in enum wiced security t from 43xxx_Wi- FNWICED\WWD\include\wwd_-
constants.h.
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5.5.4.3 Build, Program, and Verify

Your Wi-Fi access point must be connected to the internet to verify the example. Build and program
the publish subscribe aws example using a similar procedure to the one provided in Building,
Programming, and Debugging CYW954907AEVAL1F EVK. Once programmed, the CYW954907AE-
VAL1F EVK will try to connect to AWS loT and subscribe to the specified topic. After that if you press
switch USER _1 it will turn LED_1 on and off alternatively as shown in Figure 5-15. Note that this is
being done over the cloud. That is, pushing the switch publishes a message to the cloud. The LED
turns on in response to a notification from the cloud. You can also see observe the messages inside
the AWS console itself. In the AWS IoT Console window, go to Dashboard > Messages published
and you should be able to see the number of messages exchanged as shown in

Figure 5-15. Publish Subscribe Output

T COM - Tera Term VT = | X
File Edit Setup Control Window Help

Starting WICED vWiced @06 .000.000.0043

Platform CYW?549B7AEVALLF initialised

Started Thread® v5.6

Initializing Net®_Duo v5.7_sp2

Creating Packet pools

WLAN MAC Address : 66:55:44:33:22:27

WLAN Firmware : wll: Oct 23 2817 B3:40:42 version 7.15.168.101 (r674438> FWID Bi
~13cael?

WLAN CLM : API: 12.2 Data: 9.18.74 Compiler: 1.31.3 ClmImport: 1.36.3 Creat
jon: 2017-18-23 B3:36:41

Joining : CY-IOT-HOTSPOT

Successfully joined : CY-IOT-HOTSFOT

Obtaining IPvd4 address via DHCP

DHCP CLIENT hostname WICED IP

IPvd network ready IP: 16.48.2.134

Setting IPvé link-local address

IPv6 network ready IP: FESP:AAPA:0AA0:0000:6455:44FF:FE33:2227
Resolving IP address of MQIT hroker...

Resolved Broker IP: 52.74.65.158

[MQTT]1 Opening connection...Success
zubzcribe Success...

[MQTT]1 Publishing...

Success publishing LIGHT OFF
[MQTT1 subscription received
light off

Go to Test. Type a topic name and click on Subscribe to topic. Publish to the same topic.
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You will see the message published as follows in Monitor section.
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Figure 5-16. Messages Published
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