
 ATWINC15x0 Smart Device
Kit

 Wi-Fi® Smart Device Enablement Kit User Guide

Introduction

The Wi-Fi Smart Device Enablement Kit is a small and easy demonstration and development platform for
Internet of Things (IoT) solutions. It is designed to demonstrate the design of typical IoT applications.

The kit is controlled by a SAML21G18B host MCU. It is equipped with an ATWINC15x0 IEEE® 802.11
b/g/n network controller, an ATECC608A CryptoAuthentication™ device, an MCP73833 Li-Ion/Li-Po
charge management controller, a MIC5317 High PSRR LDO, BME280 environment sensor and
VEML6030 light sensor. It can be programmed and debugged with an Atmel-ICE programmer through
SWD interface or programmed with an SAM-BA® in-system programmer through USB interface.

The Wi-Fi Smart Device Enablement Kit is pre-programmed and configured for demonstrating
connectivity to the AWS® IoT cloud, working with Amazon Alexa®. The user can speak to an Alexa-
enabled device (for example, Echo Dot®) to get the sensor data and control LED of the kit. A mobile
application is provided for board registration and network configuration. It can be used to monitor and
control the kit. As an IoT edge, this firmware provides the control, monitoring, Wi-Fi connectivity and
security functions in a typical IoT scenario.

This board is used for evaluation/demonstration purposes only.
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1. Overview

1.1 Hardware
This section describes the hardware details of the Wi-Fi Smart Device Enablement Kit.

1.1.1 Components
• Host MCU – ATSAML21G18B (Ultra-low power microcontroller, 40 KB RAM, 256 KB program

memory)
• Wi-Fi network controller – ATWINC1510 module
• Power – Rechargeable 2000 mAh Lithium Battery or USB
• Crypto IC – ECC608
• User interface – Three buttons and one RGB LED
• Program/Debug interface – SWD
• Sensor

– Light sensor (VEML6030)
– Environment sensor (BME280)

• Temperature
• Humidity
• Pressure

1.1.2 Block Diagram
The board is designed to be powered by rechargeable lithium battery or USB interface. The central part
of the board is the SAML21G18B MCU, which controls all the other devices in this board. The
ATWINC15x0 network controller module provides Wi-Fi and network capabilities. The ATECC608A is
responsible for the certificate storage and authentication. An environment sensor, LED and button are
used for demo purposes.
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Overview

© 2019 Microchip Technology Inc.  User Guide DS50002880A-page 4



Figure 1-1. Block Diagram

1.1.3 Board Layout
The following are the top and bottom side layout of the board.

Figure 1-2. Top Side

 ATWINC15x0 Smart Device Kit
Overview

© 2019 Microchip Technology Inc.  User Guide DS50002880A-page 5



Figure 1-3. Bottom Side

1.1.4 Power Supply
The board can be powered-up by USB power or a TR14500 lithium (3.7V) battery. The jumper J6 is used
to select the power source.

For USB power – Short the jumper (shown in red) as shown in the following image.

For Lithium battery – Short the jumper (shown in blue) as shown in the following image.

 ATWINC15x0 Smart Device Kit
Overview
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1.1.4.1 Battery Holder
The AAx1 battery holder, shown in the following image, is required to hold the battery. This holder can be
found on the website.

Figure 1-4. Battery Holder

A 3 pin wire cable male connector with pitch 2.54 mm is required for the battery holder to connect to the
Wi-Fi Smart Device Enablement Kit.

Build the battery holder with connector, as shown in the following image.

 ATWINC15x0 Smart Device Kit
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1.1.4.2 Battery Charging
A lithium battery can be charged up using USB power. Perform the following steps to charge the battery:

1. Short the Jumper J6, as shown in the following image:

2. Short the Jumper J4.
3. Connect the lithium battery to connector BAT1.
4. Plug in USB power to micro-USB port (J1).

LD1 color indicates the battery charging status, when LD1 is yellow, remove the USB power. The
indication is shown in the following table.

Table 1-1. LD1 Indication

LD1 color Charging Status

Red Standby

Magenta Charging is in-progress

Yellow Charging is complete

 ATWINC15x0 Smart Device Kit
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CAUTION Overcharging is not recommended as the package does not include the rechargeable battery
and the board does not undergo the overcharging test.

1.1.5 Schematic
The schematic of the board can be downloaded from GitHub.

1.2 Application
The Wi-Fi Smart Device Enablement Kit is pre-programmed and configured for demonstrating
connectivity to the AWS IoT cloud, working with Amazon Alexa. Users can speak to an Echo Dot or use a
mobile application in the public network to get the sensor board sensor data and control the LED color.
The following diagram is the overview of the application:
Figure 1-5. Application Overview

1.2.1 Features
• Wi-Fi 802.11 b/g/n Connectivity
• Amazon Web Service (AWS) IoT Cloud Connection
• Sensor Data Update to AWS IoT Shadow
• Compatible with Amazon Alexa
• Mobile Application for Board Registration and Control
• TLS1.2 Mutual Authentication Based on ECDSA with ECC608 Crypto Device
• Powered by Rechargeable 2000 mAh Lithium Battery or USB Interface
• Program/Debug by SWD Interface
• Supports Bootloader

1.2.2 Board Operation
The board operates in the following sequence:

1. When power is on, the Wi-Fi Smart Device Enablement Kit goes through the initialization phase
where the MCU’s internal system, ATWINC15x0, and all connected sensors are initialized.

 ATWINC15x0 Smart Device Kit
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2. The board attempts to connect to the configured AP. LD2 blinks in blue for every 500 ms during this
process.

3. When the board successfully connects to AP and gets the IP address, the LED blinks in blue for
every 100 ms. The board attempts to connect to the AWS Cloud after successfully connecting to
AP.

4. On successful connection with the cloud, LD2 glows continuously instead of blinking.
5. The board reads the sensor value and LED data, and updates to the cloud with a publish message

to AWS IoT shadow for every two seconds.
6. The user can use a mobile application or speak to an Alexa-enabled device (for example, an Echo

Dot) to check the sensor values and LED color. The user can also turn on/off the LED and change
the LED color by speaking to the Alexa-enabled device or controlling the mobile application.
These details are depicted in the following functional flow.
Figure 1-6. Functional Flow

1.2.3 LED Indicators
The LD2 LED shows the operation of the board. When the board connects to the AWS cloud, LD2 turns
on and the color can be changed using the mobile application or Alexa-enabled devices (for example, an
Echo Dot). The following table shows the LD2 indication before successfully connecting to the AWS
Cloud.

 ATWINC15x0 Smart Device Kit
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Table 1-2. LD2 Indication Before Connecting to the AWS Cloud

LD2 color Status Descriptions

Red Blinks for every 0.5s The kit is in the Network Provisioning mode (AP mode).

Blinks for every 100
ms

The kit is in the Network Provisioning mode (AP mode).
Mobile application successfully connects to the kit for network
configuration.

Blue Blinks for every 0.5s Attempts to connect to the AP.

Blinks for every 100
ms

Successfully connects to AP, attempts to connect to the AWS
IoT Cloud.

Turn On Wi-Fi sensor board successfully connects to the AWS IoT
Cloud.

Green Blinks for every 0.5s The kit is in the ATWINC15x0 Firmware upgrade mode.

The LD1 LED shows the charging status of the lithium battery. The LD1 LED is idle if the battery is not
charging. The user can disable this LED by opening the jumper J4, or can enable this LED by shorting
the jumper J4 when charging the battery.

Table 1-3. LD1 Indication

LD1 Color Charging Status

Red Standby

Magenta Charging is in-progress

Yellow Charging is complete

1.2.4 Buttons
The board has three buttons. The following table lists the functionality of the buttons:

Table 1-4. Functions of Buttons

Button Action Functions

SW1
Press and hold for 3 sec once
system is powered on

Enters the Bootloader mode
LD2 LED turns off when the Bootloader mode is
triggered

SW2 Press and hold for 3 sec once
system is powered on Enters the ATWINC15x0 Firmware Upgrade mode

SW3 Press and hold for 5 sec once
system is powered on Enters the Network Provisioning mode

SW1, SW2,
SW3

Short press Toggles the button state. The button state can be
monitored on the mobile application or by Alexa.

1.2.5 AWS Provision with ECC608
The board is provisioned to the AWS IoT of Microchip account out-of-box. Unique device certificate and
private key are generated and stored to ECC608 in each of the secure Wi-Fi boards during the factory
manufacturing process. The CA certificate used to sign the device certificates is also registered to the

 ATWINC15x0 Smart Device Kit
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AWS IoT. When the board is configured to connect to an Access Point, it can connect to the AWS IoT
endpoint. A Lambda function running on AWS Cloud registers the board to the AWS IoT when the board
connects to the AWS IoT endpoint the first time.

1.2.6 MCU Firmware
The MCU firmware source code can be download from GitHub here. Developers can follow the developer
guide to customize the application.

1.2.7 Mobile Application
The mobile application is available for users to register and control the board. The source code is
published on GitHub for reference.

• Android™ app
• Android source code
• iOS app
• iOS app source code

Figure 1-7. Application Logo

 ATWINC15x0 Smart Device Kit
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2. Getting Started

2.1 Set Up the Board with Android App
This section details how to create the account, register and control the board using the mobile
application.

2.1.1 Create a User Account
To use the board, the user must create a user account. Perform the following steps to create and sign up
for a user account using the mobile application.

1. Launch the mobile application. Click Sign up (below the Sign in button).

2. Enter the Username, Password, and Email and click Sign up button.

 ATWINC15x0 Smart Device Kit
Getting Started
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3. A confirmation code is sent to the email. Check the email and enter the confirmation code as shown
in the following screenshot.

If the confirmation code is correct, a success message is shown and the user account is
successfully created. The user can use this account to log in to the mobile application and enable
Alexa Skill in the Alexa app when the Alexa feature is set up.

2.1.2 Register the Board
To control the board, the user must register the board to their user account. The registration process is
used to configure the board to connect to a network and register the board to the user account.

During this process, the user account ID and board ID are stored in a database in AWS Cloud. After
logging in to the mobile application, the mobile application searches for the board ID based on the user
account ID in the database and shows the corresponding device on the application.

1. Launch mobile application.

 ATWINC15x0 Smart Device Kit
Getting Started
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2. Log in to the application using user account.

3. The application shows the registered devices. Initially, the list is empty.

4. Tap Add devices option. Instructions to provision the network are shown in the application.

 ATWINC15x0 Smart Device Kit
Getting Started
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5. Follow the instructions, and plug in USB power to the USB port or use a lithium battery to provide
power. For power supply settings, see 1.1.4  Power Supply.

6. Connect J8 jumper (pin 2 and pin 3) to switch on the board as shown in the following image.

 ATWINC15x0 Smart Device Kit
Getting Started
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7. Hold and press the SW3 key for 5 seconds. LD2 blinks red, as the board enters to the Network
Provisioning mode. LD2 blinks red for every 0.5 sec.

8. Tap Next on the mobile application. The following screen is displayed.

There are two methods to connect the board for registration.

Method 1 – scans the QR code on the label of the ATWINC1510 module.

Method 2 – searches the board by performing Wi-Fi scan. This method takes five to ten seconds to
perform Wi-Fi scan.

9. Tap Scanning QR Code to scan the QR code printed on the label of the ATWINC1510 module or
tap Searching Device to go to next step.

10. Select the network to which the board needs to connect.

 ATWINC15x0 Smart Device Kit
Getting Started
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11. Enter the password of the network, and tap OK.

12. Enter the Device Name, and tap Set. A loading screen is shown to display the provisioning is in
progress.

 ATWINC15x0 Smart Device Kit
Getting Started
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13. On successful provisioning, the application lists the device list.

2.1.3 Control the Board
The user can use the mobile application to monitor or control the Wi-Fi Smart Device Enablement Kit.
After the user registers the board using the mobile application, they can select the board on the
application. The following screen is shown to monitor or control the board:

 ATWINC15x0 Smart Device Kit
Getting Started
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Figure 2-1. Demo Kit Screen

2.2 Set Up the Board with iOS App
This section details how to create the account, register and control the board using the mobile
application.

2.2.1 Create a User Account
To use the board, the user must create a user account. Perform the following steps to create and sign up
for a user account using the iOS mobile application.

1. Launch the mobile application. Click Sign up (below the Sign in button).

 ATWINC15x0 Smart Device Kit
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2. Enter the Username, Password, and Email and click Sign up button.

3. A confirmation code is sent to the email. Check the email and enter the confirmation code as shown
in the following screenshot.

 ATWINC15x0 Smart Device Kit
Getting Started

© 2019 Microchip Technology Inc.  User Guide DS50002880A-page 21



If the confirmation code is correct, a success message is shown and the user account is
successfully created. The user can use this account to log in to the mobile application and enable
Alexa Skill in the Alexa app when the Alexa feature is set up.

2.2.2 Register the Board
To control the board, the user must register the board to their user account. The registration process is
used to configure the board to connect to a network and register the board to the user account.

During this process, the user account ID and board ID are stored in a database in the AWS Cloud. After
logging in to the mobile application, the mobile application searches for the board ID based on the user
account ID in the database and shows the corresponding device on the application.

1. Launch mobile application.
2. Log in to the application using user account.

 ATWINC15x0 Smart Device Kit
Getting Started

© 2019 Microchip Technology Inc.  User Guide DS50002880A-page 22



3. The application shows the registered devices. Initially, the list is empty.

4. Tap Add devices option. Instructions to provision the network are shown in the application.

 ATWINC15x0 Smart Device Kit
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5. Follow the instructions, and plug in USB power to the USB port or use a lithium battery to provide
power. For power supply settings, see 1.1.4  Power Supply.

6. Connect J8 jumper (pin 2 and pin 3) to switch on the board as shown in the following image.

7. Hold and press SW3 key for 5 seconds. LD2 blinks red as the board enters to the Network
Provisioning mode. LD2 blinks red for every 0.5 sec.

8. Tap Network Provisioning on the mobile application. The following screen is displayed.

9. Following the instruction in the UI, go to iOS device setting page and select Wi-Fi Setting.

 ATWINC15x0 Smart Device Kit
Getting Started
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10. Select the board Wi-Fi Network (WiFiSmartDevice_F8F005XXXXXX).

11. Go back to the app and click the Next button.
12. Enter the Network SSID and password. (Only networks with WPA or WPA2 can be supported).

 ATWINC15x0 Smart Device Kit
Getting Started
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13. Enter the Device Name, and tap Set. A loading screen is shown to display the provisioning is in
progress.

14. Upon successful provisioning, the application shows the device list.

 ATWINC15x0 Smart Device Kit
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2.2.3 Control the Board
The user can use the mobile application to monitor or control the Wi-Fi Smart Device Enablement Kit.
After the user uses the mobile application to register the board, they can select the board on the
application GUI. The following screen is shown to monitor or control the board:

Figure 2-2. Demo Kit Screen

 ATWINC15x0 Smart Device Kit
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2.3 Enable Amazon Alexa on the Board
Amazon Alexa is a voice assistant developed by Amazon. With Amazon Alexa, the board can function
with a set of voice commands. Alexa Skill is a set of capabilities. Amazon allows developers to build the
skills and publish skills for Alexa.

There are two Alexa Skills for the Wi-Fi Smart Device Enablement Kit, as follows:
• Microchip Sensor Board Skill
• Microchip Wi-Fi Smart Device Smart Home Skill

Microchip Sensor Board Skill
This skill is an Alexa Custom Skill, which can be customized by developers. More features can be
supported on this skill. However, Alexa mobile application cannot control the board; only the Wi-Fi Smart
Device Enablement Kit Mobile application can be used to control and read the sensor value from the
board.

Figure 2-3. Microchip Sensor Board Skill

The following table provides detailed information to use Microchip Sensor Board Skill.

Table 2-1. Function List

Function Voice Command

Turn On/ Off LED LD2 Turn the light on/off

Turn LED LD2 to different color Turn the light blue/green/red/yellow/white/cyan/magneta

Get LED LD2 color What is the light color?

Get LED LD2 On/Off state What is the light state?

Get button (SW1, SW2, SW3) status What are the button states?

Get temperature/humidity from the Kit What is the temperature/humidity?

Assert the Port A 17/20 or 21 GPIO to
high/ low

Set/Clear Port A 17/20/ 21

Assert the Port B 22/23 to high/ low Set/Clear Port B 22/ 23

Note: 
1. Sensor Board is the invocation to trigger the skill.
2. This skill is not supported if more than one device is registered to the mobile application account.

Microchip Wi-Fi Smart Device Smart Home Skill
This skill is an Alexa Smart Home Skill, which is predefined by Amazon. The user can use the Alexa
mobile application to enable this skill and perform the device discovery process to discover the board. In

 ATWINC15x0 Smart Device Kit
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addition to the voice control, the user can also control the board LED LD2 either on the Alexa mobile
application or on the Wi-Fi Smart Device Enablement Kit Mobile application (see 2.1.3  Control the
Board).

Figure 2-4. Microchip Wi-Fi Smart Device Smart Home Skill

Table 2-2. Function List

Function Voice Command

Turn On/Off LED LD2 Turn on/off <DEVICE_NAME>

Adjust light intensity of LED LD2 Set the power to [0 - 100]% on <DEVICE_NAME>

2.3.1 Set up Alexa on Amazon Echo Dot
Perform the following steps to set up Alexa on Amazon Echo Dot.

1. Install the Alexa mobile application (Android devices or iOS devices).
2. Create an Alexa account and sign in to the Alexa mobile application.
3. Refer to the link below to set up Echo Dot:

https://www.amazon.com/gp/help/customer/display.html?nodeId=201994280

2.3.2 Enable Microchip Wi-Fi Smart Device Smart Home Skill
Perform the following steps to enable Microchip Wi-Fi Smart Device Smart Home Skill.

1. Launch Alexa mobile application, and tap ”≡” in the upper left hand corner.
2. Select Skills.

3. Type “Microchip wi-fi smart device” in the search bar, and tap Microchip Wi-Fi Smart Device
Smart Home Skill.

 ATWINC15x0 Smart Device Kit
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4. Tap ENABLE TO USE.

5. Enter the Username and Password created in 2.1.1  Create a User Account/2.2.1  Create a User
Account and tap Sign in.

 ATWINC15x0 Smart Device Kit
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The application will show that the Microchip Sensor Skill is successfully linked.

6. Close this window to continue.
7. Tap Discover Devices in to discover the devices.

 ATWINC15x0 Smart Device Kit
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The application shows that Alexa is discovering devices.

8. When one light device is found, the following screen appears.

 ATWINC15x0 Smart Device Kit
Getting Started

© 2019 Microchip Technology Inc.  User Guide DS50002880A-page 32



9. Tap SET UP DEVICE option.

10. Tap SKIP to skip adding the device to a group.
Demo Kit is set up successfully.

 ATWINC15x0 Smart Device Kit
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11. Select the Devices icon, and tap Lights.

A Device can be found in this page (in this case, the device name is “Demo Kit”).

 ATWINC15x0 Smart Device Kit
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12. Tap the device icon.
User can turn on/off and control the light intensity of the LED LD2 on this page of the Alexa mobile
application.

2.3.3 Enable Microchip Sensor Board Skill
Perform the following steps to enable Microchip Sensor Board Skill.

1. Launch Alexa mobile application, and tap ”≡” in the upper left hand corner.
2. Select Skills.

 ATWINC15x0 Smart Device Kit
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3. Type “sensor” in the search bar, then tap Microchip Sensor Skill.

4. Tap ENABLE.

 ATWINC15x0 Smart Device Kit
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5. Enter the Username and Password created in 2.1.1  Create a User Account/2.2.1  Create a User
Account and tap Sign in.
The application will show that the Microchip Sensor Board Skill is successfully linked.

2.3.4 Control and Monitor the Wi-Fi Smart Device Enablement Kit Using Voice Commands with Echo
Dot

2.3.4.1 Voice Control of Microchip Wi-Fi Smart Device Smart Home Skill
For the detailed function list of the voice command, see 2.3  Enable Amazon Alexa on the Board.

Note:  User needs to say “Alexa” to prefix opening the conversation. Invocation is not needed to trigger
the skill.

2.3.4.1.1 Example Voice Command
In the following example, the board name is “demo kit”. The board name can be changed using the
mobile application during the board registration procedure.

 ATWINC15x0 Smart Device Kit
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Usage – Turn on/off the LED LD2

User – Alexa, turn on demo kit.

Echo Dot – Ok

Usage – Set the light intensity of LED LD2

User – Alexa, set the power to 60% on demo kit.

Echo Dot – Ok

2.3.4.2 Voice Control of Microchip Sensor Board Skill
For the detailed function list of the voice command, see 2.3  Enable Amazon Alexa on the Board.

Note:  User needs to say “Alexa” to prefix opening the sensor board. This opens a session and the user
does not need to prefix the command with “Alexa” after opening the session.

Sensor Board is the invocation to trigger the skill.

2.3.4.2.1 Example Conversation
User – Alexa, open sensor board

Echo Dot – Welcome to Microchip Sensor Board Skill. This skill is used to control and get the sensor data
from Wi-Fi Smart Device Enablement Kit

User – What is the temperature?

Echo Dot – The temperature is 93.70 degrees Fahrenheit, please provide other command.

User – What is the button status?

Echo Dot – The button states are, button1 is up, button2 is up, button3 is up, please provide other
command.

User – Turn the light Blue

Echo Dot – The sensor board light is blue (LD2 on the board turn to blue color), please provide other
command.

User – Set demo kit Port A 17

Echo Dot – PORT A 17 will be set, please provide other command (PortA 17 on the board is set to high)

User – Clear demo kit Port A 17

Echo Dot – PORT A 17 will be clear, please provide other command (PortA 17 on the board is set to low)

User – Stop

Echo Dot – Thank you for using the Microchip Sensor Board Demo. Have a nice day!
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3. Board Development
Developers can customize the board features by modifying the firmware. The board is pre-programmed
with a bootloader. A developer can use Atmel Studio to compile the firmware and program the firmware to
the board with SAM-BA in-system programmer through USB interface.

If developers need to use a debugger for development, Atmel-ICE is required. Firmware is programmed
to the board through SWD interface by Atmel-ICE.

Note:  The pre-programmed AWS account credentials will be lost once the user re-programs the board.

The user needs to migrate the board to connect the private AWS account when performing the
customization.

For more details on the programming procedure, firmware customization and cloud setup, refer the
Developer’s Guide.
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4. Board Debugging

4.1 UART Debug Interface
The Wi-Fi Smart Device Enablement Kit has debug UART pins. The pins are connected to the J9
connector. The user can utilize a USB-to-UART converter to connect the computer, and the board Debug
UART to capture the MCU log.
Figure 4-1. UART Debug Interface

Table 4-1. UART Debug Interface Pin Details

Pin Function

3 DEBUG_UART_RXD

5 DEBUG_UART_TXD

7 GND

4.2 Install a Terminal Emulator
A terminal emulator helps the user to diagnose problems or verify the device code is running. There are
variety of terminal emulators available for Windows®, macOS®, and Linux®. The user must connect the
device to a computer before connecting to a terminal emulator of the device.

Use the following settings in the terminal emulator:

Table 4-2. Terminal Setting

Terminal Setting Value

Port Depends on platform and other devices the user has connected to
computer

 ATWINC15x0 Smart Device Kit
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...........continued
Terminal Setting Value

BAUD rate 115200

Data 8 bit

Parity none

Stop 1 bit

Flow control none

Figure 4-2. Application Boot Up Log
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5. Design Documents and Related Links
• ATWINC15x0 Module Datasheet
• SAML21G18B Host MCU
• ATECC608A CryptoAuthentication™ Device
• BME280
• Demo application firmware and mobile application software
• Wi-Fi Sensor board schematics
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6. Document Revision History
Revision Date Section Description

A 05/2019 Document Initial Revision

Regulatory Notice:

The unit is a development/evaluation tool which is designed to be used for research and development in
a laboratory environment. The unit is not intended to be a finished appliance, nor is it intended for
incorporation into finished appliances that are made commercially available as single functional units to
end users.
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

• Product Support – Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

• General Technical Support – Frequently Asked Questions (FAQ), technical support requests, online
discussion groups, Microchip consultant program member listing

• Business of Microchip – Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

• Distributor or Representative
• Local Sales Office
• Field Application Engineer (FAE)
• Technical Support

Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.
Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

• Microchip products meet the specification contained in their particular Microchip Data Sheet.
• Microchip believes that its family of products is one of the most secure families of its kind on the

market today, when used in the intended manner and under normal conditions.
• There are dishonest and possibly illegal methods used to breach the code protection feature. All of

these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

• Microchip is willing to work with the customer who is concerned about the integrity of their code.
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• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BitCloud,
chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeeLoq,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, SAM-BA, SpyNIC, SST,
SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, AnyIn, AnyOut, BodyCom,
CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM,
dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming,
ICSP, INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi,
motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, SAM-ICE, Serial Quad I/O, SMART-I.S., SQI, SuperSwitcher, SuperSwitcher II, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany II GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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ISBN: 978-1-5224-4473-2

Quality Management System Certified by DNV

ISO/TS 16949
Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®

DSCs, KEELOQ® code hopping devices, Serial EEPROMs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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http://www.microchip.com/
support
Web Address:
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