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Product Highlights

Ordering Summary

Full Documentation    https://wiki.newae.com/CW308T-LPC55S69
Hardware Design         https://github.com/newaetech/chipwhisperer-target-cw308t
Firmware Example      https://github.com/newaetech/chipwhisperer/tree/develop/hardware/victims/firm-
ware/

Product Links

NXP LPC55S6x in TQFP-100 package.

JTAG port on CW308 UFO baseboard breaks out SWD pins to standard 20-pin JTAG header.

Many security features including TrustZone-M, and silent access modes for FLASH and RAM can be investigated.

Full design files are available under an open-source license.

Default 10-ohm shunt resistor for high-SNR measurements, can be shorted with lower-value resistor when running 
higher frequencies or full dual-core mode.

The LPC556S69 board features the LPC55S69 from NXP. This 
device has a dual-core Cortex-M33 core, which features many 
advanced security features including a PUF and TrustZone-M.

This board requires an external programmer (such as Atmel 
ICE or OpenOCD) to be used. The example firmware will 
bring up the AES peripheral (which does not have DPA coun-
termeasures) along with running other normal demos.

The design files are available as part of the open-source Chip-
Whisperer example targets.

LPC55S69 UFO Target

CW308 UFO Baseboard REQUIRED for use!

JTAG/SWD Programmer REQUIRED for use!

NAE-CW308T-LPC55S69  NXP LPC55S69 UFO Target Board.

Errata
Rev -02 PCBs have a solder jumper shorting Pin 44-45 on TQFP package, with reduces noise by disabling the DC-DC 
SMPS in the device. Do not remove this solder jumper as it is not a defect but added on purpose.



2
C

W
30

8T
-L

PC
55

S6
9 

D
at

as
he

et
La

st
 U

pd
at

e:
 2

01
9-

M
AY

-3
0

N
ew

A
E 

Te
ch

no
lo

gy
 In

c.
   

   
   

Yo
ur

 fr
ie

nd
ly

 e
m

be
dd

ed
 se

cu
rit

y 
ar

so
ni

st
.

ne
w

ae
.c

om

Schematic

1

1

2

2

3

3

4

4

D D

C C

B B

A A

Microcontroller

05/06/2019 10:23:55 AM
CW308T_LPC55S69_Micro.SchDoc

Title:

Date:
File:

Rev:

Sheet ofTime:
03 Project: LPC55S69 Target License: GPL

Approved: YES

Copyright © NewAE Technology Inc. NewAE.com

PIO0_0/ ACMP0_A54

PIO0_17

PIO0_2/ TRST81

PIO0_3/ TCK83

PIO0_4/ TMS86

PIO0_5/ TDI88

PIO0_6/ TDO89

PIO0_76

PIO0_826

PIO0_9/ ACMP0_B55

PIO0_10/ ADC0_121

PIO0_11/ ADC0_913

PIO0_12/ ADC0_1012

PIO0_1371

PIO0_1472

PIO0_15/ ADC0_222

PIO0_16/ ADC0_814

PIO0_178

PIO0_18/ ACMP0_C56

PIO0_1990

PIO0_2074

PIO0_2176

PIO0_2278

PIO0_23/ ADC0_020

PIO0_2470

PIO0_2579

PIO0_2660

PIO0_2727

PIO0_28/ WAKEUP66

PIO0_2992

PIO0_3094

PIO0_31/ ADC0_323

PIO1_0/ ADC0_1111

PIO1_1/ WAKEUP59

PIO1_261

PIO1_362

PIO1_41

PIO1_531

PIO1_65

PIO1_79

PIO1_8/ ADC0_424

PIO1_9/ ADC0_1210

PIO1_1040

PIO1_1193

PIO1_1267

PIO1_132

PIO1_14/ ACMP0_D57

PIO1_1582

PIO1_1687

PIO1_1743

PIO1_18/ WAKUP64

PIO1_19/ ACMPVREF58

PIO1_204

PIO1_2130

PIO1_2241

PIO1_2342 PIO1_24 3PIO1_25 77PIO1_26 68PIO1_27 85PIO1_28 73PIO1_29 80PIO1_30/ WAKEUP 65PIO1_31 91

FB 45LX 48

RESETN 32

USB0_3V3 96

USB0_DM 98USB0_DP 97

U
SB

0_
V

SS
99

USB1_DM 35USB1_DP 34

USB1_VBUS 36USB1_3V3 38

U
SB

1_
V

SS
33

U
SB

1_
V

SS
37

VBAT_DCDC 49VBAT_DCDC 50

VDD_PMU 39

VDDA 16

VREFN 18VREFP 17

V
SS

10
1

VBAT_ PMU 51

V
SS

A
19

XTAL32K_N 53XTAL32K_P 52

XTAL32M_N 28XTAL32M_P 29

VDD 15VDD 25VDD 44VDD 63VDD 69VDD 75VDD 84VDD 95VDD 100
V

SS
_D

C
D

C
46

V
SS

_D
C

D
C

47

U1 LPC55S69JBD100K

C1
DNM

C4
DNM

R1

10R

C3
100n

C5

2u2
C2
100n

GNDGND

C6
100n

C7
100n

C8
100n

GND

C9
100n

C10
100n

C12

2u2

VCC

R3 100R

R4
51R

GND

C11

2u2

VCC

R5 10k
VCC

nRESET

CLKIN

GND

CLKOUT

BOOTMODE_TDI

TXD
RXD

SHUNTL

SHUNTH

GPIO2
GPIO1

R2 22R

TDO

TMS
TCK
TRST

SWO

SWDIO
SWCLK

C13

2u2

C14
100n

C15
100n

VCC

GND

GPIO3

GPIO4

R6 10k

VCC

C16
100n

C17
100n

C18

2u2

LED1

LED2

LED3

VCC

Datasheets refs 1.1V drive level on XTAL32M_P. Electrical characteristics don't
yet specify if should be AC-coupled or not, this seems to work for now.

Rev -02 PCBs missing FB-VCC
connection, done with solder blob shorting
Pins 44-45.
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Disclaimers
All content is Copyright NewAE Technology Inc., 2019. ChipWhisperer is a trademark of NewAE Technology Inc., registered in the United States of America 
and Europe. ChipSHOUTER is a trademark of NewAE Technology Inc., registered in Europe. Trademarks are claimed in all jurisdictions and may be regis-
tered in other states than specified here.

NewAE Technology makes no representations or warranties with respect to the accuracy or completeness of the contents of this document and reserves 
the right to make changes to specifications and product descriptions at any time without notice. NewAE Technology does not make any commitment to 
update the information contained herein. NewAE Technology products are not intended, authorized, or warranted for use as components in applications 
intended to support or sustain life. NewAE Technology products are designed solely for teaching purposes.

All other product names and trademarks are the property of their respective owners, which are in no way associated or affiliated with NewAE Technology 
Inc. Use of these names does not imply any co-operation or endorsement.
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