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HD-AG-A181116 arm General Items

1. Scope

This specification (“Specification”) applies to the hybrid IC “EYSKBNUWB-WX”, a Bluetooth® 5.0
low energy module (“Product”) manufactured by TAIYO YUDEN Co., Ltd. (“TAIYO YUDEN”)

2. Description
a) User Code : EYSKBNUWB-WX
Type . EYSKBN
*User Code may be changed for mass production or other cases.
Note: Please use the User Code (EYSKBNUWB-WX) to order this product

b) Chip : Nordic nRF52840 (1MB Flash, 256kB RAM)

¢) Function : Radio frequency transceiver Module. Bluetooth®5.0 conformity.
d) Application : 10T devices, Health & Fithess Equipment, Sensor, Toys
e) Structure : Hybrid IC loaded with silicon monolithic semiconductor

Containment of hazardous substance in this Product
Can meet with RoHS compliance (Pb, Cd, Hg, Cr+6, PBB, PBDE)

f) Outline : 63-pin Land Grid Array

g) Marking : Part Number, Lot Number, Japan ID, FCC ID, ISED Number and manufacturer on
Shielding Case

h) Country of origin : Japan, Thailand

i) Packaging : Packaging method: Tape & reel + aluminum moisture barrier bag
Packaging unit: 1000
*It might be provided as tray at sample stage.

TAIYO YUDEN CO., LTD.
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Control No. Control name
HD-AG-A181116 217 General Items

i) Notes:
a. Limitation of Warranty

1)

2)

3)

TAIYO YUDEN provides warranties only if the Product is operated under the condition set
forth in this Specification. Please note that TAIYO YUDEN shall not be liable for any defect
and/or malfunction arising from use of the Product under the terms and conditions other
than the operating conditions hereof. In addition when this Product is used under
environmental conditions such as over voltage which is not guaranteed, it may be
destroyed in short mode. To ensure the security of customer’s product, please add an
extra fuse or/and a protection circuit for over voltage.

This Product is designed for use in products which comply with Bluetooth® Specifications.
TAIYO YUDEN disclaims and is not responsible for any liability concerning infringement by
this Product under any intellectual property right owned by third party in case the customer
uses this Product in any product which does not comply with Bluetooth® Specifications (the
“non-complying products”). Furthermore, TAIYO YUDEN warrants only that this Product
complies with this Specification and does not grant any other warranty including warranty
for application of the non-complying products.

In some cases, TAIYO YUDEN may use replacements as component parts of Products.
Such replacement shall apply only to component part of Products, which TAIYO YUDEN
deems it possible to replace or substitute according to (i) Scope of Warranty provided in
this specification (e.g. Electric Characteristics, Outline, dimension, Conditions of Use,
Reliability Tests, Official Standard (Type Approvals etc.)) and (ii) Quality of Products. TAIYO
YUDEN also ensures traceability of such replacement on production lot basis.

b. Instruction for Use (CAUTION)

1)

2)

3)

4)

Because Product is not designed for radiation durability, please refrain from exposing
Product to radiation in the use.

Communication between this Product and other might not be established nor maintained
depending upon radio environment or operating condition of this Product and other
products with wireless technology.

This Product operates in the unlicensed ISM band at 2.4GHz. In case this Product is used
around the other wireless devices which operate in same frequency band of this Product,
there is a possibility that interference occurs between this Product and such other devices.
If such interference occurs, please stop the operation of other devices or relocate this
Product before using this Product or do not use this Product around the other wireless
devices.

This Product mentioned in this Specification is manufactured for use in Health & Fitness
Equipment, Sensor, Toys. Before using this Product in any special equipment (such as
medical equipment, space equipment, air craft, disaster prevention equipment), where
higher safety and reliability are duly required, the applicability and suitability of this Product
must be fully evaluated by the customer at its sole risk to ensure correct and safety
operation of those special equipment. Also, evaluation of the safety function of this Product
even for use in general electronics equipment shall be thoroughly made and when
necessary, a protective circuit shall be added in design stage, all at the customer’s sole
risk.

TAIYO YUDEN CO., LTD.
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Control No. Control name
HD-AG-A181116 3/7) General Items
5) Japan Regulatory Information

a) This module is approved with the specific antenna on this module.
b) Please ensure that your product can bear a label with the following information. If the
product is so small that it is not practicable to place the label, please place it in the

in

struction manual and package.
This product installs a radio system which has been approved as a radio station in a
low power data communication system based on the Radio Law.
EYSKBN : 001-A14398

6) Canada Regulatory Information

a)

b)

This device complies with Industry Canada’s applicable licence-exempt RSSs.
Operation is subject to the following two conditions:

(1) This device may not cause interference; and

(2) This device must accept any interference, including interference that may cause
undesired operation of the device.

Le présent appareil est conforme aux CNR d’Industrie Canada applicables aux
appareils radio exempts de licence. L'exploitation est autorisée aux deux conditions
suivantes : 1) I'appareil ne doit pas produire de brouillage; 2) I'utilisateur de I'appareil
doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible
d’en compromettre le fonctionnement.

This product is certified as type of the portable device with Industry Canada Rules. To
maintain compliance with RF Exposure requirement, please use within specification of
this product and have a separation distance of minimum 15 mm between the user
and/or bystander and the antenna and /or radiating element.

This distance ensures that the output power (e.i.r.p.) of EYSKBN is below the SAR
evaluation Exemption limits defined in RSS-102 issue 5.

Ce produit est certifié comme type de l'appareil portable avec Industrie Regles de
Canada. Pour maintenir l'acquiescement avec exigence Exposition de RF, veuillez
utiliser dans spécification de ce produit et respecter une distance de séparation d'au
moins 15 mm entre I'utilisateur et / ou un tiers et I'antenne et/ ou I'élément rayonnant.
Cette distance garantit que la puissance de sortie (p.i.r.e.) 'EYSKBN est inférieure aux
limites d’exemption de I'évaluation SAR définies dans le numéro 5 de la norme
RSS-102.

- 1C: 4389B-EYSKBN

Please notify certified ID by either one of the following method on your product.
-Contains IC : 4389B-EYSKBN

Specifiez ID certifiée dans votre produit par une de méthode suivante.
-Contains IC : 4389B-EYSKBN

TAIYO YUDEN CO., LTD.
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Control No.
HD-AG-A181116 (417) General Items

Control name

7) FCC Regulatory Information

8)

a)

b)

c)

d)

f)

This device complies with part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.

Please notify certified ID by either one of the following method on your product.
-Contains Transmitter Module FCC ID: RYYEYSKBN

-Contains FCC ID: RYYEYSKBN

CAUTION: Changes or modifications not expressly approved by the party responsible
for compliance could void the use’s authority to operate the equipment.

This product is certified as type of the portable device with FCC Rules. To maintain
compliance with RF Exposure requirement, please use within specification of this
product and have a separation distance of minimum 10 mm between the user and/or
bystander and the antenna and /or radiating element. This distance ensures that max
output power of EYSKBN is below the SAR test exclusion limits presented in KDB
447498 DO1v06.

The antenna used for this transmitter must not be co-located or operating in
conjunction with any other antenna or transmitter.

This module can change the output power depending on the circumstances by the
application software which is developed by module installer. Any end user cannot
change the output power.

CE Regulatory Information

a)

b)

When your end product installs this module, it is required to proceed additional
certification processes before placing on the market in EU member states to make your
products fully comply with relative EU standards.

TAIYO YUDEN can provide you the test reports of conducted measurement portion for
the radio module. You can utilize the test reports for the certification processes of your
end product as it requires radio testing.

TAIYO YUDEN CO., LTD.
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HD-AG-A181116 (5/7) General Items

c. Term of Support

1)

2)

3)

4)

In the case that customer requests TAIYO YUDEN to customize the hardware of this
Product in order to meet such customer’s specific needs, TAIYO YUDEN will make
commercially reasonable effort to modify such hardware or software at customer’s
expense; provide however, the customer is kindly requested to agrees it doesn’t mean that
TAIYO YUDEN has obligations to do so even in the case it is technically difficult for TAIYO
YUDEN.

Any failure arising out of this Product will be examined by TAIYO YUDEN regardless of
before or after mass production. Customer agrees that once such failure is turned out not to
be responsible for TAIYO YUDEN after aforesaid examination, some of the technical
support shall be conducted by TAIYO YUDEN at customer’s expense; provided however,
exact cost of this technical support can be agreed through the negotiation by the parties.
Do not alter hardware and/or software of this Product. Please note that TAIYO YUDEN
shall not be liable for any problem if it is caused by customer's alteration of Hardware
without Taiyo Yuden's prior approvals.

TAIYO YUDEN does not guarantee functions and performances which depend on the
customer's firmware. TAIYO YUDEN does not assume liabilities for defects and failures (i)
in functions, performances and quality of the Customer's product incorporating the
Products and (ii) which may occur as the Product is incorporated in the Customer's product.

TAIYO YUDEN CO., LTD.
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Control No. Control name
HD-AG-A181116 (6/7) General Items

d. Caution for Export Control

This Product may be subject to governmental approvals, consents, licenses, authorizations,
declarations, filings, and registrations for export or re-export of the Product, required by
Japanese Foreign Exchange and Foreign Trade Law (including related laws and
regulations) and/or any other country’s applicable laws or regulations related to export
control.

In case you will export or re-export this Product, you are strongly recommended to check
and confirm, before exporting or re-exporting, necessary procedures for export or re-export
of this Product which is required by applicable laws and regulations, and if necessary, you
have to obtain necessary and appropriate approvals or licenses from governmental
authority at your own risk and expense.

e. Term of Warranty
TAIYO YUDEN warrants only that this Product is in conformity with this Specification for
one year after purchase and shall in no event give any other warranty.

f. Items of the Specification
1) Any question arising from the Specification shall be solved in good faith through mutual
discussion by the parties hereof.
2) The language of this “General items” is Japanese and this “General items” shall be
interpreted by Japanese Any copies of translation is a reference purpose only and is not
binding on both parties hereto.

g. Special note
1) EYSKBN series module is qualified as PHY only with Component category by Bluetooth
SIG. The QDID of this module is 120042. The final product needs to get qualification as End
product combining with PHY (module), SoftDevice and Profile before selling the product.
The QDID of this product is Link Layer 106843 and Host Layer 111593. Please refer to
following combination and consult with your qualification body and BQC.

Application L

PP _ Application | —

Profile Profile (Nordic or others)
GAP | GATT
SMP ATT . Host Layer (Nordic)

L 2CAP SoftDevice

Link Layer Link Layer (Nordic)
— (Taiyo Yuden)

TAIYO YUDEN CO., LTD.
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HD-AG-A181116 (717) General Items

The use of Embedded Software

Before using this product.
Please kindly read carefully and understand the following before using the Products.

1. Taiyo Yuden Co., Ltd. (hereinafter “TY”), lawfully has copyrights and other rights to the
software

embedded to the memory of the Products (the “Embedded Software”). Except as otherwise
expressly provided herein, your company is not permitted to disclose or offer the Embedded
Software, either wholly or partly, to any third party (including uploading to your company or third
party (ies)’'s web sites and downloading by third parties from such sites), nor to copy, revise,
reverse engineer, upgrade, make specification change, or alienate the Embedded Software.

2. Before using the Products, you need to check and confirm sufficient safety and operation of
your

products which incorporate the Products and interoperability and compatibility with other
Bluetoothe enabled products.

3. TY have not evaluated and confirmed the interoperability, compatibility, etc. of the Products
(including Embedded Software) with every kind of Bluetoothe enabled product. In addition, TY
does

not guarantee interoperability and compatibility of the Product with certain devices. In order to
minimize the damage or harm arising out of the Potential Failure or out of combination with
other

devices, TY recommend your company set up interface or external pin (for detail, please refer
to

Specification “ Pin Layout ” of this document) for rewriting the Embedded Software.

TAIYO YUDEN CO., LTD.

9/161



EYSKBNUWB-WX

28-May 2019 Ver.1.0

TAIYO YUDEN CO., LTD.

Control No.
HD-AM-A181116

Control name
(/1) Absolute maximum ratings

Absolute maximum ratings

Symbol Parameter Min. Max. Units
VDD -0.3 +3.9 \Y
VDDH -0.3 +5.8 \Y
VBUS -0.3 +5.8 \Y
GND 0 \Y
VIO, VDD<3.6V -0.3 VDD+ 0.3 \Y
VIO, VDD>3.6V -0.3 +3.9 \Y
Storage temperature -40 +85 Deg-C
MSL Moisture Sensitivity Level 3
ESD HBM Human Body Model 1 kv
ESD MM Machine Model 100 \%
Endurance Flash Memory Endurance 10000 write/erase cycles
Retention Flash Memory Retention 10 years At 40 deg-C

TAIYO YUDEN CO., LTD.
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HD-AE-A181116 (2/2)

Control name
Electrical characteristics

Electrical characteristics
Recommendation operating range

Symbol Parameter Min. | Typ. Max. Units
VDD VDD supply voltage, independent of DCDC enable 1.7 3.0 3.6 \
VDDH VDDH supply voltage, independent of DCDC enable 2.5 3.7 55 Vv
VBUS VBUS USB supply voltage 4.35 5 55
VDD,POR | VDD supply voltage needed during power-on reset. 1.75 \%
tR_VDD Supply rise time (0V to 1.7V)*1 60 ms
tR_VDDH Supply rise time (0V to 1.7V)*1 100 ms
TA Operation temperature*2 -40 25 85 Deg-C

*1 The on-chip power-on reset circuitry may not function properly for rise times longer than the
specified maximum. Also after power off, it must start up from below 0.3V. The on-chip power-on

reset circuitry may not function properly.

*2 ANT specification requires +/-50ppm accuracy for 32.768kHz clock. The internal 32.768kHz
crystal does not meet to +/-50ppm over the whole recommended operation temperature range.

DC Specifications

The Specification applies for Topr.= 25 degrees C, VDD = 3.0V

Symbol | Parameter (condition) Min. Typ. Max. Units
VIH Input high voltage 0.7 x VDD VDD \%
VIL Input low voltage GND 0.3 x VDD \%
VOH Output high voltage (high drive 5 mA) VDD-0.4 VDD \%
VOL Output low voltage (high drive 5 mA) GND GND+0.4 \%
RPU Pull-up resistance 11 13 16 Kohm
RPD Pull-down resistance 11 13 16 Kohm
ITX,+8dBm

TX only run current (DCDC, 3V) PRF=+8 dBm 14.8 mA
,DCDC
ITX,+8dBm | TX only run current PRF=+8 dBm 32.7 mA
IRX,1M,

RX only run current (DCDC, 3V) 1Msps BLE 4.6 mA
DCDC
IRX,1M RX only run current 1Msps BLE 9.9 mA
IRX,2M,

RX only run current (DCDC, 3V) 2Msps BLE 5.2 mA
DCDC
IRX,2M RX only run current 2Msps BLE 11.1 mA
RSTR RESET High to Module Ready 1.1 2.2 sec
RPW RESET Pulse Width 25 ms

TAIYO YUDEN CO., LTD.
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Control No.
HD-AE-A181116

Control name

(212) Electrical characteristics

RF Specifications

Symbol Description Min. | Typ. | Max. | Units
Fop Operating frequencies 2402 2480 MHz
PLLchsp PLL channel spacing 1 MHz
DfBLE1M Frequency deviation @ BLE 1Msps +/-250 kHz
DfsLE2M Frequency deviation @ BLE 2Msps +/-500 kHz
PRF Maximum output power 8.0 dBm
PRFC RF power control range 28 dB
PRFCR RF power accuracy +/-4 dB
PRF1 1st Adjacent Channel Transmit Power 1 MHz (1 Mbps) -24.8 dBc
PRF2 2nd Adjacent Channel Transmit Power 2 MHz (1 Mbps) -54.0 dBc
PRXMAX Maximum received signal strength at < 0.1% PER 0 dBm
PSENS.IT.IMBLE Receiver sensitivity 1Msps BLE Ideal transmitter 95 dBm
<=37bytes (0.1% BER)
PSENS.IT 2M.BLE Receiver sensitivity 2Msps BLE Ideal transmitter 92 dBm
Packet length<=37bytes
PSENS,ITBLE LE125k | Sensitivity, 125 kbps BLE mode -103.0 dBm

Many documents of nRF52840, such as product specification and the errata, can be found at
the link below (There is a possibility that it will change in the future). Please be sure to check
these latest documents when using our module.

NRF52840 Product Specification
https://infocenter.nordicsemi.com/topic/ps_nrf52840/keyfeatures_htmlI5.html?cp=3 0 0

NRF52840 Errata

https://infocenter.nordicsemi.com/topic/struct_nrf52/struct/nrf52840_errata.html?cp=3_0_1

For more information
https://infocenter.nordicsemi.com/index.jsp

TAIYO YUDEN CO., LTD.
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Control No. Control name
HD-MC-A181116 (1/4) Circuit Schematic

Block Diagram

DC/DC LC DC/DC LC
Filter(DCC) Filter(DCCH)

— VDD
— VDDH
— USB VBUS

» USB D+
—» USB D-

OUT_ANT

NRF52840

OUT_MOD Filter

—» SWDCLK
—» SWDIO

AR

=» 8 GPIOs,
| | | | RESET, and
4 Analog input

4

X'tal 32MHz | | X'tal 32.768KHz

TAIYO YUDEN CO., LTD.

13/161



EYSKBNUWB-WX

28-May 2019 Ver.1.0

TAIYO YUDEN CO., LTD.

Control No.
HD-MC-A181116

Control name
Circuit Schematic

Reference Circuits
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The bypass capacitor necessary for the power supply line is installed
inside the module. So you do not need to add external capacitors.

However, in case of the operation with the battery, we recommend that
you add a bypass capacitor about 100uF in view of the voltage drop
during TX/RX. Please consider whether it is necessary according to the
performance of the customer's battery.

When using the internal antenna of
the module, connect PAD29 and
PAD30 as short as possible.

GND
OUTANT
QuUT MOD

GND

31

W
o

28

If you need to measure the antenna
performance and RF conduction
performance, please draw a tie line
of PAD29 and PAD30 outside a
module in advance.

When measuring, please cut off the
signal line and attach the RF
connector cable.

GND
OUTANT
QUTMOD

GND l

31 ° 30/ ° 29| |28
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HD-MC-A181116

(3/4)

Control name
Circuit Schematic

1. Normal voltage mode
Normal voltage mode is entered when the supply voltage is connected to both the VDD and VDDH
pins (so that VDD equals VDDH).

2. High voltage mode
This module supports supply voltage up to 5.5V, such as lithium-ion battery or USB bus power. High
voltage mode is entered when the supply voltage is only connected to the VDDH pin and the VDD
pin is not connected to any voltage supply.

Non USB operation
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Output voltage 3.3V
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components > GND

Regulated supply for extrnal circuity.

USB operation
USB2.0 Full
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Control No. Control name
HD-MC-A181116 (414) Circuit Schematic

Although unused pins can be made OPEN, please do not recommend to draw signal line from them.

The GPIO high reference voltage always equals the level on the VDD pin. In normal voltage mode, the
GPIO high level equals the voltage supplied to the VDD pin, and in high voltage mode it equals the level
specified in register REGOUTO.

GPIO high (V): 0.7xVDD to VDD
GPIO low (V): GND to 0.3xVDD

In high voltage mode, the output from internal regulator can be used to supply external circuitry from the
VDD pin. The VDD output voltage is configured in the register REGOUTO and it is set to 3.3V in
EYSKBNUWB-WX. The supported output voltage range depends on the supply voltage provided on the
VDDH pin. The maximum external current draw is 5 mA when radio output power is higher than +4dBm,
25mA when the power is lower than or equal to +4dBm. Please refer to the product specification of
nRF52840 chip.

nRF52840_Product Specification
https://infocenter.nordicsemi.com/topic/ps_nrf52840/keyfeatures_html5.html?cp=3_0_0

TAIYO YUDEN CO., LTD.
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HD-AD-A181116 (/1) Outline/Appearance
Outline ) 15.4mm 2.0mm
Tolerance: l-\'“ 4mm ’ Max
+/- 0.2mm /N ]

10.0mm

LAND PATTERN EXAMPLE
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PCB routing keep—out zone for ANTENNA

04
- % g
clalgal8lal= al=]alE]al[E ] aly e
B Eu_;_n‘a_u':_o‘z_:vz:l@ :o;
L a1 ® 130 ° (29 28 27| B 26| E |25 24 23
To3
"3—3-2—2-3_5“325_253
60 59 58 57 56| £ 55 54 - 53 52
14
a
63
o b
"1 43mm x dmm
14
2 a)2|a/8|s/s 3/ f3)s8ln|8)al3)=53]s
& H H g
32 e 33 34 35 36 37 38 39 40 41
o
H Y ENHEE R R Y Y Y =
{88z : | 2 |
I' 2lg 3 4 5 6 7 8 9 10
04

2_1.0mm x 0.7mm

60 _0.7mm x 0.4mm pitc|

0.7mm

15.4

The dimension of the land pattern is the same as a foot pattern.
Recommended metal mask for solder printing

Pad size Metal mask opening
Signal pad 60-0.7 x 0.4 mm 0.7 x 0.4 mm
Cornerpad 2-1.0x0.7 mm 1.0 x 0.7 mm

Centerpad 1-4.3x3.0mm

1.9x1.25mmx 4

The metal mask thickness: t=0.1mm

TAIYO YUDEN CO., LTD.

Center pad : 43 x 30

o1

1.9x1.25

19x1.25

Iua

qu

1.9x1.25

01

Ind

1.9x1.25
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Control No. Control name

HD-BA-A181116 (1/3) | Pin Layout
Pin Descriptions

Pin Pin name Pin function Description

1 GND Ground Ground

2 P0.29_AINS User ADC1 Analog input

3 P0.31_AIN7 User ADC3 Analog input

4 P0.05_AIN3 UART_RTS Ready to send output signal

5 P0.26 Not Connected | Reserved for future use

6 P1.08 Not Connected | Reserved for future use

7 P0.06 UART_TX Data output

8 GND Ground Ground

9 VDD Power Power supply

10 GND Ground Ground

11 VDDH Power High voltage power supply

12 VBUS Power 5 Vinput for USB 3.3 V regulator
13 D- Digital I/O USB D-

14 D+ Digital I/O USB D+

15 P0.13 Factory reset Application will revert to default settings

16 P0.18_RESET

Digital I/O

The device will be held in RESET while this
pin is held low.

17 P0.20 Not Connected | Reserved for future use

18 P0.21 Not Connected | Reserved for future use

19 P0.24 Not Connected | Reserved for future use

20 P1.00 Not Connected | Reserved for future use

21 SWDIO Debug Serial Wire. debug I/O for debug and
programming

29 SWDCLK Debug Serial Wire. debug clock input for debug and
programming

23 P1.04 User GPIO 2 General purpose 1/O

24 P1.06 User GPIO 4 General purpose 1/O

25 P0.09_NFC1

Not Connected

Reserved for future use

26 P0.10_NFC2

Not Connected

Reserved for future use

27 P1.12

User GPIO 7

General purpose 1/O

28 GND

Ground

Ground

TAIYO YUDEN CO., LTD.
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Control No. Control name
HD-BA-A181116 (2/3) | Pin Layout
Pin Pin name Pin function Description
RF 1/O pin. It should be connected to Pin30
29 OUT_MOD RF In/Out OUT_ANT for normal operation.
Internal antenna. It should be connected to
30 OUT_ANT Antenna In/Out Pin29 OUT_MOD for normal operation
31 GND Ground Ground
32 P0.02_AINO SPIM_CS Chip-select (output)
33 P0.28_AIN4 User ADC2 Analog input
34 P0.30_AING User ADC4 Analog input
35 P0.27 SPIM_MISO Data input
36 P0.04_AIN2 Not Connected | Reserved for future use
37 P0.07 UART_CTS Clear to send input signal
38 P0.08 UART_RX Data input
39 P1.09 SPIM_SCLK SPI clock output
40 PO.11 Not Connected | Reserved for future use
41 P0.12 SPIS_CS Chip-select (input)
42 P0.14 DTM mode Enter DTM Mode
43 P0.15 SPIS_MISO Data output
44 P0.16 DFU mode Enter DFU Mode
45 P0O.17 SPIS_SCLK Input clock
46 PO0.19 Not Connected | Reserved for future use
47 P0.22 Not Connected | Reserved for future use
48 P0.23 Not Connected | Reserved for future use
49 P0.25 Mode select Data transfer method setting
50 P1.01 USB interface USB interface usable
select
51 P1.03 .UART/SPI Interface setting
interface select
52 P1.05 User GPIO 1 General purpose 1/0O
53 P1.07 User GPIO 3 General purpose 1/O
54 P1.02 User GPIO 5 General purpose 1/O
55 P0.03_AIN1 User GPIO 6 General purpose 1/O

TAIYO YUDEN CO., LTD.
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Control No.
HD-BA-A181116

(3/3)

Control name
Pin Layout

Pin Pin name Pin function Description
56 P1.14 User GPIO 8 General purpose 1/O

57 P1.11 SPIS_MOSI Data input

58 P1.15 Not Connected | Reserved for future use

59 P1.10 [S)II:IDSYIave Data notification

60 P1.13 SPIM_MOSI Data output

61 Corner pad Ground Ground 1.0mm x 0.7mm

62 Corner pad Ground Ground 1.0mm x 0.7mm

63 Center pad Ground Ground 4.3mm x 3.0mm

TAIYO YUDEN CO., LTD.
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Control No. Control name
HQ-BA-537 (2/2) Handling Precaution

This specification describes desire and conditions especially for mounting.

Desire/Conditions

(1)

2)

Environment conditions for use and storage

1. Store the components in an environment of < 40deg-C/90%RH if they are in a moisture
barrier bag packed by TAIYO YUDEN.

2. Keep the factory ambient conditions at < 30deg-C/60%RH .

3. Store the components in an environment of < 25+5deq-C/10%RH after the bag is opened.
(The condition is also applied to a stay in the manufacture process).

Conditions for handling of products

Make sure all of the moisture barrier bags have no holes, cracks or damages at receiving. If
an abnormality is found on the bag, its moisture level must be checked in accordance with 2
in (2).

Refer to the label on the bag.

1. All of the surface mounting process (reflow process) must be completed in_12 months
from the bag sea date.

2. Make sure humidity in the bag is less than 10%RH immediately after open, using a
humidity indicator card sealed with the components.

3. All of the surface mounting process (reflow process including rework process) must be
completed in 168 hours after the bag is opened (inclusive of any other processes).

4. If any conditions in (1) or condition 2 and 3 in (2) are not met, bake the components in

accordance with the conditions at 125deqg-C 24hours

. As a rule, baking the components in accordance with conditions 4 in (2) shall be once.

. Since semi-conductors are inside of the components, they must be free from static
electricity while handled.(<100V) Use ESD protective floor mats, wrist straps, ESD
protective footwear, air ionizers etc. , if necessary.

o Ol

7. Please make sure that there are lessen mechanical vibration and shock for this
module, and do not drop it.

8. Please recognize pads of back side at surface mount.

9. Washing the module is not recommended. If washing cannot be avoided, please
test module functionality and performance after thoroughly drying the module. We

cannot be held responsible for any failure due washing the module..

10. Please perform temperature conditions of module at reflow within the limits of the
following.
Please give the number of times of reflow as a maximum of 2 times.

TAIYO YUDEN CO., LTD.
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Control No.
HQ-BA-537

(2/2)

Control name
Handling Precaution

Recommented Reflow Profile

300
Temp(deg) Peak Temp:250deg Max
250 + /
230deg up : 40secMax
< >
200 +
150 +
100 | |
130-180deg Pre-heat
50 | : 60~120sec
0
IN ouT

TAIYO YUDEN CO., LTD.
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Control No.
HD-BB-A181116

Control name
(1/3)

Packaging Specification

Packaging Specification
HREL AR
(1) Packaging Material

HAEIRT

Name

EM 4

Outline
W

Materials
MHE

Note
fii

Emboss
TUARA

Conductive PS
B PS

24mm wide — 16mmPitch
24mmif — 16mmE"yF

Cover Tape

NN—=F—7

Reel
J—)L

¢ 330 mm Conductive PS

EENE PS

Desiccant

LA

30g X1

Humidity indicator card

WEA T —5

Aluminum moisture barrier bag

TV

420 X 460(mm) (AS)PET/AL/NY /PE(AS)

Label
FYL

Corrugated cardboard box(Inner)
(EPSGE

339X 351 X 74(mm)

Corrugated cardboard box(Outer)

P ]

369 X 369 X 277(mm)

(2) Packaging Unit
ik e s
Max 1,000 pieces/Reel

(3) Packaging Figure

Humidity indicator card

Max 3,000 pieces/Box(Outer)
Label-2 Label-3

FNIV-2

Desiccant WAL T —X

HEAL O\

Label-1

Aluminum moisture
barrierbag

T IV

Corrugated cardboard box(Inner)

(4) Label
FYL

Corrugated cardboard
box(Inner)

%4

Corrugated cardboard box(Outer)
s avii)

Label-1
-CAMPANY NAME fi#4

‘DESCRIPITON 44

‘QUANTITY #ift

-LotNo. &5

-Country of origin Jit £ [E
Label-2

‘DESCRIPITON &4
‘QUANTITY ¥
‘LotNo. myhE&

Label-3
CAUTION LABEL
HET~v
*MSL Level3

TAIYO YUDEN CO., LTD.

‘PURCHASE ORDER 113035

‘PURCHASE ORDER 11303 %5
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Control No.
HD-BB-A181116

(2/3)

Control name
Packaging Specification

Tape specification
T AR

e

The direction of a tape drawer

»
»

T—=7 5L

OO000OO0O0

End part Module receipt part
R LS

\ First Pin Mark

ey ~—7

Leader part
U—&—H

~

000000000000 000000D000D0O0O0DO0DOO0DO0ODOODODODODODOO0DO0O0O0DO0O00ODOD0OO0O0OOO

I v

P 100mm2A _ 300mmMA I R
More than160mm More than100mm More than300mm
The direction of a tape drawer o~
T—75lEH LA
F )7 TR A E
200400 )

16,0001 400201 ﬁ
01
¢1.50-0 -

-
R 2 R 2 R 2 A A R T

| - |
'.I . [ [ , ]‘__’[ \ ]_'_ [ - . -
== =4 L | i | = 57 =
e O e  arm e ot L B
predpiapal oD :
..! | r i \ a = —— /_.'I . —

B=—

4001
gr00%8 /

N [ 55;]

S TN
=

Section A—A

0.3040.08
[2.1)
300400

Section B-E

Ninta

TAIYO YUDEN CO., LTD.
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Control No. Control name
HD-BB-A181116 (3/3) Packaging Specification
Reel specification
V—v Ak
y (Unit:mm)
C\ ¢ 3302
$13+0.2
—_— y
W-1.5/+2
Tape wide| 8mm 12mm 16mm 24mm 32mm 44mm
W 9.4mm 13.4mm | 17.4mm | 25.4mm | 33.4mm | 45.4mm

Taping performance
T—E MR

Both of an embossing tape top cover tape bear this, when the power of 10N is applied in the direction of a drawer.
cTURAT =T by T AT =T EBIC, BIEHLFICIONO A EMA T8 a0, ZHUCif A2 2 L.

The exfoliation adhesion of a top cover tape is the intensity of 0.1~1.3N.
(The angle to pull is 165~180 degrees. The speed to pull is 300 mm/min.)

T HN =T =T OFEEFRE L 4 E165~180 MR D, 300mm/MIND AL —R CThy T H N —F —TF%F|oiEoT- L&

0.1~13NET 5.

Note
fi %

Lack of the parts in 1 reel is with two or less pieces.

W=/ FOFEDORETZ2MHETLLES, TV RREELMAEIIFR T, RELIT—TNTOED 2 — /L #1T

P2EE THASE TV VOB ET, )

MSL Level 3 Under control
MSL (ZL~L3 THEIL TWET,

TAIYO YUDEN CO., LTD.
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Control No. Control name

(1/3) Antenna application note
Recommended module mounting example

No metal components, No copper plating area
no chassis plating area, etc. *1 Antenna area (All layers) *2

10mm or more L
L T e

ES

»
>

BLE
Module
10mm or more

A
v

10mm or more

30mm or more *3

4mm
or more

/,

5mm
or more

*1 Please do not place any metal components in blue shaded space.*1) We do not recommend to
place any metal objects upper space of the module in the above figure. If it needs to place metal
objects, please consider to keep the metal off from the antenna as far as you can. Such as signal
line and metal chassis as possible except for main board while mounting the components in *1
space on the main board is allowed except for no copper plating area. (*2).

*2 This area is routing prohibited area on the main board. Please do not place copper on any layer.
Please remain use of FR-4 dielectric material. The antenna is tuned with the FR-4.

*3 Characteristics may deteriorate when GND pattern length is less than 30mm. It should be 30 mm
or more as possible.

Even when above mentioned condition is satisfied, communication performance may be

significantly deteriorated depending on the structure of the product.

TAIYO YUDEN CO., LTD.
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Control No. Control name
(213) Antenna application note

Other module mounting examples

5mm
or more or more

NO GOOD

No FR-4 directly
underneath the“antenna.

NO GOOD

Copper plating overlaps with
Antenna area.

5mm or more 5mm or more

| —

NO GOOD
GOOD

No-copper plating area is completely
surrounded by GND.

Placement of resin or plastic parts
Resin or Plastic parts

— ‘ / (ex. Cover, Chassis, etc.)

Main board
t: Thickness of resin or plastic
g: Distance between module and parts
t|9
t
HARAL, e
1194_ g 2 t
\ 3t g=15
t <5
BLE Module

It is recommended that the design should be done
in accordance with above formula.

Please do not apply molding over the antenna area of BLE module.

TAIYO YUDEN CO., LTD.
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Control No.

(3/3)

Control name
Antenna application note

Directional characteristics example (when mounted on evaluation board)

Measurement data of antenna
Measured in Satimo Stargate system at TATYO YUDEN R&D CENTER. 25.Apr.2018
22 ..
Frequency [MHz] |@24ﬂ0 @ 2484 Matching circuit constant P
|Peak gain MBI
3-plane I'X-H 2.8 0.6 0.8] 1.0nH : HK10051NOS
Appearance and coordinates definition TX-V 3.8 2 1 LOnH | ————— 5.IpF © 1.2pF: EVKIOSCHIR2BW
2.8 0.6 -0.8] 1.2pF 5.1pF : EVK105CHSR1IW
|Averagegain _______ L =
XY-plane I'X-H 1.9 7.0 1.0] 1 Frequency characteristic 0
TX-V 11.0 10.0 9.5 —SWR
____________ Plus(HN) |62 52 s 10 ——Efficiency | !
YZ-plane IX-H 7 5.6 s4) o 2
TX-V 29.3 6.7 26.5)
8 -3
,,,,,,,,,,,, PlusM\) |0 5653 )
ZX-plane | TXH 1.4 102 9.4| =7 4=
TX-V 5.5 16 50| 6 52
= 3
Lo [ Plus®N | A3 36 . 3N Zs 62
I-plane IX-H 8.4 7.2 6 o
TX-V 9.2 8.3 gs| 4 -7
-5.8 4.7 470 3 -8
Efficiency [dB] -5.5 4.4 44l 9
VSWR [:1] 4.2 2.1 1.6]
-10
2000 2100 2200 2300 2400 2500 2600 2700 2800 2900 3000
Frequency [MHz]
Radiation pattern
+ XY-plane @2442MHz YZ-plane @2442MHz|  +. ZX-plane @2442MHz|
1 (-X) (+Z) 7 (+Z)
f/u‘ 'f\‘\ v v l;‘,/_ {\J v
[ 1~ + + ™~ 7+
N (I N~
B g
-Y) (+Y) -Y) (+Y) +X) (-X)
——TX-H ——TXH ——TX-H
—TX-V —TXV —TX-V
unit: dBi (+X) unit: dBi (-Z) unit: dBi (-Z)
20180425

About this Application Note

*This Application Note has been prepared as a reference material to help obtaining the antenna

performance mounted on BLE module better while it is not guaranteed or assured to obtain better
communication performance and distance.
*This product “BLE module” has been certified and matching circuit constant for antenna within
module cannot be changed when ambient environment condition changes.
re-certified when matching circuit constant is changed.

TAIYO YUDEN CO., LTD.
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Control No.

Control name
(2/2) Design guide

1. Battery operation
When using a small battery (e.g. CR2032), a large capacitor (e.g.100uF low leakage capacitor)
should be placed near the battery. This will reduce the voltage drop especially when the module is
operated at low temperatures

2. Pattern Design Guide
2-1. Power Supply System

The VDD trace is preferable greater than 0.5mm and a bigger a via diameter is recommended.

VDD

Module

2-2. GND Pattern
Wide GND area must be provided to ensure isolation for each layer. Also, please surround the
signal lines of GPIO, DCC etc. with GND layer as much as possible.

Via diameter greater than 0.2mm is recommended.

\ine width greater than 0.5mm is recommended.

*If it is difficult to place a bigger via, please increase
the number of vias.

* Bypass capacitors with smaller capacitance must
be placed closer to module.

Surface layer
siglils / High frequency line

|/ GND area

GND pattern of each layer should be connected to GND area with large number of via.

TAIYO YUDEN CO., LTD.
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Copyright Information:
Copyright Year 2019
- Bluetooth® low energy module Software — (TY’s app)
This software is owned by TAIYO YUDEN CO., LTD.
You and your company shall conform following:
(1)d | The software image may not be made a copy from TAIYO YUDEN CO., LTD.’s
module.

(2) The software image provided by TAIYO YUDEN CO., LTD. must not be loaded to
another vendor’s module or chipset, and can be copied only for backup.

(3) The software image may not be provided to anyone.
4) The software image may not be analyzed by reverse engineering, decompile, and
disassemble.

TAIYO YUDEN CO., LTD. is not responsible for any damage caused by this software.
Firmware Version is Ver. 5.0.0

There is a possibility of changing a software specification.

Trademark:
® iBeacon is a trademark of Apple Inc.

TAIYO YUDEN CO., LTD.
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FUNCTIONAL SPECIFICATION

1
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1 Introduction

This document outlines the components of the TY’s app 5.0 device and the configuration options
available to the user. The command and event formats required for communicating with the TY’s
app 5.0 device are explained. Detailed descriptions and use of the commands and events are
available in the [Command API) .

ARREF2 AL T TYs app 5.0 D KR—3 v bt a—VP—RRATI4 T 3 VR EICEET D3
Ll LET, TYs app 5.0 £ DBEFEICHLERaA~ L REAXRV DT+ —~ v MIOWTEHALET,
a<wy KeEA XY NOFEMZRT & FERFIEICOWTIE, TCommand AP &L T 7EE0,

2  Hardware(/>— Fv =7)

2.1 10 Assignments

A number of IO pins are configured for specific functionality. Refer to the table for your specific
board model for pin assignments. All pins listed below are configured as input only unless
specified. Note that not all pin functions are available for each board.

FEMSRED T2 DIZZ O 10 UMl S TWET, Er0E0 Y TZONW TR, £1OKR—RET LD
KESZRLTLLES, TRROTRTOE L, FEESNTHWRWEY , AL LTORMERINET,
HFER— R TITRXRTOEUERMEHATE 2D TIERWNWZ SIZERLTIEZIN,

Note: If high-voltage mode 1s used, VDD output is configured for 3.3V, but it depends on the
voltage supplied to VDDH.

Note: ®EEE— REMHT5H L, VDD 1% 8.3V ICREIAVET A, ZOEEIL VDDH (245
THEEIKELET,

2.1.1 Board
Table 1: System control pins
Pin Function Configuration Description \
P0.13 Factory reset Active low If held low on reset, application settings stored in non-volatile
Internal pullup memory are erased. Application will revert to default settings.
Pin Z low IKEET Y > F9° 5 & ROM IZIRIFSNT=T 7
r—va VREPHIBRIS I, T 740 MREBIZR Y 7,
P0.18 | Reset Active low UICR configured reset pin. The device will be held in RESET while
Internal pullup this pin is held low.
a—HP—FEEXREEL-OD Yy N T, 20
Pin & low IREEIZ T HZ L TTF M 2% Utk Y FT 5,
P0.16 DFU mode Active low When held low on reset, device will enter DFU mode until reset.
Internal pullup Firmware updates can be issued over the UART interface.
Pin Z low IKEET Y > FT D&, T4 R TV v F23FE
49 % F TDFUmode & 720 £,
P0.14 DTM mode Active low When held low on reset, the bootloader will enter DTM mode

Internal pullup instead of standard application.
Pin Z low IKBEET U &> FNT D L, BFEOT 7V r— a3 v
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P0.25

P1.01

P1.03

P1.10

P1.05

P1.04

P1.07

P1.06

P1.02

P0.03

P1.12

P1.14

P0.29

P0.28

P0.31

BLE Mode @ Varies
Select

USB  interface | Pulldown
select

UART/SPI Pullup
interface select

SPI Slave DRDY Pulldown

User GPIO 1
User GPIO 2
User GPIO 3
User GPIO 4
User GPIO 5
User GPIO 6
User GPIO 7
User GPIO 8
User ADC 1
User ADC 2

User ADC 3
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ELE) TlEL72 < DTM mode & 72 0 7,

Enabled when notify characteristic notifications are enabled. *
Low (default) — through mode, pulldown

High — command mode, pullup

Characteristic notification 232 T 5 & A%

Low (default) — through mode, pulldown

High — command mode, pullup

If held high on reset, the module will use the micro-USB port for
serial communication. If power is not supplied through this port
the UART/SPI selection will be used.

Pin & high IREETVU & >~ h9°% & | micro-USBport ZfEH L
TV TNBEEITD ZENTED, ZOR—MnbDE
TRBERE 23 72256 UART/SPI J81E 73 B BRI BRI S 41 CTHE
HTEET,

This pin is checked if the USB interface is not used. If held high
on reset, the UART (Mini-USB) interface will be selected. If low,
the SPI interface will be used in slave mode. The host device
should monitor the SPI DRDY line for availability of data.

Z D Pin X USB A v ¥ —7 =— A &M L2 W A I f#
TAHZENTEET, Pin & high IREETU &y 5L,
UART(Mini-USB){ > % —7 = — ANER SN F 9, Low JRHE
Ty b5 ESPIA v H—T7 — AW slave mode & L T
BIRSINET, RA TS RET —FOFHET S0
(Z SPIDRDY line ZfEsd L TS 72 &1,

Used when the SPI interface is selected. This pin will use internal
pullup to notify the host when data is available to be read.

SPI A VX —Tx—A&ERNLTREA LES, 20 Pinix
TR DHIABFREIREETH H & &, WL Pin 23 high &
L EmMLET,

General purpose |0 available to the user

. —H—F AT REILA Pin

General purpose 10 available to the user

a— P —F A 2L Pin

General purpose |0 available to the user

. —H—FHFTREILA Pin

General purpose |0 available to the user

o — P —F A w2 Pin

General purpose IO available to the user
a—H—F A "R Pin

General purpose 10 available to the user

o — P —F A w2 Pin

General purpose IO available to the user
a—H—F A "R Pin

General purpose 10 available to the user

o — P —F A w2 Pin

ADC input available to the user

o —H—F| " HE ADC AJJ Pin

ADC input available to the user

2 —H—F| " HE ADC AJJ Pin

ADC input available to the user
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= —H—F| ] /] e ADC A7) Pin
P0.30 | User ADC4 ADC input available to the user
= —H —FI| ] fJHE ADC A7) Pin

The pins listed in the table below are configured for use by the respective interfaces.

UTFTORIRTEAL, ZNEFNOAL o H—T 2—ATHAL T ZEEN,

Table 2: Interface pins

Pin Function Description
UART
0.05 | UARTRTS Ready to send output signal
0.06 = UART TX Data output
0.07 | UART CTS Clear to send input signal
0.08 | UART RX Data input
SPI Slave
0.17 | SPIS SCLK Input clock signal for the TY’s app
1.11 | SPIS MOSI Data input for the TY’s app
0.15 | SPIS MISO Data output for the TY’s app
0.12 | SPISCS Chip-select — controlled by the external SPI master
1.10 @ SPIS DRDY TY’s app signal that data is available to be read
T — A RPAIARFRETHDH Z LA BT S TY s app 5. 0 fllDOFE 5
SPI Master
1.09 | SPIM SCLK TY’s app SPI clock output
1.13 | SPIM MOSI TY’s app SPI data output
0.27 | SPIM MISO TY’s app SPI data input
0.02 | SPIM CS TY’s app SPI chip select

3 General Information(B$#E£%)

3.1 Commandand Event Formats(A~<¥ > K/ AR b T4A—<T v )

TAIYO YUDEN CO., LTD.
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Commands follow a standard format.
A~y RIZULFOEARNR 7 +—~ v MIHERL TWET,
e Each command begins with a command start character ‘§’
Ka~<r RiE, a~vr FEGCFE $20 AT 5
e The 4 character command code
a~vy Ra— Rd4 XFERT5
e Input parameters for the command begin with a parameter token
TG A=BEANNT DHE/NTA—F =07 VMDA T 5
e The command frame ends with CRLF “¥r¥n”
a2 ROKEONIT2— KX CR+LF (&r¥n) ZfiH9 2

151
‘$CODE¥r¥n”
‘$CODE:paraml-param2¥r¥n”

A response will be returned for all commands. The response follows the same format described

above.

For commands that set configuration options, the response will provide a single parameter: “OK”

if the command was successful or “ERRxxx” if the command could not be executed. The error

number shows the reason that the command failed. Refer to Exrror Codes in the [Command API] .

For commands that fetch configuration options, the parameters returned are described in the
[Command API | .

Exceptions are for HRST (immediate reset) and FRST (factory reset) as the device will

immediately reset. In these cases.

avy RZiFa~vy RETHR, Fa~y PG T oLV ARy Rav s FREETHASNE T, VAR

vAawry NI EROavy R7y—~<y MIEILLET, F7va VREEZT Ha~vy NEEITT 58

B, A RS LIEGEIEL T0K), a2 REFITTERDPSTZGEETT TERRxxx] &V H /3T A—H 73

M LET, Error FEba~vy REETCEX ol fRNAMHRT 22 M TEEF, Error 2—F

(2RI L TiX TCommand API] ZZ&MR L T &V,

WEA TV arEiGT5a~vry Fogha, HHSivsd N7 A—41% [Command API| ZfERCEET

HRST (immediate reset) L TN FRST (factory reset) 1EfiFhL 2o TWET, (T A4 ZANENEICY &

v I bH7eD)

Events may be generated during operation. Events follow the same format as commands, with

the addition of an ‘E’ character following the start character. A list of events can be found in the
[Command API | .

ARy MEIBMERICHE A ENE T, ANV ME, av s RERU 74—~y MOEILL, X 5ICBE T

DENMPGEEnTHhEhET, A X FD Y A MX [Command APl /O fERTE £,

il

‘SECODE¥r¥n”

‘SECODE:paraml-param2¥r¥n”

3.2 Application Boot(7 Z'1) r—< 3 V#EED)

When the TY’s app 5.0 is powered on or reset, a boot sequence will be performed. This boot-up
includes the following operations:
TY’s app 5.0 &, F7/2idV -y b LR, ESVAENTTORET, ZORBLEIL, ML FOBENRE
FNFET,
e Preparing the hardware
N— R =7 O Y
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e Loading user settings from flash memory
Flash memory 7> 5 = — % —RE & mt A iA e

e Preparing the Softdevice, Services and Characteristics
Softdevice,¥— " &, Characteristics ® %/

e Activating the selected serial interface
BRIV ) T A v F—T = — 2D U

28-May 2019 Ver.1.0
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Once the boot sequence is complete, a Boot event message will be output over the selected serial
interface. The message will display a status parameter depending on the state of the device:
EESLEENSE T 5 &, BEIA RN MAYE—URBBR LIV TA X —T ==X LTHII S
F9, AvE—TET AL AOREIZ L > THIG LT T A= BRRRENET,

Table 3: Boot status messages

Status Description

DFLT No user configuration data available. The device default values are being used
2 —YP—RET — X IIFAET, 77 4L FERE CTEE)

OK The device has successfully booted and is using the stored user configuration
BikSnlca—Y—&kET —Z 2FfIH L TESH)

ERR The device has experienced an error during boot

fEih T T — A

3.3 Application Setttings and Defaults(7 U 7 —3> 3 VERTE/T 7 4+ )L MME)

The table below lists the user-configurable settings and their default values
UTFORTZ—F—FEHAB 7 74V MaZRLET,

Table 4: Application defaults

Field Value
UART Baudrate 115200
Regulator LDO
LFCLK Internal RC
Device name “Tysa-B 5”
Role Peripheral
Address type 1 (random static)
Address Factory default
Advertising interval 100ms
Advertising duration 10s
Advertising mode 1
Advertising data Device name only
Autostart enabled
Bonding enabled
Conn interval min 100ms

3.4 Saving Configuration Data(§%E T — %

Field

Conn interval max
Conn super timeout
Conn Latency
Extended primary PHY
Extended second PHY
10 capabilities

Scan window

Scan interval

Scan duration

Scan type

Scan filter (name)
Scan filter (service)
Security level
Whitelist

DRTF)

Value \
200ms
4s
0
0 - 1Mbps
2 — 2Mbps
0—None
250ms
500ms
10s
active
“Tysa-B 5”
disabled
1 - None
disabled

Configuration data is read from non-volatile Flash memory during boot and stored in volatile
memory (RAM) during operation. Configuration changes made by the user only updates the
values stored in volatile memory, therefore any reset or loss of power will cause these changes to
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be lost. Users can issue a Save command (SAVE) to the TY’s app 5.0 to commit the current
configuration data to Flash. This command can only be issued while the device is not currently
advertising, scanning or connected via BLE. When this command is successfully executed, the
previous configuration will be erased and the new configuration stored. Upon completion, a save
(SAVE) event will be issued to the user interface. In the event that the data is not correctly
written or the device is reset before the save completes, the TY’s app 5.0 will attempt to recover
the configuration data during boot. If the recovery fails, the default configuration will be loaded.
RIET — Z (TEBRHCAHHIENE A E U 22D REATE SAEEFIZ Memory RAM) IZHMI S NES, 2 —HF—N0
ToTREEFIL, @ Memory RAM) IZIRAF SNV TWDIED A ZEH T D720, Uk y MEIITERIY)
nNoLZNbOEENKbET, 2—¥ —I% SAVE v A L CTRFTOBREFMA Flash (ROM)
WCRFTHZENTEET, Z0a~vr Rk, 785 AP Advertising/ AF ¥ > /BLE #5217 > T 720
MOBREHTHZENTEET, ZOavy RBIEFIZFET LS. FITHORERBITHIBRI L

WEREBRPRESINE T, RIEVDETTHE, 77 v affE (FLOK) A Xy M Ra2—P—o v F—7
:4’ AN L THITENET, REVETTIHRNIT —ZNELIEZXRAENLWD, TR AR By
FEn=%E. TY s app 5.0 (FEEPICHRET —ZZRELELY ELET, VIRNURKKTHE, 7
T AN NRERE— FENET,

Some commands affect the boot sequence. These commands require that the user configuration be
saved and a reset performed before they are applied. These commands are:

EEVFICEET 2a~r R 3, Zhboavwy KT, 2——#&ExHEF L, EHAmmcY &
v FEFETTOMERHY T, ZnbDa~v s FFROEBY TT,

Code Description \
UART  Set the UART interface baudrate
UART f > Z— 7 = —ADAKR—L— N ERE
SSEC | Set the desired security level of the BLE service and characteristics
BLE Dt = V5 ¢ L~ & characteristics % % &
SXLF  Set the preferred LFCLK source
LFCLK source Z %X E L £ 9

3.5 Factory Reset

In the event that the user wishes to erase all stored configuration settings and bonding
information, a factory reset can be performed in two ways:
= 1%fé7hﬁ XEF LW bonding F# % T X CHE LLWEA, Factory Reset 132 DD HIET
FATTHZENTED
1. Holding the factory reset pin (P0.13) low and resetting the device
Factory reset pin(P0.13)% low JREEIC L TT A ZAD U & v h 1T
2. Issuing a Factory Reset command (FRST) with the “CONFIRM” keyword as a parameter
NT A —%%"CONFIRM”IZ45E L C Factory Reset =2~ > F(FRST)% %17

If either of these conditions are triggered, the device will erase all user configuration data during
boot. The boot message will indicate that the device is using its default configuration. Once the
reset 1s complete, the user should release the pin so that saved data is not erased on subsequent
resets.

IHDLDOWTNNOERENREAET D L. T, ZFEBHFICT_XRTO2—F—F =X ZHELET, &£H)
AvE—=UE T/AART 74NV IREEZFEHL TSI EZRLET, VEy MRETLEDL, 22—
P—IE U ZMBL T, ZOHDOY By MEICRFESNTET = PHEISNLRNWE I ICT OXERH Y £

T
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3.6 Power Control

The TY’s app 5.0 supports a small number of power control features that users may configure.

TY’s app 5.0 |2 — P —0NRETE BB NHIEERELZ R — N LET,
3.6.1 Regulator Selection

By default, the TY’s app 5.0 is configured to use Low-Dropout (LDO) regulators. DCDC regulators
can optionally be selected for use, which may improve efficiency and power consumption.

F 7V FERETIL, TY s app 5.0 (X LowDropout (LDO) ¥ = L—ZBFEESNTWET, EIR
e L EIIEEZWET HITIEDODC X 2 b—X 2T 25 X ICHENLIEBIRT 5 Z L HFEET
R

The following commands can be used to set and get the regulator configuration:

UTDa<vy FefRLTLFa b—HlRaRER LG TE 9, ¢

Code Description

SREG Set the regulator configuration to LDO or DCDC
L ¥ 2 L—& % LDO /> DCDC [T ET 5

GREG Get the current regulator configuration
BEOLX 2 L—Z ORERELZEIET S

3.6.2 Power Save Mode

The TY’s app 5.0 device can be set to enter power-save mode by pulling the specified 10 pin low
for a minimum of 0.5 seconds. After this time, the device will disable the UART interface and only
enable it when data i1s sent from the device. This allows the device to shutdown the high speed
clock when not in use for considerable power saving.
TY’s app IZ5#& I/O Pin 2072 < &6 0.5 LA L low 1295 Z & T power-save mode IZ5XET 5 Z
LM TXx %9, Powersave mode H, 7 /31 AXUART A v ¥ —7 =—RA&ZFHTHZ LILTTX 7
KR, TAAL AT —ENEEINTE EDOHIMETHZ & TEE T, Power-save mode |2 &>
TTFf 2FmErny 7%y y UL, BHHBEEZMAD ZENTEET,

While this state is active, the device will be unable to accept commands. System events will
continue to be emitted, and BLE activity will continue (advertisements, scanning, connection etc.).
Full serial functionality can be restored by setting the power-save 10 high for a minimum of 0.5

seconds.
Power save enabled (PWRL) and power save disabled (PWRH) events will be displayed when
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the power save mode is changed.

Power-save mode 7% active IRKEETH B[], 7 3A AFa~vr REZIMTETAL, VAT LAY
MIBEFEEY M NT 228 TE, BLE #iRIFEEL ST ET, T RAXXA VT Axp=r
7. BEREIRRE. etc) T XTO U TIUEEREIX, power-save I/O Pin /0 72< &% 0.5 #LLE high (2
THZETHRITTHAZENTEET,

3.7 Clock Control

The TY’s app 5.0 device initially configures its low frequency clock (LFCLK) to use an internal RC
oscillator synthesized from the HFCLK. The LFCLK can be set to use an external oscillator (if
available) which may reduce power consumption. The following commands can be used to set and
get the LFCLK configuration:
TY’s app 5.0 734 A X HFCLK 7> 5 &% L7=NEK RC 4> L —# Z{#H5 5 X 912 low frequency
clock (LFCLK) A7 &E L CWET, FIAAREThHiLE, LFCLK H b H#EE ) A I C & M4
L—H AT 5 X ICRELENTE E T, LFCLK ORE/MRITLL FTOa~y KnbiTx 7,
Code Description
SXLF Set the preferred LFCLK source

LFCLK source D% E
GXLF Get the preferred LFCLK source

LFCLK source ® 15
RCLF Get the currently active LFCLK source

BIERR EH D LFCLK source D Hif5:

The LFCLK source is configured during the boot sequence, users must therefore issue a SAVE
command and reset the module to apply changes to the device.

LFCLK source |Xfd@#hs —4 o AHZERE S, = —HP — L SAVE =< K C LFCLK source D% € Z 1%
FLT%, REEZKMT HT-DICEY 2— L&Yy LT EEW,

3.8 Direct Test Mode

If DTM mode is selected during boot, the device will enter Direct Test Mode instead of the
standard application. The device will remain in this mode until it is reset. The host’s serial UART
baudrate when using this feature must be set to 19200. Refer to Nordic’s documentation on Direct
Test Mode for information on using this feature.

f#) DTM(Direct Test Mode) 2R S V72 H, 73 AX@EOT 7V r—ra vy ofb vz
Direct Test Mode I[Z AV £, 734 23V &y F23%HAT 5 E T DTM mode Z#+Ff L £3, DTM
mode Zf T HEIIAA MUl U 7L UART R—1— k% 19200 [ZRET HLERH Y 7,
Direct Test Mode (2B 3 5 1E#HIL Nordic ® R¥ = A > F 2B L T X0,

3.9 Device Firmware Updates

The TY’s app 5.0 device firmware can be updated via serial UART. If the DFU pin (P0.16) is held
low at reset, the device will enter DFU mode. No boot events will be generated when the device
enters this mode. A firmware update can be programmed during this time using Nordic’s NRF Go
Studio application or the nrfutil command line utility. Once the update is complete, ensure that
the DFU pin is released prior to reset so that the device does not re-enter DFU mode.

TY’s app 5.0 ® Firmware |33V 7 /L UART # /L CTHHT 5 Z LN TE £4,DFU pin(P0.16) % low
Wl LTY Y %2179 &, DFU mode IZAY £9, DFU mode ([Z#1T7T % &##E) A~ MIH S
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NFEF A, Firmvare O FH H 1L DFU mode T nrfutil =<2 RIA U EZFEH L TITAET, THNE
TT25E, THAANDUE— RIZHFUALZRWE S IZ, Uty FORIZ DFU B UM ERSNTND 2 &
PR L T 7E& Y,

To program a firmware update using nrfutil, enter the following command on the command line:
nrfutil =~ FZEH LT Firmware O®EHZ1795 121X, a~v2 I I TUTOa~vy e AL
TLEEN,

nrfutil dfu serial -pkg dfu_file.zip -p PORT
Where dfis_file.zip is the zip file containing the firmware update and PORT is the COM port the
TY’s app module is connected to (e.g. COM51). A progress bar will appear and display the results
of the update.
dfu file.zip 1% Firmware update 7 7 A VI3 &E £7- zip 7 7 AV TH V., PORT 1% TY’s app
module 723 STV % COM Port Z457E L T 728V, o~ RREITEND EEITRILZ RS
NWe=NERINEHINFET T L EHEIRBRENRIINET,

4 Interfaces

4.1 Types

The TY’s app 5.0 device supports up to three interfaces for serial communication; UART, USB and
SPI Slave. For models that support multiple interfaces, there are two interface selection pins that
can be set by the user to select the interface they wish to use (refer to 2.1 IO Assignments for pin
assignments). The interface pins are read on boot. A device reset must be performed to change the
interface once the boot sequence is complete. The interface is determined by the following criteria:
TY’s app 5.0 (£ V 785 & L C UART, USB, SPI Slave ® 3 @ DA v X —7 = — ANHR— k
SNTVWET, HEOA =T 2= R&PR—FLTWDET AT, 3EEDA L F—T=—X
EYIVREZDHT2DICA v X —7 = —ZERAD Pin 8 —OHE SN TV E9(2.1 I0 Assignments ©
Pin & 28 ), A v ¥ —7 = — AR O Pin IFEBHZ Pin ORENTFAA TN E T, KEHIT
— I UANFET LI, T A2 VY RLTA VUV H—T =—REERTIHLERDY 7, >
S —7 = — ZEPIFEIFLL T 0@ Y TY,
e If the USB select pin is held high and the device is powered using High-Voltage mode, the
USB interface will be used.
USB #&4R Pin % high ®IRAETT /31 A % high-Voltage mode TiL#E3 5 &, USB A > ¥
— 7 = — ANFIHATRE T,
e If the USB select pin is held high and the device is not powered using High-Voltage mode,
the UART/SPIS pin will be used.
USB &4 Pin % high OIRETH T /31 A% high-Voltage mode TiE#E L2V 54,
UART/SPIS Pin MF[HTE £,
e Ifthe USB select pin is held low, the interface selected by the UART/SPIS pin will be used.
USB i#R Pin % low OIREETHIIX, UART/SPIS Pin Z2F|[H L CTA v X —T =—ADi#
ROFREL 72D £97,
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4.1.1 UART

The UART interface operates on a default baudrate of 115200bps, no parity and 1 stop bit. Flow
control is not used. Users can modify the baudrate using the following command:
UART A ' #—7 = —A[XT 7 # /v FiREN A —L— b : 115200bps, parity 72 L, stop bit:1, Flow
T2 L CEITESNE T, A—L— FEAZER LZWEEIITOa~ Ly R LEEAREE T,
UART  Set the UART interface baudrate

UART A V' F —T7 = —ADAR— L — FRE

Valid baudrates are listed in the 'lCommand API | . Baudrate settings are applied on boot, therefore
the user must save configuration data to flash using the SAVE command and reset the device
once the save is complete.

If the user cannot determine the baudrate of the device, a factory reset can be performed to return
the interface to its default configuration.

FIHTE 5248 —1— FOfEIX [Command API] (ZFE# L ThH Y £7, A— L — M OFEITEBNRF IS
SINHeH, 2= —|LSAVE 2~ N CTHET —# % Flash IRFEVRZET LTHHT A A& V& v b
LTLESY, 2—=F=RNFNS 2ADR—L— FERETE R o6, LHHARE~BITT 2
Factory Uty b&ITHO ZETT 74V FOMEICEREERT Z ENTEET,

4.1.2 USB

The USB interface operates in a similar method to the UART interface. A maximum of 64 bytes
can be transmitted at any one time due to the limitations of the internal DMA buffers. Use of the
USB interface may require additional driver support when used with a host PC. If the USB
interface is selected at boot, an extra 10 seconds is added to the boot time to allow time for the
USB power and serial interface to settle. The boot event will be generated after this time.

USB £ v 4 —72—A X UART A ¥ —7 = —A L= &5 RBENRTE £, WNE DMA Ny 7 7 ®
FIRT D720, —FEICHRK 64 31 PETHEETEET, USBA ¥ —7 =2 —2OFHIEAA ~ PC TD
FIHOKRHZBIND BT A NP R— FBRUBBEIZRLGENRH Y £3, EH#IRFIC USB /4 —7 = — A%
RENTWBHA, USBEFREVITIAA U H—T7 2 —RELEIEL7-DEET 5 F T 10 PERH %
22T TVET, ZOOEENND 10 WRICEE A X MAH NS ET,

4.1.3 SPIS

The SPIS interface can be controlled by an external SPI Master device to transmit data in and out
of the TY’s app 5.0. The master initiates a transaction by pulling the CS line low, performing the
data transfer and raising the CS line high. The CS line must be controlled in this way as the TY’s
app 5.0 SPIS DMA buffers are processed following the end of a transaction. The SPIS uses the
following configuration:

SPIS A v #—7 = — A I D SPI v A X F 314 22X > CTHIIE L, TY's app 5.0 77354 A A& &4
T NA AT —FHFELET, SPI v A XX, CS 74 % low JREEIZT 5 Z & CTF — FHak & EAT
L.CS 74 % highiREEIZTAZLIZL-TC TV a Bt LET, TYsapp 5.0 SPIS DMA
Ny 77X T o HF 7o a OB TRHRIZUEINDTZD, 20X CS 74 VA2 HlHT2LERH Y F
o SPISIIRD & o 7k ek 2 L £,
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Table 5: SPI Slave Configuration

Field Value \

Bit Order MSB first

Clock Phase (Mode 0) Leading

Clock Polarity (Mode 0) Active High

Maximum Frequency = 8MHz

By default, the output buffer of the TY’s app 5.0 remains unloaded and only input data is
processed. When the TY’s app 5.0 has data available to be read, the SPIS DRDY pin will be pulled
high to notify the host. The host can issue an SPI Read command (READ) to the TY’s app 5.0
along with the number (Nbytes) of bytes it wants to receive (maximum 99 per transaction). This
will instruct the TY’s app 5.0 to place the specified number of bytes into its output buffer. The
next transaction must transfer (Nbytes + 1) bytes in order to receive all of the data placed in the
output buffer. The following considerations apply:
F 74/ T, TYs app 5.0 D 1N 77137 ra— RE&NEEE T ANT =X OHRPUFL I E
79, TY's app 5.0 237 — X Ot AN a[GE & 72 5 & SPIS DRDY Pin 28 high 1272 % Z & T A Ml
BEHENET, FAMEITYsapp 5.0 (2 SPIRead =~ F(READ) & Z{E L7z o RE(R T o7 v
aVhic D ERR 99yte) E AN L TCa~vy REITT LI LNTEET, Z0avy REITICRY ., fHES
Nz sA MEAEBIIN 7 7 12T 559 TYsapp 5.0 IZHERLET, kDO T V7 v a Tl
Ny T 7 I ENTT R TOT —Z 2% TWMAH 701, (NN b+ 1) Ao MEEETH50ERH Y F
To UTICBETRENELTHLET,
e Upon receiving the READ command, if all available bytes are loaded into the output
buffer then the DRDY signal will be set low.
READ =~ F&XZET 2B, SRR T XTONRS FBH RNy 7 7ice—FFand &,
DRDY 155728 low IZRRESNVE T,
e Input data is ignored during this transfer.
AT =21, BRELBEP A 22 T £/ A,
e The first byte of the transfer contains the valid number of bytes following it. The master
can use this value to reduce the total number of SCLK cycles to perform.
HREALBE DA D /3 A NI, BEIET D3y 7 7 IR A MG ENE T, v AZANXZ
DOEZEH LT, #1775 SCLK A 7 VO AEZK ST Z &N TEET,
e If the master transfers more bytes than are available, excess bytes will be 0x00
~ ZAZPDMERATREZR S A I D 2 < DAL M ERERET 56, Bil A X 0x00 L7220
7,
e Ifthe transaction is ended before all bytes have been transferred, the remaining bytes
are discarded.
TRTONS NPIEGESNDENC T 7o a PR TT5 L, FHYONL MNIESNLET,
e At the end of this transaction, the TY’s app 5.0 will not reload the output buffer until
another READ command is issued.
TDORTUT I arBNETTSHE, 3O READ o~ RRARITENDE T, TY s app 5.0 13 H
Ty 772 ue—RLEREA,
After issuing a READ command, if the SPI master initiates the next transaction before the TY’s
app 5.0 has loaded the output buffer then the TY’s app 5.0 will ignore the entire transaction. In
this case, each byte clocked out of the MISO line will be OxFF to indicate that the transaction is
invalid. The SPI master can repeat the transaction without data loss. The first byte of any valid
output transaction performed by the TY’s app 5.0 will never be 0xFF.
READ =~ R&31T L7, TY'sapp 5.0 W)y 7 7 &1 — K3 5R1Z SPI v A X BNKRD KT
JvarEBBTAE, TYsapp 5.0 hT oV 7 v a V22 EELET,
ZOHE MISO 714 b/ uy 7 SRDHZ/NA ME TP 7 v a Ui BN THL Z L 2T 0xFF
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W72 Ed, SPI~AX L. T—HHEKRLTr 7Y 7 v a a2 0iRTZENTEET, TYsapp 5.0
THEITEINAENHIINT o7 o a v OREIIDOSNA NI OxFF 2730 F45 A,

4.2 Modes

Two communication modes are available: Command and Through. By default, the TY’s app 5.0 is
always in command mode and follows the formats outlined in section 3.1 Command and Event.
When the TY’s app 5.0 is connected to a peer device and notifications are enabled on the
peripheral’s Read/Notify characteristic, the communication mode will change depending on the
state of the mode select pin . The default mode when notifications are enabled is Through,
Command mode can be selected by pulling the pin high. A Mode (MODE) event will be generated
whenever the mode is changed.

ZODBEE—RNIEa vy FE-REAL—F— FOZHEPHELTHY £3,.7 74/ b TIE. TY's
app 5.0 lZEIZa~ > FE— RTEEZITV, 8.1FEDa~vy RIA XY M 74—~ v MIHELL TWET,
TY’s app 5.0 B ET U > 7T /31 R ZHEfE S 41, peripheral @ Read/Notify W ENIC/2 5 & E— N
Pin(P0.25) DIREEIZ S U CilfEE— RNZAYk L £ 9, Notification NENTH D & & A)L—F— RNT 7+
JRERD, avy RE—NIERT 25513 E— &R Pin & high (752 L TERTEET, £—
RIZBIT 24 X MIE— FPRER S EE I snnET,

4.2.1 Command Mode

In Command mode, the TY’s app 5.0 device follows the protocol described in section 3.1 Command
and Event. In order to send data over the BLE link to a connected peer device, the SEND
command can be used. Refer to section 6.5 Connections for information about when this command
is available. A Transmit complete (BTTX) event will be generated when the data has been sent to
the peer device. If data is received from the peer device, a Data Received (BTRX) event will be
generated.

awy RE—FROK, TYsapp 5.0 3.1 FHEDa~vy R4 Xy MI#ESh=7n ha/ L TEEL £,
TV T 5T T A AT — X 2R ETH20IZiE, SEND a~v > FEFEHALET, Zoa<w R
DFEFIECHON T, 6.5 EEASZRL T ZE0, FEF TA XY MBTTXNERT U 7 2T 727
AANT —EREFEEINZEXICHDENET, XT VU T EITSTT A AT —H &% f5 LIk,
T—HZ G4 X NBTR)B S E T,

4.2.2 Through Mode

In Through mode, all data received on the current interface (UART/SPIS/USB) is queued directly
for transmission over the BLE link. Commands cannot be used in this mode. If the TY’s app 5.0
device is configured in a central role Write-without-response operations are performed on the
peripheral’s Write characteristic until the queue is empty. In peripheral role Notification
operations will be performed until the queue is empty. Events will not be output while this mode
is active, except Mode (MODE) events to notify the user that the mode has changed.

Attempting to send commands to the TY’s app 5.0 while this mode is active will result in the
command being transmitted to the peer device. The command will not be executed by the peer
device.Data received over the BLE link (notifications or writes depending on the current role) will
be output directly on the current interface.

Z)—F— FTIL, BFEEA LTS A & —7 =—A (UART/SPIS/USB) TZEENI-T_TOTF
—21%, BLE UV v 7 % LIZE GO EDICEEX 2 —IC AL E T, AL—F— ROz~ RiXfEH
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TEFHA, TYsapp 5.0 8B FINLELTHEHALTWDAEE, 77472 FbOEIALEIEIL,
F o — N DHFETRY 72T /LD Write FETHEITINET, XU 7= 7/ TlX, Notification #:{E
XX 2 =N ETEITEINET, T—FREFINLZIExa—V—lZ@BHAT 572Dz, E—F
(MODE) A4 X> FEFRWT, ZOF—RKNT 7T 4 TIRETHDHA X MIHTEnEEA,

ZDFE—FKNT 7T 4 TIRETHLRIC TYsapp 5.0 ICa~r FEEELEIETHE, a~vw FEDL
DOPXT YV TEITSTNDT A, AZEFEINET, TOOa~vy NIETTHZENTEERA,
BLE VU v 7 (BUEDOHENZIL U T Notification £ 7213 write) TZEESN=T—# 1, BEFHALTWD
AU —T7 2 — R CEFEH T ENET,

* Note: In through-mode, the TY’s app 5.0 module buffers data internally to transmit packets

opportunistically as the softdevice internal buffers are emptied. The TY’s app 5.0 buffers hold a
maximum of 2kB of data. Sending large blocks of data will require some delay to prevent overflow.
The duration of this hold-off time will be dependent on the connection interval and baudrate of
the BLE connection.

¥note: through-mode TlZ, TYsapp 5.0 TV 2 —/UiL, V7 T34 ZAOWNERN v 7 7 RZEIZ78 D

L T ERNECANy 77 LTy FEEELET, TYs app 5.0 23y 7 7 135K 2kB OF
— X ERFFLET, KEOT =X OEETLHHAE. A= "—7 0 =% Todlldh D FREDOIRIEN
WL £, ZOR—/L FATEROR I3, #HHER S BLE S0 R — 1 — ML > TER
nET,

Through
From interface — - BLE )
transmit
queue
SEND
Command

Command Other

processing commands

Through

From BLE —» = To interface

BTRX
event

Command

Events

Figure 1: Data flow for command and through modes
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5 Peripherals

5.1 GPIO

The TY’s app 5.0 has up to eight (8) GPIO pins available for use by the user. These pins can be
configured as input or output pins. The API commands listed below are available for controlling
these pins. Examples and further details about these commands are available in the [Command
API) .
TY’s app 5.0 (21, 22— =2 MEFEHTE 25 8 >® GPIO Pin "H Y £9, ZHN 5D Pin iZAJ) Pin F721%
HMAPIn & LTRETEET UTFOAPI 2~ FE2EHLT.2NHO Pin 261425 2 &N TEE T,
Ihboa~y FOREFMIZOWTIE, TCommand API] ZZ ML T 72E0y,
Table 6: User GPIO APl commands

IORD Read value of input

10ST Set value of output

I0GT Get value of output
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Note: the IOST command will result in the corresponding pin being driven at the specified voltage
level. This can result in damage to hardware if not connected correctly.

Note: IOST =~ RigZx&aT D B DRESNZEBE L~V TEIfESET, Zhicky, ELL
P S TN n— Ry = 7 N BET L RN H Y £

Only GPIO numbers listed in The TY’s app 5.0 has up to eight (8) GPIO pins available for use by
the user. These pins can be configured as input or output pins. The API commands listed below
are available for controlling these pins. Examples and further details about these commands are
available in the API reference manual.

Table 6 are valid. Attempting to target an 10 number not listed will return an error.

A value of 0 indicates that the pin is low (GND). A value of 1 indicates that the pin is high (VCC).
If the command returns an error, no operation is applied.

TY’sapp 5.0 12U A F ZTW5H GPIO FBH21FH, =2 —HF—2NHEHTE 5K 8 AD GPIO B> #Ff-o
TWET, INHOEVFIANE U EFM A E LTRETEET, Fi® APLa~ > RiZZhbo
U EHIET 572 OICHAMETT, Zhboa~vy ROFEFEMIX, APIY 77 LU A~v=a 7 /VIZHL
E RV A GAY: S

R6NHANTT, VARINTWARWIOEFEZEZX—F Yy MILEH>2ET5L, =7 —NRSNET,
NRT A =% :value B 0 THLYA. Pin2dlow (GND) THHZ Lx2RLET, /87 A—# :value 1 1
ThH%E01E, Pin 2% high (VCC) THhHZ LarLET,

avy BRI —ZRLI-SA, BEEEA SN ETA,

5.2 ADC

The TY’s app 5.0 has up to 4 ADC inputs that are available for use by the user. The API
commands listed below are available for controlling these pins. Further details about these
commands are available in the [Command API) .
TY’s app 5.0 (ZiZ2—HF—2FHTEX25 450 ADC ANRHY £, LTDOAPI a~> REEHA LT,
INHLOEUERHETL2ZENTEET, ZhbDavy ROFEMIZ OV TIE, [Command API) %%
LTL7EENY,
Table 7: User ADC API commands
ADCC  Configure ADC measurement

ADC I 7E DFEE
ADCS | Start ADC measurement

ADC I E B A
ADCA  Abort ADC measurement

ADC HIE D H Ik

Before initiating a measurement, the User ADC input and sampling mode parameters must be
configured. Once armed, the module will use this configuration for all subsequent measurements
until a new configuration is applied. The ADC configuration is not stored in non-volatile memory
and must be re-applied following a reset.

WEZFRBT HENIC, =2—F— ADC ANWBLOY TV 77— RONTFA—ZERETDHUNERHY
FT, RENTETTDHE, HLOREDEHINSET, BV 22— /WLZORKELEHET TEBEIZIT YT
XTOWEIMHEHLET, ADC OFEIIARHFEBIEA T VIZHEMAI L TWRWeH, Uty MRICHRE
THUERHY £,

The sampling modes available on the TY’s app 5.0 are as follows:
TY’s app 5.0 TRIATE 297V v 72— RiZkD LY TF :
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Mode # Type Description
0 Single sample A single sample is read for each measurement
FHEZ L1 OOF > T ADRGRAENET
1 512 point FFT 512/1024 samples are taken at a specified rate (1Hz — 1024Hz). The
2 1024 point FFT FFT of the input signal is calculated following the measurement.

512/1024 %> 7 X, FRE ST — b (1Hz~1024Hz) CTHUS
LET, WE%R. ANEEOFFT BREREINET,

3 8192 point PCM | 8192 samples are measured at 8KHz
8192 ¥ 7 /LT 8KHz THIE S ET

Start Samplin — Post —- Output — -
Measurement, pling processing P

After the measurement and post-processing is complete, the result data will be output over the
active interface. Refer to the [Command API] for details on the format of the output data. If a
BLE connection is currently active and the device is in through-mode, the output data will not be
transmitted.

Measurements may be aborted by issuing the ADCA command during an active measurement. If
the module has completed sampling and is in the post-processing or output phase the abort
command will be rejected.

In FFT modes, data is normalized and a hann window is applied prior to FFT computation. In
other modes, output data is displayed in millivolts between GND and VDD
BEEBRIBENSETTDHE, WRT —ENT I T4 T A v Z—T =A% LT hasnEd, 7
— X DR OFEMIZ OV TIEL, [Command API] #Z ML T 7Z3\V, BLE #ERNBIET 77T 4 7 T,
THRA ZAWAN—F— ROE, M7 =2 3R E S EE A,

HEFIZADCA =2~ FEFBITT L&, WERNFILSNDIZ ENRBVET, EVa— AR T 7%
ZT L., oV o CBOMBEEIIH N 7 = — X2 h 554, Tilka~vy FIMEG ST,

FFT £— FCTlE, 7—# M EHI S, FFTFHEORNIC hann 7« > RUR@EH S ES, fioE— T
X, K7 —%1Z GND & VDD Of]D I VRN CTERRSNET

5.3 SD Card

Some models of the TY’s app 5.0 support writing to an attached SD card. Refer to the pin
assignments for your board (2.1 IO Assignments) for connecting a card to the module. The
command for writing data to an SD card is as follows:
TY’s app 5.0 13, BT 5 SD I — R~DEXAALZYTR—MLTWET, I—REETV2—
JZHEHE T 5121, A— FOEE) 4T (2.110 Assignments) 22 L T 7Z&v, SD H—FK
T —# EE AL a~y RIZkO EBY TT,

Code Description

SDWR | Write data to external SD card

SD 51— R ~DFEIAF

If no SD card is present this command will return an error. The user can specify a filename along
with the data that they wish to write to the file. If the filename does not exist it will be created
automatically prior to writing the data. If the filename already exists on the SD card, the new
data will be appended to the current contents.
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The filename may only contain alpha-numeric characters and the following: ., _ +-

SD — RMFELARWEGS, Z0avy N7 —%2 K LET, 2—PF—id, 77 A VICEZIALT —
BT T ANBERETDIENTEET, 77 ANEPFELRWGRIE. 7 —F 2 FE AL
WCHBIICHER S NVE T, 77 A VAT TIZ SD I— RITHFET %A, LT — 2 BBIEORNEIC
BINENES,

TrANGIE, BT EUTORSOREZMERTLIZENTEEST | _+

About SD product license

SD memory cards are protected by SD card association (SDA) patents.

In order to plan and manufacture SD related products, you must join SDA and have a license (HALA)
contract. Please be aware that it may be illegal to manufacture products without these contracts.

*SD AL DTV AZ DN T

SD AEY—H—FKIZSD H— R7 VI o—3 3 (SDA)DEHFIC L » TIHRES N TV ET,

SD B DB A2 ] « fU3ET 572 0121%, SDAICAS L, T4 B2 A(HALA) DRI N LI L 700 F
T, NN EEPTICHGLEZRIET 2 LBEERIGANH Y ETOTEREELZBBEVNLET,

6  Bluetooth Low Energy
6.1 Common Settings

6.1.1 Device Address

The TY’s app 5.0 device contains a factory-preset randomized static address. This address is used
to identify the device during advertising and scanning, except when private addressing modes are
used. This address is also exchanged during bonding.

The user may change the address to one of their own choosing. The following commands can be
used to set or get the current address.

TY’s app 5.0 (21X, THHAREL LTREL TWDE T U X LMEENT-AXT 4 v 7T RLVAREGENT
WET, ZOT RLARIX, 7I9A4R_R= R 7 Ry v 7= RBMEASNTOEHEERE, 7 K44
VT BIOAX Y VHIZT AL AEHBIT HeIERSNET, 207 RFLAiE, Bonding #1125 H
SHET,

A—P—iF, TRV RAZHASNBRLICbDOICEET LI LN TEET, ROawy Fa2EHL T, BHE
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DT RVAZREEITTETXET,

Code Description

SBAD  Set the static address that this device will use
T34 AT static address % X &

GBAD | Read the currently assigned static address
HER E Y O static address % o<

If the SBAD command is used with an empty parameter, the original factory address will be used.
In order to conform with Bluetooth address specifications, the uppermost two bits of any static
address must always be ‘11’. Any address set by the user will automatically be modified to meet
this specification. The address can be read following a successful update to confirm the new
address.

Changing the device address will make this device unrecognizable to bonded peers.

ZEP/NT A—2T SBAD 2~ REEHT 5L, wd LHMNMREOT FLARMEHA 4 EJ, Bluetooth
T RUAERRICHEE T 272 DIE AFEDAZ T 4 v 7 7 RLADR AL 2 By MEIFEIZ [11] TRiFi
T2 b20n, 2—PF—=NRELLT FL X, ZOEKEWEZT IO ICHBNICELESNET, HLnT
RUAZMERT DI2DICEHBRN LT, 7T RV REZHEALMD Z LN TEET,

TNART RVAEEETH L, ZOT 31 A Bonding SN7=XT U 7T, RZFEH SN EE A,

6.1.2 Transmission Power

The radio transmission power of the TY’s app 5.0 is managed by the S140 softdevice. By default,
advertising and scanning are performed at 0 dBm. When a connection to another device is
established, the softdevice will choose an appropriate transmission power based on each device’s
configuration.
The user can configure the softdevice’s selected transmission power using the following
commands:
TY’s app 5.0 D Tx power (%, S140 Softdevice IZ L » TEHINET, T 74NV FTIE, 7T RRX AT
7 A% ¥ L 0dBm TEITSNE T, BIOT A ZA~OEREDHESL S5 & | Softdevice 1347 /31 A
DR TEIFESW T 72 Tx power & 1&IRT 5,
Z——iL, WOa~v REFEHL T, Softdevice DiEI L7z Tx power ZFHETX ET,
Code Description
TXPW | Set the transmission power to use

Tx power DRE
TXPR | Read the currently selected transmission power

FEH D Tx power & FKo<

The valid list of transmission power levels that can be selected are (dBm) [-40, -20, -16, -12, -8, -4,
0,2,3,4,5,6, 7, 8]. Avalue of ‘X’ can also be used to allow the transmission power to be managed
by the softdevice.

BIAHEZR Tx power L)L OF%N72 Y A MM, (dBm) [-40, -20, -16, -12, -8, 4,0, 2, 3,4, 5,6, 7,8 , 'X'
DfEIX, Softdevice 7% H &) TR L 7= Tx power DEZFEH L £,

6.1.3 Automatic Start

The TY’s app 5.0 device can be configured to begin advertising or scanning automatically based
on its stored configuration. This allows the device to immediately begin advertising or scanning
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after the boot sequence has completed (following a power on or reset) or when a BLE connection is
lost. If the device is configured with a limited advertising or scanning timeout and the timeout
expires, the operation will NOT be restarted.
The autostart settings can be configured using the commands listed below.
TY’s app 5.0 I%. RIFSNTRREICESDWTHBIMIZT RRZ A DU TRAF v U EIGT 25 X 0 ICRE
TEET, Zhicky, BB =7 ZAn%T Ltk (BREARERLZY Y MR, £7213 BLE it
DRDONTZRIZ, THRARAZTSIZT NP A DU TERIFAX Yy B TEET, 70 ARPRES
NIeT RRZAD U TEINIAXT Y U H A LT 7 N THRSIL, 24570 MBRRT 5 &, BIEIXHH
SNEHA,
HEIAZ — FREX. UTOa~<~r REFH L TRETEET,
SASM  Enable or disable the autostart for the currently stored configuration

HEI R 7 — b ORI/ 2 3R E
GASM | Check if autostart is enabled for this device

BUED BB A % — s ORI/ R E & TS

6.2 Roles

Configuration commands can be set regardless of the selected role. They will be applied when the
device enters advertising (peripheral role) or scanning (central role). All commands that modify
settings will be unavailable while the device is advertising, scanning or connected to another
device, unless explicitly mentioned otherwise. Attempting to modify a setting in this state will
return an error. All commands that read configuration values can be used in any state.

REA~ Y NI, BIRUZERNCEARRSRETEET, T ABRT RRZA 7 (XY T xT)L)
FliFAF vy (B FI0) AT L SITRENPEN SN E T, FICHRRLARWIRY | REZLHE T
23 RTCOa~vU RiE, TRAART RNZ AT Axx U F123RIOT A RTHfH ST
WAHIIEATEEEA, ZTOREBTREZELEL LI ETDHLE, =7 —RHhanET, REEZHA
Woa~vr ML, EoLoRREBTHEMTEET,

6.3 Advertising

6.3.1 Advertising Parameters

The advertising interval and timeout can be configured using the following commands:
T RNEAD T DA =NV E I A LT Y FOREFUT O A~ FnbATH ZENTEET,
Code Description |
ADS1 | Set the advertising interval and the time before advertising is stopped
T RREAL DT DA BNV B A LT U NERE
ADG1 | Read the current advertising interval and timeout
BREHDT RAZA D T DA B—rV B A BT 7 MlZ R

When advertising using a non-connectable mode (i.e. beacons), the Bluetooth specification states
that the minimum advertising interval must be >= 100ms. In the event that the user selects a
non-connectable mode and the configured advertising interval is < 100ms, the device will
advertise using a 100ms interval. The stored value will not be changed. Setting a timeout of 0 will
perform advertising indefinitely.
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T —F (Thbb, B—ay) AL TT RRZ AP0 7 %179 54 . Bluetooth Hitkix, 7 K
WREAL DT DA B =L Dfe/NDS 100ms LA ETRITNIER SN ERESNTWD, 22— —03FERE
ME—REZBIRL, RESNTET EREZA DT DA 22— 100ms LV /NS WEA, T34 A%
100ms [BBETT RARZ A DU T HATVET, IRESINTMEITEEINFEFEAL, XA LT T b2 0IZRET
LDl AALT U NBBETTITKBEIICT RRZ AL DU TREITINET,

6.3.2 Advertising Data

Users can configure the advertising and scan response PDUs to include a number of data
fragments. The length of the PDU (31 bytes) must be considered when selecting the data to
include. The fragments that comprise the advertising PDUs include:
==X, ZEOT X EELLOITT RRZ AP 78 KT Scan Response PDU 44K 5 =
EMTED, BNMT57—2%2RIRTHLEX1E. PDUOES B13 ) 2BETIHXLERLY F
T, T RAZ AV PDU OHBRNEIZLL T & 720 £7,

[ Type length  Descripion |

AD type flags 3 bytes The advertising flags for this device
T RREAP T T T
Manufacturer | 2 bytes + data length User supplied custom data
data Manufacturer 7 — %
Service UUID 18 bytes The Taiyo Yuden 128 bit service UUID
Device name | 2 bytes + name length The current device name
TS AL

AD type flags are always included in the advertising PDU and not included in the scan

response PDU. Therefore the advertising PDU maximum number of bytes is 28.

AD Type 7 7 JIXEIZT RA\¥ 47 PDUIZE £4, Scan Response PDU IZIFE N EH
o LTERST, 7 RRZA Y7 PDU Ofc KA ML 28 T,

e Ifthe device name is included and the complete name does not fit into the PDU, the name
will be truncated. There must be a minimum of 3 bytes available to include the device
name.

FRE LT A A4 PDU [T RTNESRWEGE, IWE SR04 RNIEIV EBToHh
£9. T A4 % PDU NI H121E, &K 3 31 FOZEE B2 ER 0 £ A,
o If the device name is changed, the name stored in the advertising data will be updated.
Note that setting a longer name may result in truncation.
TNNAABEERBTDHE, T RNANZAD T T —=ZIURESN TV DARIPRER S NET, BV
ATERETDE, UIVETOHONTLE I LDEEL TSN,

If the total data requested does not fit inside the PDU an error will be returned.
FORINTZT —Z OEFD PDUNICINE HRWGEE, =7 —NIERSNET,

The commands available for modifying advertising and scan response data include:
Advertising 3 X O* Response 7 — ¥ OEH|MEHTE L a~v 2 RiZid, ROBDORH D £7,
| Code  Descripton .

ADS3 | Set the data to be displayed in the advertising PDU
T RS A VLS PDU ERE
ADG3 | Read the current advertising PDU
WREHOT KR4 A7 PDU & KR
ADS4 | Set the data to be displayed in the scan response PDU
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Scan Response PDU % i% &
ADG4 | Read the current scan response PDU
X EH D Scan Response PDU % 7R~

Setting an empty field for the user data will exclude user data from the PDU (refer to the
[Command API] for details on the input parameters) . Note that data stored in the scan
response PDU will only be available to scanners with active scanning enabled and a scannable
advertising mode is selected. Reading the PDU will return the entire PDU as it will be seen by
scanning devices.
2= P—F—ZPIEDT =V RERET DL, 2—F—F =% PDU oS ET (AR T
A= DOFMNZ DN TIL, [Command API] #& M L CT< 72XV, Scan Response PDU I[ZH#I S iz
—HIE, TIT AT AR Y U BADCI > TNDAF v TORFEHARET, A% ¥ VAlRERT KN Z A
DU TE—RPBREN TS Z EIZEBE LTS &Y, PDU Z3iAalid &, A%y o7 /3 1 ATHER
SNDHEHICPDU BENIRINET,

Advertising PDU Examples
Initially the advertising PDU has 28 bytes available (31 for the scan response PDU).

WIHPREETIX, 7 R Z 4 V7 PDU X 28 /34 My FIHFIEETT, (Scan Response PDU (Zx%f L T 31
NAR)

AD
Flags (3)
Including the Taiyo Yuden service UUID requires an extra 18 bytes.
KA E DY — A UUID 25 5121% 18 /31 M AL T,

AD
Flags (3)

28 bytes available

Taiye Yuden 128 bit Service UUID (16 + 2) 10 bytes available

If the user wishes to use eight bytes of custom data and include the device name (e.g. ‘7Y’ app 5)
then this will consume 10 + 10 bytes.
A=Y =R 8N, FDAARZ LT =ZEEHLTT A 24 (ITY'sappb] 72E) @0 55%561%, 10+
10 N FEHELET,

AD
Flags (3)

User data (2 + 8) “Tysa-B 3" name (2 + B) 8 bytes available

If the user attempts to include both the service UUID and 10 bytes of custom data an error will be
returned as this requires two more bytes than are available. This configuration would fit inside
the scan response PDU however as there are three extra bytes available due to the AD flags not

being included.

=Y =N —E 2 UUID & HAZ LT —2OW %255 L, PDU THEMAFREZRASA MEY 2 54
F3Z <o T LEI D, =TT —DNRINET, ZOWBIEL. AD 77 7 REERTWRWIZOITHIH
AIREZR 3 DDORGI2/NA "D H DT, Scan Response PDU ONEITILE 5,

AD
Taiyo Yuden 128 bit Service UUID (16 + 2) User data (2 + 10)
Flags (3)

6.3.3 Beacon Data

When the device is configured in beacon mode, it will advertise using a PDU format that adheres
to the iBeacon specification. In this mode, the user can select the proximity UUID, major, minor
and measured power fields that will be included in the PDU. The company identifier is fixed to
Apple’s ID (0x004C) for compatilibility with iOS beacon tracking features.
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TNA AP =2 E— FTHEINLTWDEHE. 7354 AL iBeacon fHARIZHERL L 72 PDU 7 4+ —~ >
FNEEHLTTY RAZYAXLET, ZOF— KT, =—%—i%, PDU IZ& £ 5 proximity UUID,
ATV —, vAFT— BEXOWERY =7 =V FEZEBRTEET, IOSE—a L T vF U JHEL D
H#MED =D, A ID X Apple @ ID (0x004C) ICEHE S TWET,
The commands available for modifying advertising and scan response data include:
T KRB AT L TBIWGET = OEFIHEHTCELa~vy FIZROEBY TF
Code Description
ADS5 | Configure the UUID, major, minor and power values to use in the beacon PDU

B —=1 PDU DFEE
ADG5 | Read the current beacon PDU

BEHOE—2 2 PDU % R

Reading the beacon PDU will return the entire PDU as it will be seen by scanning devices.
t—a PDU %255 &, AFx v T3, ACERR S22 PDU 2EPRINET,

6.3.4 Advertising Modes

The TY’s app 5.0 has four advertising modes available. The advertising data that will be used will
depend on the mode selected.

TY’s app 5.0 (21X, 4 DDT RNRXEX AP TE—RKRHV ET, EHT LT KNSV TTF—2 1T, &
WLTE—RIZLoTHRRY 5,

Table 8: Advertising modes

Mode Type Extended Advertising Set \
1 Connectable, scannable No Advertising + scanning
2 Non-connectable, non-scannable No Beacon
3 Connectable, non-scannable Yes Advertising
4 Non-connectable, non-scannable Yes Beacon

Extended modes are able to utilise the Bluetooth 5 PHY selection features for long range or high
rate transmission. Refer to section 6.3.5 PHY Selection for details on configuring the PHY.
Devices that do not support Bluetooth 5 extended advertising will be unable to receive
advertising data or send scan/connection requests to the TY’s app 5.0 device when extended
advertising modes are used.

Extended “&— NiX, REEBEREFE 7213 high rate 25 23F FH 7T RE 7 Bluetooth 5 PHY selection #%HE % Fll
HATHZEnTEET, PHY OREDFFEMIZOWVTIE, 6.3.5 D [PHY Selection] #Z&MH L T 72X
V", Bluetooth 5 extended mode % 74— K L TWRWT /A XX, extended 7 RARXZ A U7 E—FK
ZRAL TS TY's app 5.0 T34 AWK LT, T RNRXX A DU TTF—HDZAZ, AF ¥ VHEHRERD
EEEITO ZENTEERA,

6.3.5 PHY Selection

The TY’s app 5.0 supports the use of three PHY types, shown in Table9. When extended
advertising modes are used, the user can select which PHYs are used for primary and secondary
advertising channels. When non-extended advertising modes are used the PHY values are not

used.
TY’s app 5.0 i%, £ 912" T 320 PHY # A 7O Z Y AR — K L TWET, Extended 7 FNF 1T
TE—RMEF SN GG, 22— — 3774~V BILREDFX DT RAFA D07 F v VI
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b PHY IR TX £9, Non-Extended 7 KNXNZ 14 U7 E— RRfEHIN 5546, PHY {EIZfEH
ShEHA,

Table 9: Supported PHY types

PHY Type Description \

0 1Mbps Standard, legacy
1 Coded Long range
2 2Mbps High rate

The commands used for setting the PHYs are shown below:
PHY OBEEAT 5 2~ > FOFEHGIEIZ OV I T @Y T,
ADS8 | Set the primary and secondary PHY to use in extended modes

Extended mode THEH T % PHY D% iE
ADG8 | Read the configured PHYs

FREH D PHY DFEoR
When using Coded or 2Mbps PHYs, only devices that support these modes will receive
advertising data. Connections established using extended modes will always use the secondary
PHY for the initial configuration. PHY update requests are ignored.
Coded, 2Mbps PHY #fEHT 256, ZHOHDE—REVHR— NT 5T ADHRT XX T T
— X %%2f5 LE 7, Extended &— NZ2HH L 7o Bkt IWIHIELE CTIXH |2 secondary PHY 23 S vE T,
Fio, 20L& PHY OFEFEREZIT-E L THERITENZ D £7,

6.3.6 Starting and Stopping Advertising
Advertising can be started and stopped using the following commands:
T KNG AT DR EAFIRICET S a3~ FIZLLTo@bY T,
Code Description
ADV1 | Start advertising with the current configuration

Advertising % B 45
ADVO | Stop advertising

Advertising % {5 1
While advertising is active, most configuration changes are not allowed. To change configuration
settings advertising should first be stopped. If a timeout is specified, advertising will
automatically stop when the time limit expires and an advertising timeout (ADVT) event wil be
generated. If autostart is enabled, advertising will not restart if the user stops advertising or the
timeout expires.
T RN TPENEL TS, RIEEARZITH) 2N TEEYA, REEZEZITI T, T
T RREAD U TERAFIET HDMERSY T, FA LT T MBRREINTWDLGE, #4577 MR3JE
BT DHEABNCT RRZAL DU TPMEIRL, T RRZA D7 H A4 L7 T 5 (ADVT) A2 M)
SINFET, HEIESDNAENC > TWTH, 22— =BT KX A D T EEILTHNZA LT U MK
STT RRBA DU TIMEILT DL, 7 RANZ ALV 7 ITHECHBG L EE A,

6.4 Scanning

6.4.1 Scan Parameters

The scan window, interval and duration can be configured using the following commands:
AFkXY T4 R A F = ZAF Y VIRIOREITUTOa~ FEERLTIT) 2T E
7
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Code Description
SCS1  Set scanning parameters
AFX X NT A= DRIE
SCG1 | Read configured scanning parameters
REFDAR ¥ L /8T A —H FFKoR
SCS2  Enable or disable active scanning
TIT 4T A ORI/ B DR E
SCG2 | Get the status of active scanning
RETDT 7T 4 T AXx o OIREEER TR

The TY’s app 5.0 device supports scanning on both 1Mbps and Coded (long range) PHYs,
therefore it is required that the scan interval is a minimum of (2 * window). Setting a timeout of 0
will perform scanning indefinitely.

If active scanning is enabled, the TY’s app 5.0 will generate scan requests to advertisers that are
scannable.

TY’s app 5.0 (% 1Mbps & Coded(EHEEHEZ) DM HZ TR — K L TWDHIZD, AF v A ¥ — Lk
IN@FAX YT 4 RYDENCRET HAMERH Y T, A4 L7 7 MEHZ 0O ICHET D L. ¥4
LT U M PBAEETITKBAINC A T v U RFEITSNET,

6.4.2 Scanning

Scanning can be controlled by the user with the following commands:
A2x v OB EEILCET a~y FOFERFEIZLLTO®EY T,

Code Description
SCS1  Start scanning with the current configuration
A ¥ OB
SCG1 | Stop scanning
A% DO IR
TY’s app 5.0 devices will always enable scanning of legacy and extended advertising PDUs. Both
1Mbps and Coded PHYs are used for scanning primary advertising channels. The TY’s app 5.0
supports scanning secondary advertising channels using 1Mbps, 2Mbps and Coded PHYs.
Each time scanning is initiated, the TY’s app 5.0 device tracks addresses it receives advertising
PDUs from. An advertising report event (ADVR) is generated each time an advertising PDU is
received, up to a maximum of five events per address. A maximum of 30 unique addresses can be
tracked. After this limit is reached PDUs from untracked addresses will be ignored and no events
for that address will be generated. The list of tracked addresses each cleared each time scanning
1s started.
When scan filters are enabled (see section 6.4.4 Filtering), devices that do not match the filter
requirements count towards the number of addresses that are tracked. No events will be
generated for these devices. When whitelisting is used, devices not present on the whitelist will
not count towards the number of tracked addresses.
TY’s app 5.0 731 A%, WL A —B X Wextended 7 K% A7 PDU DAF ¥ ZA[HEIZL
T, TIA~ VT RREA DU T F ¥ RVDAF v 1%, 1Mbps & Coded PHY i J7 23t Fi 7] RE T
¥, F7z. 1Mbps. 2Mbps, B LV Coded PHY ZEH L=t XUV T RAZAL T TF ¥ X LDAF
Y EYR—KFLTWET,
AXx R INDTZONT, TY's app 5.0 7 N1 XL, 7T RARAX A7 PDU %5 L7127 FL A%
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FNT7oX 7 LET, TRRZAD T PDURZEEINDHTZNT, 7T RVAZEITHRKR S DDA K
D, T RREAL DT LR— A Xk (ADVR) & LTCHAShET, K30 EO2=—2T KL 2%
FT7wXor7TcEEd, ZORRIZETLIE, T 7 E2{ToT0RWT RLA0G0 PDU [LEHR
SN, FOT RLADOA X MIHANENERAL, PT X T EToTWET FLADY A MIAF Y
URBBEND TN VT ERET,

AX YT ANAEAINCTDHE (6.4.4 % [Filtering] 225M), RELIZ 7 A VANEE K LAWT
NARE, FT XTI T RLROEIZA U FENFETRH, TNHDOT AL ADA Xy MIHEH S E
A, Whitelist Z 59 % &, Whitelist (ZFEELRWT SA ZAE b T X T &2ITo72T RLAEITH
v RINERA,

ADV PDU Softdevice
received Whitelist
lR eject

All filters
cleared?

Accept Address

tracked?

Filter check

5

Set filters

)

Add address
to list

Yes

> 5 events
generated?

Maximum
tracked?

ADVR

event

Figure 2: Receiving advertising PDUs during scanning

6.4.3 Connecting

Users can initiate and cancel connections to peripheral devices using the following commands:
2—HP—x, ROa~vr REFEHLT, XU 72T VT N, A~OERIG/F Yy oL T52 68T
7,
Code  Description
MCON  Initiate a connection to the specified address

BELLET RLRADT A R LB xBMGT 5
CCON | Cancel a pending connection

Pt D ¥ v kL

The TY’s app 5.0 device will use the scan parameters set in section 6.4.1 Scan Parameters when
initiating a connection. If a connection cannot be established before the timeout expires, a SCNT
timeout event will be generated. If the remote peripheral device is advertising using extended
PDUs, connections will be established using the peripheral’s secondary PHY.

If the remote peripheral is advertising using a private address, the TY’s app 5.0 must establish
the connection using its current address. If the peripheral has rotated to a new address and
connection is attempted using an old address, the connection will fail. The current advertising
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address can be discovered by advertising reports generated during scanning.

TY’s app 5.0 7 /31 A%, #EfiZ2thT 5 L X287 v a2 6.4.1 D [Scan Parameters| TiXiE S4L7-
AFX U NFGA—BEFHLET, ¥4 L7 0 MBEUINDRNCHE A L TE 20 GATE, SCNT # A A
TR IRHOESNET, oY 72T LT 81 A7) extended PDU 2 L TT KK A U
T EfToTCODBEE, XU 72T 8RO # ) PHY 26 H L CHEROS L S ET,

DXV 7 = TN T T ARX—= T RUVRAZEHLTT RNNZA D T %275 T DA, TY's app
5.0 (TBAEDT RL R &M U CHaRE AL T D MR H Y 9, 7 = 7 /AR BH LT R LR (2H)
DD, HWT RLAZBEHLTERLLY L9568, BT LET, BUEREL TNDHT KX
ATUTT RURE, AR P HICH N SNTET RARZAL DU T UR— PR AT HZ ENTEET,

6.4.4 Filtering

Scanning in environments with many active advertising devices can result in a large number of
advertising reports being generated. The TY’s app offers two levels of optional device filtering to
alleviate this, whitelists and user-configurable name and service filters. For information about
whitelisting, refer to section 6.7.2 Whitelisting.
The name and service filters can be enabled to isolate devices whose advertising data includes
their device name or Taiyo Yuden 128-bit service UUID. Only devices that match the enabled
filters will generate advertising report events.
T RRNZA D THAT o TS TN AREEHFAET DRETAX Y o308, 2ROT RRZA DT
LAR— BRSNS AR H Y £9°, TY's app 5.0 (X2 OFREHEMNT 5 722 Whitelist Oz T
WNAAR[T 4NV HZEHF—EAUUID 7 4 VEZ D ODVLXVDTINA AT 4 VA F TV a it LET,
Whitelist (22Tl 6.7.2  [Whitelisting] #ZM L T 7230,
THNARB T AN —EAUUID 74 VZE/GINCT DL T RREA D T T —=RITHRE LT
A AL FTNIKBGHED 128 By v —E X UUID BREENTNWDT A ADHERE L, Bohie 7 (L
BIC—HT DT NAADBNT RARZA VT UR— AR M S ET,
SCS3  Set the name to use for scan filtering. Set to empty to clear.

TNA RGBT 4 NEDFRIE, ZBONRT A—FEFHET D ET 4 NV EHEREE Bl
SCG3 | Get the name currently used for scan filtering.

RERDT IR AL T 4 NVE R
SCS4  Enable/disable the service UUID filter.

—E R UUID 7 4 /v X DAL/ L
SCG4 | Get the status of the service UUID filter

FREHF OV —E A UUID 7 4 VX DIRFEE Kok

The type of name (SHORT_LOCAL or COMPLETE_LOCAL) is not considered, only that the
length and characters match what the user has specified. If the advertising device is using an
incomplete name, the filter must specify the incomplete name instead of the complete name.
Note that devices that do not pass the filtering checks will still count towards the maximum
number of devices that can be detected during a single scan period.

ZAiD X A7 (SHORT_LOCAL F7-1% COMPLETE_LOCAL) ZZExh{., 2—V—NnNEELEZES
BLOXFORLE—HLET, 7 RNZAD U TTNA ADTNA ZALRRIFTTOLIRETHEHL TS
Btr. 7 AN BERRALAFMONRDVIZRITIREDOT NA AL ERET DMLERH Y £7,

TANZN T F 2y ZIZELRNT AL A, 1 FOZF v IR TE 27 31 ADRKEBIZA D
Y hENET,
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Figure 3: User-configurable scan filters

6.5 Connections

Upon connection being established with a peer device. The TY’s app 5.0 will perform a sequence of
events based on its current role.

TV T TN AL OGNS S D &, TYsapp 5.0 1%, BAEDOERENIESNT—HEDO A X b &
FITLET,

6.5.1 Peripheral

In the peripheral role, the TY’s app 5.0 device will send a connection parameter update shortly
after the connection is established. If the Reject Invalid Conn Parameters (ADS7) setting is
enabled, the TY’s app 5.0 device will terminate the connection if the remote central fails to update
the connection parameters to be within the configured range.

When the security level (see section 6.6.16.6 Security) is higher than Level 1, the TY’s app 5.0
device will respond to read and write requests on characteristics with a AUTH_REQ status code.
This informs the central device that pairing is required to meet the minimum security
requirements before the characteristics can be accessed.

When notifications on the Read/Notify characteristic are enabled, the TY’s app 5.0 device will
enter Command or Through mode depending on the state of the mode select pin (P0.25).
Command mode will be used whenever notifications are disabled.

AU 7 2 ZVOFE, TY's app 5.0 1[I AHESL SN T- % B/ 3T A — X OFEF %1% £7, Reject Invalid
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Conn Parameters (ADS7) ORENENIIR > TWABEE., MO E L T BSERNHRTE S - & PHN
\CHE /N T A—F EHH CTX 720 E [ TYsapp 5.0 7 /31 A3z & T LET, X2V 7 4 L~UL (6.6
# [Security] Zf) L~L 1 L0 HEWGEA. TY's app 5.0 7 /31 A X AUTH_REQ A7 —# 22—
K% £#-> characteristic 2% T 2 HAM Y B L OEZAALIRIZSE LET, ZOEIEIZ, characteristics
MT ZRATDHRENC, XT VT LIty RIAT AL ARFE/N_ADEX 2 )7 ¢ BRICEELZZ
tExmmLET,

Read / Notify characteristic ® notifications N7 > TW DA, TYs app 5.0 7 /3 A LT — Nk
R Pin(P0.25) DIRBEIC)E U Ca~y RE—RELEFALV—F—RIZRV ET, 2~ FE— NiL,
notifications N2 /2 5 7= NZHEH IV E T,

6.5.2 Central

Upon connection to a remote peripheral, the TY’s app 5.0 will check its bonding records to
determine if encryption keys are available. If a bonding record for the peer device is found, the
central will immediately encrypt the link. The TY’s app 5.0 will then perform service and
characteristic discovery on the peer. Upon completion, the central will confirm that the Taiyo
Yuden service and characteristics are present. The TY’s app 5.0 device will disconnect and
generate a Service Discovery: Incompatible (SDSC:NC) event. If all service and characteristics
are found, a Service Discovery: Complete (SDSC:OK) event is generated and the TY’s app 5.0 will
attempt to enable notifications on the Read/Notify characteristic (UUID 0003).
YT =2 T TEEHRET %S &L TY's app 5.0 13 Bonding f§#ia 7 = v 7 LT, W5k —2 M IREN L S
WEHWLES, X7V T, A0 Bonding fHFHRA RO H L, B FIAMTTITEDY T EIE
FIELET, TYsapp 5.0 137 VU 2 ETH—bE 2 & characteristics DFFEEITWET 5B TT5 &,
Yo N T IVIEKGEE O —E R & characteristics WFEfET 5 Z L 2R LE T, TYs app 5.0 734
A3 X b &, Service Discovery : Incompatible (SDSC : NC) A X> h&H A LET, T+ XTOH
— B X & characteristics 23 .-222% &, Service Discovery : Complete (SDSC : OK) A X k31 &
. TY’s app 5.0 I Read / Notify characteristics (UUID 0003) @iz Azhc L L5 & LET,
If the peripheral responds with AUTH_REQ, the TY’s app 5.0 will initiate pairing and optional
bonding based on the stored configuration. If the pairing is not successful the link will be
terminated and a Pairing Fail (PAIR:FAIL) event will be generated. If successful, notifications
will then be enabled.
~Y 7 =7 B AUTH_REQ TIi&d 5 L&, TYs app 5.0 lIRESNIZREIHESNTT Y v 747
g ® Bonding BB LET, N7 U IR Lignroca, U713k 7 L, Pairing Fail
(PAIR : FAIL) A X rB3HA S ET, Phd 5 L. notifications AT Y £,
Once notifications are enabled, the TY’s app 5.0 device will enter Command or Through mode
depending on the state of the mode select pin (P0.25). Command mode will be used whenever
notifications are disabled.
notifications ZE #2725 & TY’s app 5.0 7 /31 A(XE— Fi#IR Pin(P0.25) DRREIZIE L Ca vy FE—
REZIFANLV—F—RIZRY £F, 2~v2 FE— FIL, notifications BN/ b7 NTHEH SN ET,

6.5.3 Commands and Events

The following commands are available during connection when the TY’s app 5.0 is in command
mode.
TY’s app 5.0 32~ RE— RO, T340 2 LGP LLTOa~ 2y RPFIHTE £,
Code Description
SEND Send up to 20 bytes of data to the connected peer
BEE L1237 U v 7 78 RS T — 4 &R
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DCON | Terminate an established connection

FERCIRIED D BT

The following events can be generated while the TY’s app 5.0 is connected and notifications are
enabled on the peripheral device.
TY’s app 5.0 2MEFHIREE T 7 = T /L ® notifications WA TH D, LLTOA X A&
EXR
Code Description
MODE Event notifying that the mode has changed (C=Command, T=Through)
F— FNEEDA X MRAR
BTTX | Event notifying that a packet sent with SEND has been transmitted
HEEFET DA R MR
BTRX  Event notifying that data was received from the peer device. The number of bytes
will be provided along with the data
ZEHR DA N FERAR

6.6 Security

6.6.1 Security Levels

There are four security levels that can be configured, corresponding to the four levels of
permissions that are available in security mode 1 of the GAP layer. The restrictions of each
level applies to the read and write permissions of the characteristics attached to the Taiyo Yuden
Service, including the CCCD descriptor for enabling notifications. The security level therefore
only applies to the device when its role is configured as a peripheral.

Note: only security mode 1 is used (levels 1-4). Security mode 2 is not supported.

BREMERE X2V T 4 LoUUI4AFEEH Y  GAP LA YD F =V T & — K1 CHEMATRER 4 oD L
NNDT 7 ZFANTHIG L TWET, & LULOfilRIT, notifications Z A %2 T 572D CCCD
descriptor % & e Kk @E ¥ — B A I2f1 5 & T % characteristics @ Read 38 1 O Write OFF Al 12
HEhEd, LER-T, EFa U7 4 b-UbiE, 730 ZOKEENRNY 727 0 g s L TRESINT
WO EIZDBRT NA ATHEH SN ET,

Note : TX 2T 44— RN1OHEBRFHENET (L-v1~4), X2V T4 ET—F2FYPAR—-FL T
WEH A,

Table 10: Security levels

Level Requirements Description \
1 None No security features are enabled
Tk o VT o RE L EY)
2 Encryption Link requires pairing
SV YE PN
3 Encryption + MITM Link requires pairing and authentication
ART Y 2 TS EESR
4 LESC MITM encryption | Link requires LESC pairing and authentication

LESC Z W=7 U v 7+l S b Bk

Security levels that require MITM authentication will require an IO capability that is not
IOCAP_NONE. Refer to section 6.6.2 for details. Attempting to set a security level when
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insufficient IO capabilities are configured will result in an error.
MITM §8REA L T 58X =2 U T 4 L-ULIZIL, IOCAP_NONE Tid7e\ 10 BERE S BT, FEAI,
6.6.2 HAZZML TS 7ZEV, AR IOBENKESNTVLIHAICEXF2 )T 4 LIV EREL LD
ETHE, ZT—FEAELET,
Code Description \
SSEC  Set the desired security level
X2 VT 4 LIV ORE
GSEC | Check the current security level
REFEX 2T 4 LYLORR

Changing the security level requires configuration data to saved to flash using the SAVE
command followed by a reset once complete (see Figure 4). The new security permissions will be
applied during boot.

X2 VT 4 LNV EEFT DI, SAVE o~ REFHLTHRET 44277 v v a2ll& 7L, Uk
Y NEATHOMERHY £, (M4 22, EFRFICHLES =) T o HERPEHSNET,

Set security
level X

10
capabilities ! Success —p Save - FLSH:OK —» Reset

_________

Figure 4: Configuring the security level

When the security level is raised, devices that have previously exchanged bonding information
may no longer meet the minimum requirements. In this case, the bonding information should be
erased as re-pairing is not supported.

BX2 VT 4 LA ERD & ZEIC Bonding 1WA AZHL L7 T A AL, BARROE X =2V 7 ¢ B
Zhl- ST RDAMRBRMERH Y £7, ZOHG. BT U T BRPR— F I TWRWZH, Bonding 1§
WMEHETHULEPDH Y 77,

6.6.2 Setting 10 Capabilities and Out-of-Band Pairing

As a requirement of MITM authentication, some form of input or output is required to allow
display or entry of passkeys/confirmation. The available values that can be set to specify the type
of 1O capabilities available are listed in Table 111. Users can also specify whether they wish to
use Out-of-Band (OOB) methods for pairing.

MITM GBREDE R E LT, NAX—DRRETNI AR A FREIZT 272012, OO AT E 1IN
DB CTT FIH AR IO BERED X A " Z 4R ET D - DI HRERME AR 11 IR LET, 2 — P —I%,
Out-of-Band (O0OB) HFXEFHEH L TRXTV T EITIOINEINEEBETH I EHTETET,

Table 11: 10 Capabilities

0 IOCAPS_NONE No input or output capabilities are available
10 capabilities % FIJFH L 720>
1 IOCAPS_DISPLAY A display is available for output
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Passkey entry TAJJ4 % Passkey &2/~ L 97,

2 IOCAPS_DISPLAY_YESNO A display is available for output. An input method for providing a
yes or no response is available
Numeric comparison DFSFE = — N2 R R L £ §

3 IOCAPS_KEYBOARD A character input method is available
Passkey entry D A ) & 155% L & 9

4 IOCAPS_KEYBOARD_DISPLAY A display is available for output. A character input method is
available.

Passkey entry TAJJ 9% Passkey & Fm & A1 &% L 9

If you want to use the Out-of-Band (OOB) method for pairing, you can set it from the following
command.
Out-of-Band (OOB) AN L TXT U U 72TV WGEIX. L TOa~vy RbRENTEET,
Code Description
SOOB Enable or disable out-of-band use during pairing

00B #ie DA 2h L/ AL
GOOB | Check the state of out-of-band pairing

X E D 00B HEHIRRE D FIR

If the security level is set to a level that requires MITM authentication, attempting to set the IO
capabilities to IOCAPS_NONE will result in an error. The user must lower the security level to
one that does not require MITM authentication.

X2V T 4 LU MITM RAEZLE LT 5 LUV E SN TV A4, 10 capabilities %
IOCAPS NONE IZREL LD ETHEL=T—ICRVET, =2—¥F—F, EF =2V T ¢ L% MITM 38
REDSLEEE LR WL LI TP 2ERH Y 7,

The commands listed below can be used to set the capabilities, or get the current capabilities.
¥ =2 U T 4 L~UL, 10 capabilities DR EIWCEHT D2~ RIZLLTO®@Y T,
SIOC  Set the input and output capabilities of the host device
10 capabilities D% &
GIOC | Check the selected capabilities of the host device
FRE T D 10 capabilities & #o

6.6.3 Pairing

In order to provide a level of security, BLE links can be encrypted through a process of key
exchange and optional authentication, referred to as pairing. At the beginning of the pairing
process, each device exchanges the type of security features it has available. If both devices accept
the parameters given, the initiator (central) will select the pairing method that will be used to
secure the link. If Man-in-the-middle protection is not required, the pairing method will typically
default to Just Works. No user interaction is required for Just Works pairing, the user will be
notified of the result once the pairing is completed.

X2 UT 4 LV ERMET 272012, BLE Y o273, #ZMOT v AL AT a9 CORERE (T
TEMIND) Lo TR TEET, XT VT 7 X0, &7 /31 RZEA R %
2 VT AEDFA TEZLZWLET, MAFDOT AL APIREINTNRT A —=F 22T ANTHGE, A=
T—4% (B bFTN) BV VI ERETHLEDICHEHEINDIXT YV 7 HFiEZRRLE T,
Man-in-the-middle (Zxf 9 D REN LI TRWGE, X7 U > 7 HIEIXEE . 7 7 4 /v MEIETH 5 Just
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Works 12720 £9°,  Just Works X7 ) 7 TlE, 22— —L DD LV IIMNELY FHA, TV
TNHETTDHE, a—VP—ITERNBEHEINET,

Table 12: Pairing methods

Pairing Method MITM LESC Security level
Just Works (legacy) No No 2
Passkey input Yes No

Out-of-band (legacy) Yes No
Just Works (LESC) No Yes
Numeric comparison = Yes Yes
Passkey input (LESC) Yes Yes
Out-of-band (LESC) Yes Yes

A A BNV WW

If MITM protection is used during pairing, the application will generate events depending on the
method selected. If Out-of-Band data is enabled by either the Host or Peer device during pairing,
this method will be selected in all cases. The event will provide any parameters required by the
user. The remote peer will also need to complete the associated action. Where input is required,
the event code generated will match the command that the user should enter. Entering any of the
pairing commands when not requested will result in an error.

N7V THICMITM Ri#EEZFERATHE. 77V r—v a VEERENT HEIDS L TARY hEH L
F9, XT VU THIZARA TN ZAETNIRT Vo T T34 2ADWT AT Out-of-Band 7 — ¥ AR
W7o TWAHHEE, ZOHETTARTOREICERINET, A X ME, 2= —RR0EL T 537 A
— X R LET, VE—FNETIEBEETLZT 7 a bR T THLERHY £, ANBRERGE,
ERRENDA R Fa— R, 2a—F—=RANTHra~vr FE—KLET, ZRINLTHRNE ZIIRT
Vo r7avwy ReEANTLHE =T —0B8AELET,

Table 13: Pairing events

Event Host action Peer action

code

PSKD Display the provided 6 digit passkey Input the 6 digit passkey displayed by the

6 H1 D passkey % F/~ host
TR ST 6 HTD passkey & A )

PSKC Confirm the 6 digit passkey matches on the Confirm the 6 digit passkey matches on the
peer device host device
RT VU TTFNRA RZFREINTZ 6 HTD TV TTFNA RAZERINTZ 6 HTD
passkey & A E L TV D M HER passkey & AE L TV D )RR

PSKI Input the 6 digit passkey displayed by the Display a 6 digit passkey
peer 6 #H1 D passkey % Fi
TR Z 72 6 1D passkey & AT)

00BD  Send the provided random/confirm values to = Send the provided random/confirm values to
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the peer device through non-BLE interface the host device through non-BLE interface
OO0B ##¢ ™ random/confirm values Z 1515  OOB #%f5¢ ™ random/confirm values % 25{5
PAIR Pairing has concluded. The parameter supplied with this event will confirm the success (OK)

or failure (FAIL) of the pairing.
NT VT DAY MR, PIRFT 0K, RIRF IS FAIL 2301

Refer to the Command API ] for details about these events, parameters and associated commands
that are required to successfully complete the pairing.
NXT VT HERICETTHIDICRERINLDA Ry b, RT2A—F BLOREET L3~ RO
HZHoOWTiX, Command API] #&MRL T 72& W,
Pairing may fail under a number of situations. TY’s app devices configured as peripherals will
reject pairing requests if:
X7V 7, L ORWTRIT DAtk H Y £3, NV 7 =2F 0 e LTREINT TY s app 7 731
AE, WOBEART VT EREFESFLET
e The initiator does not specify parameters that meet the minimum required level of
security (e.g. no MITM where authentication is required, no LESC where LESC is
required).
A= =23, REREROEF=2Y 7 ¢ Loyb (B0 MITM @ik L, LESC OZRAT
BTV SA LESC OREN LV Zilil=d /37 A—F Z4EE L7
e Abonded peer attempts to re-pair a second time.
Bonding 2MTHiLi=T A ATHEEXRT U U 72T H 56
e The initiator requests OOB pairing but it is not enabled on this device.
A= —Z05 00B ZZRINTWDH A, 731 2L O0B AN L TW 2GS
TY’s app devices configured as centrals that receive a rejection status in response to a pairing
request will generate an event notifying the user of the failure and disconnect from the peer
device.
N7V T HERIZINE T 5 729D rejection status # 25T HREEIT-72 TY's app 7 /3 AL, =—H
—ZAXT VT TNRA AMBELNTL 557 U 7 ORMEIBIERICBEIT 21 X2 M & H ) LCan
LET,
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[User device displays passkey i 1 ! '
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:
[ Pairing completes Fairing completes
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[ 1 ] i i
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Figure 5 (Top) Passkey display, Passkey Input (Bottom) Numeric comparison, Out-of-bar
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6.6.4 Bonding

Bonding is an extra stage after pairing where the two devices exchange Long-Term Keys (LTK).
Devices that are bonded are typically not required to perform the pairing process again, except
in cases where security levels change. The TY’s app device will provide its Identity Resolving
Key (IRK) and Identity Address (BLE MAC address) to the peer, as well as keys necessary for
encrypting future connections.

RoT 4 70%, 2 2OF 31 AW Long-Term Key (LTK) ZR#T 57 U2 7k OBMLEE T,
R T 4V T ENDTNAA AL, B, EX 274 LXIABRERINLIGHEERNT, BEXT UV
T AEEITENET A, TYs app 731 AL, ROk 2G50 5 72 DI %E 72 % — L [FEE
(2. Identity Resolving Key (IRK) & Identity Address (BLE MAC address) X7 U > 7531
ANzt L £ 9,

Table 14: Bonding commands
Code Command ‘
SBND Set bonding enabled
Bonding DX &
GBND Get bonding enabled
Bonding #%X iE & & /R
CBND Get the number of currently bonded peers
Bonding &4T o 72T /A A% Ko

LBND Get the addresses of the currently bonded peers
Bonding Z1T> 727 /3 ADT KL A —E 4 FKIR
DBND Delete all bonding information

T Bonding 1 & HlIBR

Bonding can be enabled or disabled by the user with the commands shown in Table 4 . When
disabled, all bonding requests will be rejected (pairing will still be performed). When enabled,
bonding will be performed IF both devices request it and the pairing process is successful. In
the event of bonding information being exchanged, the peer information will be written to flash
memory and an event will be generated to the user signalling that a bond was performed. The
event will also provide the total number of peers that have bonding data stored in flash memory.
The TY’s app device is configured to store bonding information for up to eight peers.

Bonding X, £ 14 2 -Ta~vr REEHL T, 22— —0NADEITENICRET L ENTEET,
BT DL, TTD Bonding V7 =X M3y S ET (N7 U 73l EY FITEShET),
AT HE, MIFDT A AN Bonding #ER L, X7V 77 mt A0 L125EIC Bonding
MIATENE T, Bonding [FHRMALZH I N5, TV U IHERIZT 7 v v a AEVICEZIAEN,
2 —H—|Z Bonding BTN L ZWHMTHA X BN SNET, ZOA XU MNE, 7T vva
AEVITKEMEN TS Bonding 7 — X R OXT U I T NA4 20EHEL R LET, TYs app 7
NARF, K8 DTV 7T/, AD Bonding (E#MARTFTHZ N TEFET,
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User Host Peer

Pairing initiated {peerbond=1}

i ' i

Host bonding | | i !
enabled ' ! |

Fairing completes

i_. Event : PAIR - Success i |

. ] 1

i Peer LTK !

i saved to flash i

P Event : BOMD : tofal : |

H ' ;

: ' l

Host bonding | i |
disabled ! : :

] i ]

Pairing completes
Event : PAIR © Success

F

Figure 6: Bonding after succesful pairing
If a TY’s app device configured in the central role connects to a previously bonded device, the

stored peer data will be used to automatically encrypt the link immediately upon connection. If
the encryption key is not valid, the link will be terminated with a MIC_FAILURE status.

T NI NAOREITHRE SN TY's app 7 734 ADBLLHTIZC Bonding SN 72T /N4 A L TW5H 5
B REFEENTERXT V7T =2 2 LT, #iERICEEMIC) 7 2l LET, Bokd—
BENTRWGEA, V27X MIC_FAILURE A7 —# AT T LET,

It may be necessary to delete existing bonding data. Situations include a previously bonded
device is no longer using the Identity address or IRK provided during bonding, or to allow a new
device to bond when the maximum number of bonds has been reached.

Deleting bonding information will remove data for ALL bonded devices and reset the number of
available slots to maximum.

BEfF® Bonding 7 —# ZHIRT 2 MERNHH5G08HY £, HIBRT 2 LENH 5 IRPLIE, LARTIZ
Bonding S 41727 /31 A C Bonding FIZIEt SN2 ID 7 LA F 72X IRK 2 M L7e < 7e o 72854,
F721% Bonding TE D HARBMUTEL TN D L XITH LWT 31 XA T Bonding #ETL L9 LT 556
REMBETHNET,

Bonding 1§ #A HIBR 9 % &, Bonding SN/=T X THOT AL ZADT —Z BHIBRI v, HHATRER A= v
FNOBMPERREE LD LI By hIvET,

6.7 Privacy

6.7.1 Address Privacy

The TY’s app supports three types of address privacy modes. For private modes, the user can
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select the interval at which a new device is generated by the softdevice.
TY's app L. 3 FEEHOT KL AT T A Ny —F—R&EHR—FLTWET, 774 X— hE— FOLAE,
2 —H— X Softdevice IZ L > TH LWWT NA ANRERINDHA F— L ERIRTEET,

Mode Address Description
1 Static The configured static address will be used
Static 7 N L & Zf#i
2 Private, resolvable A new random address will be periodically generated. Bonded

devices will recognize this device by its static address.
77 A ~_X— [ E— R T Resolvable private 7 F L 2 % {# [f]

3 Private, non-resolvable | A new random address will be periodically generated. No devices
will recognize this device.
77 A4 ~X— K& — KT Non-resolvable private 7 F L % % i Jf]

The commands for selecting the privacy mode are listed below.
TIANY—F— FE2@IRT 52~ NI TOEY TF,
Code Description
SPRV  Set the privacy mode (1 — 3) and the number of seconds between rotations
TIA N —F— RERHE
GPRV | Check the current privacy mode and rotation interval
RERDT T A N —F— NREZFKR

6.7.2 Whitelisting

The TY’s app device supports optional whitelisting for bonded devices. In the central role,
advertising PDUs will only be received from known peers. In the peripheral role, only scan and
connection requests from known peers will be acknowledged. If whitelisting is enabled and
there are no bonded peers available, the whitelist will not be applied.
TY’s app 7 731 A%, Bonding &i7=7 3A A Whitelist # 47> a > CHAR—LET, BT
JLTTIE, AdvertisingPDU (ZBEMIOXT U > T NRA AN DHZEEINET, XV 7=F 0Tk, B
HODORT V2 TT A A B DA v PR & HHER 2 VKRR SV E T, Whitelist 2320272 > T
BV, AR Bonding A7 U 7T 8 27054 Whitelist [T &L E A,
Users can set and check the state of the whitelist using the following commands.
2 —HF =TT D 2~ FovD Whitelist O E & fERPITAET,
Code Description
SWHT | Enable or disable whitelisting for bonded peers.

Whitelist DA 20 b/ b % BE
GWHT | Check if whitelisting is enabled or disabled.

B E H D Whitelist D% E R AE 2 £

Devices using resolvable private addresses that no longer use the Identity Address or IRK
provided during bonding will no longer be detectable when whitelisting is enabled. Devices
using non-resolvable addresses will never be detectable when whitelisting is enabled.
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Whitelist ZHZNIT D ENRT IV v I FRIT X LAZT v 7 T KL AL Bonding #1112 IRK {2 &
STIERENTT FL A2 & Wo 7 resolvable 77 A X— "7 RLAZMALETNA ZADOKH T
F4H A, Whitelist ZF#)C9 % & . non-resolvable 7 KL 2 & T L7 1 2B SN EH A,
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1.0 Command List

System API
Function Command
Soft reset SRST
Hard reset HRST
Factory reset FRST
UART params UART
Set DCDC regulator config SREG
Get DCDC regulator config GREG
Set LFCLK source SXLF
Get LFCLK source (setting) GXLF
Get LFCLK source (active) RLFC
Version VERS
Read Module Type MODL
Save SAVE
System Peripherals
Function Command
Read 10 input IORD
Set 10 output IOST
Get 10 output I0GT
Configure ADC measurement ADCC
Start ADC measurement ADCS
Abort ADC measurement ADCA
SD Card Write SDWR
BLE Common API
Function Command
Setrole SROL
Get role GROL
Set connection param SCPR
Get connection param GCPR
Set device address SBAD
Get device address GBAD
Set TX power TXPW
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Get TX power TXPR
Enable AutoStart SASM
Get AutoStart enabled GASM
Send data (BLE) SEND
Disconnect DCON
BLE Security
Function Command
Set security level SSEC
Get security level GSEC
Set 10 capabilities SIoC
Get IO capabilities GIOC
Set OOB data enabled SOOB
Get OOB data enabled GOOB
Set privacy mode SPRV
Get privacy mode GPRV
Set whitelist enabled SWHT
Get whitelist enabled GWHT
Input OOB data 0O0BD
Input passkey PSKI
Confirm passkey PSKC
Set bonding mode SBND
Get bonding mode GBND
Delete bonds DBND
BLE Peripheral
Function Command
Start advertising ADV1
Stop advertising ADVO
Set advertising params ADS1
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Get advertising params ADG1
Set device name ADS2
Get device name ADG2
Set advertising data ADS3
Get advertising data ADG3
Set scan data ADS4
Get scan data ADG4
Set beacon data ADS5
Get beacon data ADG5
Set advertising mode ADS6
Get advertising mode ADG6
Set invalid conn reject ADS7
Get invalid conn reject ADG7
Set extended PHY ADS8
Get extended PHY ADG8
BLE Central
Function Command
Start scan SCN1
Stop scan SCNO
Connect MCON
Cancel connect CCON
Set scan parameters SCS1
Get scan parameters SCG1
Set active scan SCS2
Get active scan SCG2
Set scan filter name SCS3
Get scan filter name SCG3
Set scan filter service SCS4
Get scan filter service SCG4

TAIYO YUDEN CO., LTD.

77/161



28-May 2019 Ver.1.0

EYSKBNUWB-WX TAIYO YUDEN CO., LTD.

2.0 APIs

Main APIs used by the system.
AT LR 5 APT OB, Ak, B ZRET 5,

2.1 Soft Reset (SRST)

Description

Soft Reset the device. Reset after 1 second on success, returns error if flash is busy

T34 AP Soft Reset #FITLET, 1 HEIZY Y FR3kE L, flash 7% busy IREETH H5E
Error 81 S ET,

Request Parameters

None

Request Example
$SRST<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.2 Hard Reset (HRST)

Description

Immediately reset the device. No checks on operational state.

AR =g OREBEHRETICELIC) Y h2RITLET,
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Request Parameters

None

Request Example
$HRST<CRLF>

Response
ERR10x : NG

Response Parameters

None. The device will immediately reset.

VAR AR L, T AFTEBIZY £y FRFETLET,
Response example

None
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2.3 Factory Reset (FRST)

Description

28-May 2019 Ver.1.0

TAIYO YUDEN CO., LTD.

Factory the device. Device will reset and reset all the values to defaults
ZDVEy MZEoT, T34 20WH{E

TNA 2 TIGHIRIEE 0D Yty FEFITLET,

ZYTHIENTEET,

Request Parameters

Parameter Name Value Comments
Confirmation CONFIRM

Request Example

$FRST:CONFIRM<CRLF>

Response

ERR10x : NG

Response Parameters

None. The device will immediately reset.

VARV AR L, TRAAAFEBIZY Yy FRFEITLET,

Response example

None
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2.4 UART Params (UART)

Description

Sets the UART Baudrate for the device. The configuration data must be saved and the device
reset to apply the settings.

T AD UART R—b— hEBELET, FELLT —FIE$SAVE a< 2 L > THRIFL,
Uty baATH) 2 & TRENT ML ET,

Request Parameters

Parameter Name Value Comments
Baudrate 1200,2400,4800,9600,
14400,19200,28800,38400,
57600,76800,115200,230400,
250000,460800,921600,1000000

Request Example
$UART:115200<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.5 Set DCDC Regulator Config (SREG)

Description

Sets whether the DCDC regulators are enabled or disabled. On success the changes will be

TAIYO YUDEN CO., LTD.
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applied immediately. Saved changes will be applied on software reset.

DCDC V¥ = L —X ZHIZT 20N T D%

NET, REFELEEERZIY 7 hov=70Y &y MRZEASHLET,

Request Parameters

Parameter Name Value Comments
Enabled 0,1 0 - Use LDO
LDO M
1 - Use DCDC regulators
DCDC L ¥ = L— X[
Request Example

$SREG:1<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.6 Get DCDC Regulator Config (GREG)

Description

Returns the configuration of the DCDC regulators.
DCDC L ¥ = L — & OFER N &2 TG L E T,

Request Parameters

None

Request Example
$GREG<CRLF>
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Response
ERR10x : NG
OK : SUCCESS

Response Parameters
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Parameter Name Value Comments
Enabled 0,1 0-LDO
1-DCDC

Response example
GREG:1<CRLF>

2.7 Set LFCLK Source (SXLF)

Description

Selects the LFCLK source to use (internal RC oscillator or external 32kHz oscillator). When

setting the source, a SAVE operation followed by an application reset is required.
9% LFCLK source (NJ& RC 4 L —# F 7213705 32kHz 43 L —# ) Zi®I L £ 77, source
ZRRET D E EIX, SAVE#EE 2k T 7V r—r a0ty RBARETT,

Request Parameters

Parameter Name Value Comments
LFCLK selection 0 — Internal RC
1 — External 32kHz
Request Example

$SXLF:1<CRLF>

Response
ERR10x : NG
OK : SUCCESS
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Response Parameters

None

Response example

None

2.8 Get LFCLK Source (GXLF)

Description
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Returns the LFCLK source selected by the SXLF setting. This may differ to the active LFCLK
source if the system has not been restarted since the configuration was modified.

SXLF & iEIZ L » T#ER &7z LFCLK source #if3 L £ 7, SRENEEINTHH AT LD
EEh TV ZeWniggE, BifEF o LFCLK source & (38272 55680360 £7°,

Request Parameters

None

Request Example
$GXLF<CRLF>

Response
ERR10x : NG

Response Parameters

Parameter Name

Value

Comments

LFCLK source

0 — Internal RC
1 — External 32kHz

Response example
GXLF:1<CRLF>

2.9 Get Active LFCLK Source (RLFC)

Description

Returns the LFCLK source currently being used by the module.
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#fEF o LFCLK source MIRFEZ BfS: L £ 4,

Request Parameters

None

Request Example
$RLFC<CRLF>

Response
ERR10x : NG

Response Parameters

28-May 2019 Ver.1.0

TAIYO YUDEN CO., LTD.

Parameter Name

Value

Comments

LFCLK source

0 — Internal RC
1 — External 32kHz

Response example
RLFC:1<CRLF>

2. 10 Version (VERS)

Description

Gets the version number of the firmware.
Firmware @ version {H# % S L F 9,

Request Parameters

None
Request Example

$VERS<CRLF>

Response
ERR10x : NG
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OK : SUCCESS

Response Parameters
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Parameter Name

Value

Comments

Version

XYZ

Version number

Version &=

Response example
$VERS:5.0.0<CRLF>

2. 11 Read Board Model (MODL)

Description

Gets the model of the hardware module. IO assignments will change depending on which model

of board is used. Some APIs may not be available depending on the model type.

IN=RT 2T EY2—LOETFLERELET, FOETFTALOR— RE2FERATLINNCE>T, 10
DOEN) L THREDLY 3, HEIZL > TEIRHTERLWAPI NS Y 77,

Request Parameters

None
Request Example

$MODL<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

Parameter Name

Value

Comments

Model

XXXXXX

Model Type

TAIYO YUDEN CO., LTD.

86/161



28-May 2019 Ver.1.0

EYSKBNUWB-WX TAIYO YUDEN CO., LTD.

Response example
$MODL:EYSKJN<CRLF>

2. 12 Save (SAVE)

Description

Save current configuration to flash, event is posted on completion

BUEDRENAE % flash WEIA~RAFL E3, RAF5E TRIC L AR 2@ S E T,

Request Parameters

None

Request Example
$SAVE<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None
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2. 13 Read SPI Buffer (READ)

Description
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Only available when the SPI Slave interface is used. Loads the specified number of bytes into

the SPI slave buffer to be clocked out on the next transaction. No response is given. The SPI

Master device can read the first byte of the retrieved data to determine validity.

SPLAL—TA 2 =T 2 =AM T 256OHFMToa~vr ReERVET, RELTLAA b
Bw SPIALV—T Ny 77 ICHBAERE, RO T FrvarTr/uy 7y hsigEd, 20
a<r RICHTHLVARREHY A, SPLvAX LRDLT A A, MY HENET—2D
AN DASA b ZGir B> THEMEZ HR T 9, 55T [FUNCTIONAL SPECIFICATION|

BT ZENY,

Request Parameters

Parameter Name

Value

Comments

Max bytes to read

1-99

Request Example
$READ:50 <CRLF>

Response

None

Response Parameters

None

Response example

None

2. 14 Read 10 Input (IORD)

Description
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Read the input level of a GPIO pin.
F87E L7z GPIO pin D AJJ L~ L & GiA i LET,
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GPIO pin ®3fliZ TFUNCTIONAL SPECIFICATION | Z#ZM L TS 72 &0y,

Request Parameters

Parameter Name Value Comments
Pin 1-8
Request Example
$IORD:1 <CRLF>
Response
ERR10x : NG
OK : SUCCESS
Response Parameters
Parameter Name Value Comments
Value 0 -> Low Voltage (Low) = GND
1->High | Voltage (High) = VDD

Response example
$IORD:1<CRLF>

2. 15 Set |0 Output (IOST)

Description
Set the output level of a GPIO pin.

Note: The user must ensure that the GPIO pin can safely drive current.

faiE L7z GPIO pin O b~V Z3E L E T,

Note:—4—|% GPIO pin (2 L CTERIZEBREZN T ZENTE DL I 2R L THOLRELT

<TEZEW,
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GPIO pin ®7£fliZ TFUNCTIONAL SPECIFICATION | Z#ZM L TS 72 &0y,

Request Parameters

Parameter Name

Value

Comments

Pin

1-8

Value

0 (GND),1(VDD)

Request Example
$IOST:1:1<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

None

Response example

None

2. 16 Get |0 Output (IOGT)

Description

Get the output level of a GPIO pin.

FEE L7z GPIO pin DN L~V 2 S L £97,

Request Parameters

Parameter Name

Value

Comments

Pin

1-8
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Request Example
$IOGT:2<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters
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Parameter Name Value

Comments

Value 0 -> Low
1 -> High

Voltage (Low) = GND
Voltage (High) = VDD

Response example
$IOGT:1<CRLF>

2. 17 Configure ADC Measurement (ADCC)

Description
Configures an ADC input for sampling.

ADC ANV 7Y v 7 EELET,

Request Parameters

Parameter Value Comments
Name
Pin 0-4 0 disables the ADC

ADC D5
1 — 4 selects the specified User ADC pin
ADC pin OER A AIHE

Sampling Mode 0-3 0 — Single sample
1-512 point FFT
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2 — 1024 point FFT
3 — Voice sample PCM (8192 samples @ 8KHz)

Sampling Rate

1-1024
(H2)

Only valid when FFT modes are selected.

Ignored otherwise
FFT mode B#IRFF DA%, £ DD mode 1R
FrZ R S E T,

Request Example
$ADCC:1:0:0<CRLF>
$ADCC:2:1:50<CRLF>
$ADCC:4:3:25<CRLF>
$ADCC:0:1:50<CRLF>

Response
ERR101 : NG
ERR102 : NG
ERR109 : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2. 18 Start ADC Measurement (ADCS)

Description

Single sample on User ADC #1

512 point FFT on User ADC #2, sampled at 50Hz
PCM sampling on User ADC #4, rate is ignored
Disable ADC

Incorrect number of parameters supplied
Invalid paramter value

A measurement is currently active

Begins sampling using the preset configuration. Once the conversion is complete the results will be

transmitted over the selected interface (refer to ADCR event). If the device is connected via BLE and

through mode is active, data will not be transmitted.

FANIRE LT ADCREXMEA LT 7Y 72 L ET, BPETT 0L, MRITE

WENTeA U H T 2 —A%) LTERE

ENEJT (ADCR A X2 h&H) . 731 AH BLE #&H

THEL 41, Through mode 37 7 7 « 772, T —XIXEEINEEA,
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Request Parameters

None

Request Example
$ADCS<CRLF>

Response

ERR101 : NG Incorrect number of parameters supplied
ERR104 : NG No configuration has been set

ERR109 : NG A mesaurement is already active

OK : SUCCESS

Response Parameters

None

Response example

None

2. 19 Abort ADC Measurement (ADCA)

Description

Stops the active ADC sampling task. If the module has finished sampling and is in the post-processing
stage this function will return an ERR109 — BUSY error until the processing is complete.

#E o ADC o7V o7« ZA7 25k LET, BV a— AR Yo7 AR T L BAH
BRICH 298, Zoa~y FIIRENTE T % % T ERR109-BUSY =7 —#ik L %7,

Request Parameters

None

Request Example
$ADCA<CRLF>

Response
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ERR101 : NG Incorrect number of parameters supplied
ERR104 : NG No measurement is currently active

ERR109 : NG The device is in post-processing

OK : SUCCESS

Response Parameters

None

Response example

None

2. 20 Write to SD Card (SDWR)

Description

Writes provided data to an attached SD card. Refer to the FUNCTIONAL SPECIFICATION document for
connecting an SD card to the TY’s app device. If no SD card is found the command will return an error.
Hefot L7z SD 1 — NIZT — 2 OFIABZATVET,SD A— F& TY'sapp 7 /34 A & OGSk
122\ T TFUNCTIONAL SPECIFICATION | &ML C< 723V, SD 71— FZF#k L T
RUVREE T Z 0a~r REFEITT 5 & error D SNVET,

Request Parameters

Parameter Name Value Comments

Filename <= 32 characters Must be alphanumeric or in the
following: .,_+-

FHT . ETATLLT OFRES O A f
ATHETT, .+

Data <= 100 characters

100 characters may be written for write request. If the filename does not exist on the card it
will be created. Files are always written in append mode. Folders and subdirectories are not
supported.

FHZIAHLER T 100Byte D EIALET, I— FNITHRE L2 T 7 A VADBFELRWES, 774
AR ESNET, 77 A VEEICT X FE— FTHEARSNET, 7V ERHTT 47 b
U DYERUT YR — RGeS L e o TET,
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Request Example

$SDWR:my_test_file.txt:this is some test data<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.21 Set Role (SROL)

Description

Set the device to peripheral or central role.

Request Parameters
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Parameter Name Value Comments
Role C -> Central
P -> Peripheral
Request Example
$SROL:C<CRLF>
Response
ERR10x : NG
OK : SUCCESS
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Response Parameters

None

Response example

None

2.22 Get Role (GROL)

Description

Gets the device current role, Central or Peripheral.
BERE SN TWDET /NA AD role RS L £,

Request Parameters

None

Request Example
$GROL<CRLF>

Response

ERR10x : NG
OK : SUCCESS

Response Parameters
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Parameter Name

Value

Comments

Role

C -> Central

P -> Peripheral

Response example

None
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2. 23 Set Connection Parameters (SCPR)

Description
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Set the preferred connection parameters. In central mode these connection parameters will be

used when a connection is initiated. Peripherals will send a connection parameter update to the

central with these parameters after 3 seconds.
Pefgi T A—F RELET, B FTITIE, T DR/ T A —Z I3RS G S hlc & &
WA SNET Y 7= ZVTE3BHITE Y b TR T A — X OEFEREEE L ET,

Request Parameters

Parameter Name Value Comments
Interval Min 10-4000 milliseconds
Interval Max 10-4000 milliseconds
Latency 0-499

Timeout 100-32000 milliseconds

Timeout must be a minimum of ( (1 + latency) x max interval)

Timeout MOfEIX((1 + latency) * Interval Max) ZRIEfEE LTI OfE L Y KEVEEZRE L TL

ZEVN,

Request Example
$SCPR:100:200:0:4000<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None
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2. 24 Get Connection Parameters (GCPR)

Description

Get the current connection parameters.

BUEDHER /N T A — 2 ZBF LET,

Request Parameters

None

Request Example
$GCPR<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters
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Parameter Name Value Comments
Interval Min 10-4000 milliseconds
Interval Max 10-4000 milliseconds
Latency 0-499

Timeout 100-32000 milliseconds

Response example

$GCPR: 100:200:0:4000<CRLF>

2. 25 Set Device Address (SBAD)

Description

Sets the device's BLE address. This address will be used when the privacy mode is disabled.

FRA 2D BLE 7 RL A ZBRTE
TIEHTE £,

Request Parameters

LET, ZDO7 KL AL Privacy Mode % HNZRE L TWD &
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Parameter Name

Value

Comments

Address

up to 12 ascii-format
hex characters

R 12 305
(ascii-format, HEX
character Z i [ L
TL7ZEW)

Use an empty field to
revert to the factory
default

NI A—=F ZZERIT
LTETTHILET
TR D~ Z
A—ZIZRTZ LN
T&EET

The uppermost 2 bits of the address will always be set to meet Bluetooth specification. If the

user inputs an address with these bits not set, they will be set by the firmware.

7 R L Z®D FAL 2bit 13512 Bluetooth AR IZ & HH T

75 Bluetooth (AR 1278 - TR WA 1T Firmware (2 X > T

Request Example
$SBAD: 23456789ABCD<CRLF>
$SBAD:<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

PATONET,
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2.26 Get Device Address (GBAD)

Description
Get the device's BLE address.
T34 2D BLE 7 K U A& % Bifs

Request Parameters

None

Request Example
$GBAD<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

Li—a«o
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Parameter Name

Value

Comments

Address

less than or equal to
12 Hex Characters
12 35 (hex
characters )LL o
fiE

Response example
$GBAD: E3456789ABCD<CRLF>

2.27 SetTX Power (TXPW)

Description

Sets the transmission power for the radio.

TX power ZiE LE 7,
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Request Parameters
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Parameter Name Value Comments

TX Power -40, -20, -16, -12, -8, Use X to let the
-4,0,2,3,4,5,6,7, SoftDevice use
8, X defaults

INT A =R F RITT
% & SoftDevice DT
7 # v MEDBEIE &
ET,

Request Example
$TXPW:2<CRLF>
$TXPW:X<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.28 Get TX Power (TXPR)

Description

Gets the transmission power for the radio.
FE L TW5 TX power D& Bifs: L £,

Request Parameters

None
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Request Example
$TXPR<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters
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Parameter Name

Value

Comments

TX Power

-40, -20, -16, -12, -8,
-41 O! 21 31 4! 5| 61 7!
8, X

Use X to let the
SoftDevice use

defaults

Response example

None

2.29 Enable AutoStart (SASM)

Description

When enabled, the device will automatically start scanning or advertising based on its current

role. Automatic operations will take place on boot or after disconnection. Advertising or

scanning timeouts will not trigger an automatic restart.
AutoStart ZHNZTDH L, T RIBHED role - X—RAL L TAXZ v /T RRNEXA T %
HEIRIZBAM L7, AutoStart [TEEN, F 73R EN DU SN RICETINET, A
XX T RREAD T DEA LT T R LICEA AutoStart 1ZFATINEE A,

Request Parameters

Parameter Name

Value

Comments

Enabled Flag

0 -> Not enabled
1 -> Enable

Request Example
$SASM:1<CRLF>
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Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.30 Get AutoStart Enabled (GASM)

Description
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Gets the automatic advertising or scanning on reset or disconnect.

AutoStart OF RN/ IR IEEZ BUSF L £,

Request Parameters

None

Request Example
$GASM<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

Parameter Name Value Comments
Enabled Flag 0 -> Not enabled
1 -> Enable
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Response example
$GASM:1<CRLF>

2.31 Send Data BLE (SEND)

Description
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Send data to the connected peer. Only available once notifications are enabled on the peripheral

device. Generates a transmission complete event (BTTX) once the data is sent.

PERERIETH HT A AT —H &% £, RU 7 = 7 /L7 /3A AD Notification NHZTH %
EEDOHBFNHNFRETT, T—FNEEEIND EEFZETA XU b (BTTX) BERINET,
EEARE e T — & O KfEIE 20 Character & 720 £7,

Request Parameters

Parameter Name

Value

Comments

Data

Max 20 characters

Request Example
$SEND: ABC<CRLF>

Response

ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None
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2. 32 Disconnect (DCON)

Description

Terminate the current connection.

BIfE DB B S BT L £,

Request Parameters

None

Request Example
$DCON<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.33 Set Security Level (SSEC)

Description

Set the desired security level for the device’s characteristics. The device configuration must be
saved and reset to apply changes. Levels 3+ require 10 capabilities > 0. Raising the security
level may cause bonded peers to no longer have sufficient authentication, bonding data must be
cleared to re-bond.

THAAADFHEICHE L7227 4 LV ZRELET, 7510 AORGEITLT SAVE 2< 2 R
WTRIEL, VY FEFITLTHRELE ZEIC L T ZEW, Level 3 UL E&sxiET 25513 10
capabilities % 0 £ W KEVMEIZERE L T 723V, — /& Bonding L7=7 /A R & FEHT 5B
X2 U7 4 L% EiF 5 L Bonding SN BT B0 7R505E 2 KD IR H D £77, Z
DA Bonding 7 —# %7 U 7 LT HHE Bonding 754 E N H Y 97,
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Request Parameters
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Parameter Name Value Comments
Level 1->0Open
2->Enc
3 -> Enc + Mitm
4 -> Mitm + Lesc
Request Example

$SSEC:1<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2. 34 Get Security Level (GSEC)

Description

Gets the current security level for the device.
BAEDT NA ZADEX 2V T 4 LIV ERGLET,

Request Parameters

None
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Request Example
$GSEC<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

28-May 2019 Ver.1.0
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3 -> Enc + Mitm

4 -> Mitm + Lesc

Parameter Name Value Comments
Level 1->0Open
2 ->Enc

Response example
$GSEC:1<CRLF>

2. 35 Set |0 Capabilities (SIOC)

Description

Set the available IO capabilities for the device (keyboard, display, etc). Used for determining

pairing methods during MITM authentication. Attempting to set IO capabilities to 0 when

security is 3+ will result in an error as MITM authentication is required.
FIH9 2% 10 capabiliteies(Keyboaed, display, etc...)% 7 /3 AZF%E L F9°, MITM F8GE% F
L7eT Y o M A FATT DRI LET, %2V 7 4 LR B RICRESNTND &
%12 IO capabilities & 0 IZF&ET 5 & MITM #2FED EREFIZ error & 72> CLEWET,

Request Parameters

2 ->Display+YesNo

Parameter Name Value Comments
Capabilities 0 -> None
1 -> Display

TAIYO YUDEN CO., LTD.

107/161



EYSKBNUWB-WX

28-May 2019 Ver.1.0

TAIYO YUDEN CO., LTD.

3 -> Keyboard
4 ->Keyboard+Display

Request Example
$SIOC:0<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

None

Response example

None

2.36 Get |0 Capabilities (GIOC)

Description

Gets the available IO capabilities for the device (keyboard, display, etc)

HAERFH T& % 10 capabilities DIFH 2 BfSF L £7,

Request Parameters

None

Request Example
$GIOC<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters
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2 ->Display+YesNo
3 -> Keyboard
4 ->Keyboard+Display

Parameter Name Value Comments
Capabilities 0 -> None
1 -> Display

Response example
$GIOC:2<CRLF>

2. 37 Set OOB Data Enabled (SOOB)

Description

Enables/disables the use of out of band pairing. If enabled, pairing will always choose OOB.

The device will require input capabilities.

O0BOut of band ) ZF|H L7=~T7 U > ZIFEO ML/ %2

L

AxX &

LET, AT 225G,

TV T EITREEIC OOB ZFH L TR U U 7 MThiES, T3 RTAT R B L L E

R

Request Parameters

Parameter Name

Value

Comments

Enabled Flag

0 -> Not enabled
1 -> Enable

Request Example
$SOOB:1<CRLF>

Response
ERR10x : NG
OK : SUCCESS

TAIYO YUDEN CO., LTD.

109/161



EYSKBNUWB-WX

Response Parameters

None

Response example

None

2.38 Get OOB Data Enabled (GOOB)

Description
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Gets the state (enable/disable) of the use of out of band pairing.
OOB(out of band) <7V > 7 DA ML/ SN OIRAE A TS L £,

Request Parameters

None
Request Example

$GOOB<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

Parameter Name Value Comments
Enabled Flag 0 -> Not enabled
1 -> Enable

Response example
$GOOB:1<CRLF>
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2.39 Set Privacy Mode (SPRV)

Description
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Set the address privacy mode of the device. Selecting non-resolvable privacy will cause bonded

peers to not recognize this device.

TINAADT KL A% privacy mode (Z5%7E L £7, Non-resolvable privacy &4 % &3 TiZ
bonding Z{T o727 /A Z72L LTHT A ZAORHPMTHONRL 720 £,

Request Parameters

Parameter Value Comments
Name
Type 1 -> Fixed address (factory default or user set

address). Rotation is not used
7 RV ABEE(LSHRROT 7 40 ME, £z
IF—F—0NRE L7727 KL RE)
2 -> Resolvable. Randomized. Device can be
identified
Resolvable 7 RL A, 7 RLANT & LI
B, A AFEDOT RUAEGRHKRLET
3 -> Non-resolvable. Randomized, not identifiable
Non-resolvable 7 KL A, 7 RLANT & L
WCEEINDD, T3 AT o472 < 72
Do

Rotation 1-41400

How many seconds
between address
changes

T RUABREREENDJE
WaRELET

Request Example
$SPRV:1:1<CRLF>

Response
ERR10x : NG
OK : SUCCESS
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Response Parameters

None

Response example

None

2.40 Get Privacy Mode (GPRV)

Description

Gets the privacy mode for scanning/advertising.
privacy mode D% EIFHZ TfG L £ 7,

Request Parameters
None

Request Example
$GPRV<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

Parameter Value Comments
Name
Type 1 -> Fixed address (factory default or user set

address). Rotation is not used

T RV AEE(LSG RO T 7 40 ME, £z
T2 — P —0RE LT KL A H)
2 -> Resolvable. Randomized. Device can be
identified

Resolvable 7 RL A, 7 RLANT X LI
BN, T AEZDOT RLAZRRLET
3 -> Non-resolvable. Randomized, not identifiable

Non-resolvable 7 KL A, 7 RLANT & L
WCEEINDD, T3 ZADOFBEP T 72 < 72
Do
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Rotation

1-41400

How many seconds
between address
changes

T RUABREEENDJE
WaELET

Response example

None

2.41 Set Whitelist Enabled (SWHT)

Description

Sets the use of whitelisting for bonded peers. If enabled, only peers whose address is can be

resolved are allowed through the whitelist filter. If no peers have bonded with this device, the

whitelist will not be applied.
Bonding #4175 727 U v 77 /34 A |Z%F L C Whitelist OF b/ bz E LE3, Ak L
7234, Bonding #7727 U > 7T /34 ADFH Whitelist 7 1 /L —% i@l L TR L £,
EDT A A L4 Bonding BT TV WG Whitelist 7 4 /L& — 3@ SAVER A,

Request Parameters

Parameter Name Value Comments
Enable whitelist 0 = disabled
1 = enabled

Request Example
$SWHT:1<CRLF>

Response

ERR10x : NG
OK : SUCCESS

Response Parameters

None
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Response example

None

2.42 Get Whitelist Enabled (GWHT)

Description

Get the enabled/disabled status of the whitelist.
Whitelist O A2 b/ O 2 s L E T,

Request Parameters

None

Request Example
$GWHT<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters
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Parameter Name Value Comments
Enable whitelist 0 = disabled
1 = enabled

Response example

None

2.43 Input OOB Data (OOBD)

Description

Used when out-of-band pairing is requested. The user must input the random and confirm

TAIYO YUDEN CO., LTD.
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values received from the remote peer through non-BLE communication.
0O0OB(out of band) <7 U > /RZks iz & = ZEALET, =—W—13 BLE #S o HiET
KA L 72 5T N A A B FRFEIC M E 72 random value & confirm value 2 AT 20N H Y F

R

Request Parameters

Parameter Name

Value

Comments

Value

<= 32 ascii-formatted hex

Confirm Value

<= 32 ascii-formatted hex

Request Example
$00BD:1321A54F896BBC3E84C4ABB3D9C368EF:CF3AB24856 EC32BA47E5B6C98799DADB<C

RLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None
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2.44 Input Passkey (PSKI)

Description
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Input Passkey. Used during pairing. User must input the passkey presented on the remote

device during pairing and only after a passkey input event (PSKI). If the key is incorrect the

user may attempt until the central times out the request.

Pass Key Entry (#4272 Pass Key D AN ZATWE T, ZOATNIAT U o TRBEHRIZITONE T,
Z—WF—FXT U T UEEFIZ passkey AJTA X2 M(PSKD A HEAT SALT2821C SN £om X
7z passkey Z AJI L2 T T2 0 E8 A, ALz Key BEiE-> TV DG, 2—WF—idt
FINWBY I ZANEZA LT UM L2ETANEE T LI LNRTEET,

Request Parameters

Parameter Name Value Comments
Passkey 6 digits
Request Example

$PSKI:123456<CRLF>
Response
ERR10x : NG

OK : SUCCESS

Response Parameters

None

Response example

None

2.45 Confirm Passkey (PSKC)

Description

Confirm Passkey. Used during pairing. The user must verify that the passkey displayed on both

TAIYO YUDEN CO., LTD.
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devices matches and acknowledge using this command.
Numeric Comparison DFEFEIZME: Passkey OMERE LET, ZDOANERT Y > 7Lz
1ThhvEd, =2—WF =%, WHFDOT A AZRRIN TS Passkey D2 Da~vr REMHLT
passkey A —E L TWAH Z L ZMERTHLERNH Y £,

Request Parameters

28-May 2019 Ver.1.0

TAIYO YUDEN CO., LTD.

Parameter Name Value Comments
Confirmation 0 -> Passkeys do not match
Passkey N —E L T\ e WGE
1 -> Passkeys match
Passkey 28— L T\ 554
Request Example

$PSKC:1<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.46 Set Bonding Mode (SBND)

Description

Enable/disable accepting bonding requests.

Bonding Z:R DA ML/EG L 27 E L ET,
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Request Parameters

Parameter Value Comments
Name
Mode 0 -> Off. Bonding requests will be rejected.

OFF. Bonding Z:RZ 4T %
1 -> On. Bonding request will be accepted if it meets the
minimum security level.

On. Bonding Al 2 ¥ = U7 4 L3 —HK L TW A S
Bonding ZRMBFHFAEEND

Request Example
$SBND:1<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.47 Get Bonding Mode (GBND)

Description

Gets the Accepting Bonding Requests Value.
Bonding #R OGRS L O H A BfG L £ 9,

Request Parameters

None

Request Example
$GBND<CRLF>

TAIYO YUDEN CO., LTD.
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Response
ERR10x : NG
OK : SUCCESS

Response Parameters

Parameter Value Comments
Name
Mode 0 -> Off. Bonding requests will be rejected.

Bonding Mode #E2h LR RE
1 -> On. Bonding request will be accepted if it meets the
minimum security level.

Bonding Mode 5 2h{kIkAE

Response example
$GBND:0-<CRLF>

2.48 Get Number of Bonds (CBND)

Description

Read the current number of bonds.

BIfE Bonding #17> T\ A7 A ZAFa &G L ET,
Bonding 3K 8

Request Parameters

Parameter Name Value Comments
Count 0-8
Request Example
None
Response
ERR10x : NG
OK : SUCCESS
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Response Parameters

None

Response example
$CBND:2<CRLF>

2.49 Get Bond List (LBND)

Description

Print the addresses of the currently bonded peers.
BIE Bonding #1T> CWA T /NA ADT KL AEHWMAE TG L E7,

Request Parameters

None

Request Example
$LBND<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

Parameter Name Value Comments

Address 12 Hex Characters Up to a maximum of
8 addresses
RRK8OHDT KLA
MERINET

Response example
$LBND:123456789ABC:23456789ABCD<CRLF>
$LBND:<CRLF>
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2.50 Delete Bonds (DBND)

Description

Delete all of the stored bonding information on the device.

TN ANTER STV D Bonding & 3~ THIBR L £ 7,

Request Parameters

None

Request Example
$DBND<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2. 51 Start Advertising (ADV1)

Description

Begins advertising using the current configuration.

BUEDREFTMTT RS AV Tt LET,

Request Parameters

None

Request Example
$ADV1<CRLF>
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Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2. 52 Stop Advertising (ADVO0)

Description
Stop the current advertising.
BEFEITHOT RARZA D T EREIELET,

Request Parameters

None

Request Example
$ADVO<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

TAIYO YUDEN CO., LTD.

28-May 2019 Ver.1.0

TAIYO YUDEN CO., LTD.

122/161



28-May 2019 Ver.1.0

EYSKBNUWB-WX TAIYO YUDEN CO., LTD.

2. b3 Set Advertising Parameters (ADS1)

Description
Set the advertising interval and timeout.

T RREAL DD THEOA L B—2 )L B A LT T NEHRTELET,

Request Parameters

Parameter Name Value Comments

Interval 20-10240 Minimum interval for beacons is 100ms. If the stored
value is lower 100ms will be used instead.

Beacon Of/hA > Z— 3L E 100ms, =D & ZREFS
TS AEAY 100ms AKili Td - 72354 100ms A3J#EIS S 40 E
B

Timeout 0-3600 Timeout in seconds. 0 is unlimited, 3600 corresponds to
1 hour

A LT U NORAITH, 0 BERETIHE, 44 LT
U N EECRETE ET, 3600 ZIEETHHE XA L
T MI1IREEZE 2D £

Request Example
$ADS1:20:100<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None
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2. 54 Get Advertising Parameters (ADG1)

Description

Gets the set advertising interval and timeout.

BELTWAT RREALP T DA B—rN)L e B A LT T NOEETEL £,

Request Parameters

None

Request Example
$ADG1<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters
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Parameter Name Value Comments
Interval 20-10240 milliseconds
Timeout 0-3600 seconds

Response example
$ADG1:20:100<CRLF>

2. 55 Set Device Name (ADS2)

Description

Sets the device name that will be broadcast. If the device name is used in advertising data,

setting a new name will update the advertising data. The name will be truncated if it does not

fit.
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TH—REYARNSNDIT A AL ERELET, T/ ALNT KNI A D0 7T —=ZEH S
NTWDEEIE, FILWAFTIZRIET DL T RANIA D T T =R INET, 7/3 A40
PDU [ZINE SR WG ENE L RPN -T2 OARNIYI D EETHONE Y, PDU MKIZ W TIE,

[FUNCTIONAL SPECIFICATION| #ZM L T 72 &0y,

Request Parameters

Parameter Name

Value

Comments

Name

<= 31 Character

Request Example
$ADS2:TEST<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2. 56 Get Device Name (ADG2)

Description

Gets the current device name.

BUEDT A AL G LET

Request Parameters

None

Request Example
$ADG2<CRLF>
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Response
ERR10x : NG
OK : SUCCESS

Response Parameters
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Parameter Name Value

Comments

Name

<= 31 Character

Response example
$ADG2:TEST<CRLF>

2. 57 Set Advertising Data (ADS3)

Description

Sets the user manufacturer data that will be placed in the advertising PDU. The device name

and Taiyo Yuden service UUID can also be included. Size restrictions apply, the advertising
PDU can hold 28 bytes. Refer to the FUNCTIONAL SPECIFICATION document for details
regarding the PDU capacity.
7 K% 427 PDU ICELE X415 Manufacturer 7 — ¥ 2% ELE T, 7 7 4/L MEATIET A

A4 24(TY’s app 5) & Kf

H = 2
i e,

@ Service UUID 37 RARXZ A D0 7F —HZNIZEGENTIRRE L 7

STWET, T—F A XFIRPFESSNDE, 7T RARZ A7 PDU X 28 /3 MRz E
7, PDU 7 —Z & DAL TFUNCTIONAL SPECIFICATION]| #Z&M L T 72& 0y,

Request Parameters

Parameter Name

Value

Comments

Data

ascii-formatted hex characters

Uses 2 bytes + data length

Include name

0 -> exclude name

1 -> include name

Uses 2 bytes + name length.

Include UUID

0 -> exclude service UUID

Uses 18 bytes

TAIYO YUDEN CO., LTD.
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1 -> include service UUID

Request Example
$ADS3:Test:0:1<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2. 58 Get Advertising Data (ADG3)

Description
Returns the contents of the advertising PDU. The complete PDU is returned, as scanning

devices will see it.
7 RNREZ A7 PDUDHESNEZBFG L ET, A% ¥ 7 /34 AZ1T,PDU KRR EET,

Request Parameters

None

Request Example
$ADG3<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

TAIYO YUDEN CO., LTD.
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Parameter Name Value Comments
PDU Data ascii-formatted hex

Response example
$ADG3:02010606FF3132333435<CRLF>

2.59 Set Scan Data (ADS4)

Description

Sets the user manufacturer data that will be placed in the advertising PDU. The device name
and Taiyo Yuden service UUID can also be included. Size restrictions apply, the scan response
PDU can hold 31 bytes as AD flags are not present. Refer to the FUNCTIONAL
SPECIFICATION document for details regarding the PDU capacity.

scan response PDU [Zfil & X 715 Manufacturer 7 — X 2% E L £7, 7 7 4 /b METIZT /3 A A
£.(TY’s app 5) & K5k ED Service UUID 73 Scan response 7 — % WIZ & L/ RIE L 72 > T
F9, T—F YA XHIRREGS D &L AD flag W{FE L7220 729 scan response PDU % 31
A MRz ET PDU OF — X & OFE#IE TFUNCTIONAL SPECIFICATION | &M L T<
7230,

Request Parameters

Parameter Name Value Comments
Data ascii-formatted hex characters Uses 2 bytes + data length
Include name 0 -> exclude name Uses 2 bytes + name length.

1 -> include name

Include UUID 0 -> exclude service UUID Uses 18 bytes

1 -> include service UUID

Request Example
$ADS4:Test:1:1<CRLF>

Response
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ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None
2.60 Get Scan Data (ADG4)

Description
Returns the contents of the scan response PDU. The complete PDU is returned, as scanning

devices will see it.
scan response PDU OERNAELZ TG L ET, AF ¥ 731 R ZiF,. PDU 2P EINET,

Request Parameters

None

Request Example
$ADG4<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

None

Response example
$ADG4:02010608093132333435363738<CRLF>

2.61 Set Beacon Data (ADS5)
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Description

Set the beacon mode data values.
Beacon mode 5 —# % E L £7,

Request Parameters
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Parameter Name Value Comments
Proximity UUID 32 ascii-formatted hex characters
Major 4 ascii-formatted hex characters
Minor 4 ascii-formatted hex characters
Power 0-255 Power is negative DBm in decimal
Power (8 ® DBm DOfE
Request Example

$ADS5:ABCDABCDABCDABCDABCDABCDABCDABCD:0001:0002:100<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.62 Get Beacon Data (ADG5)

Description

Returns the raw PDU data.
HAED Beacon mode OFH EEPDU data)Z HuiE L £4°

Request Parameters

None

TAIYO YUDEN CO., LTD.
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Request Example
$ADG5H<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

Parameter Name Value Comments

UUID <= 32 Hex Characters

Major <=4 Hex Characters

Minor <= 4 Hex Characters

Power 0-255 Power is negative DBm in decimal
Power |38 ® DBm Ofi

Response example
$ADG5:ABCDABCDABCDABCDABCDABCDABCDABCD:0001:0002:100<CRLF>

2.63 Set Advertising Mode (ADS6)

Description

Sets the advertising mode the device will use.
Advertising mode Z & E L 9,

Request Parameters

Parameter Name Value Comments

Mode 1 = (general) connectable + scannable
2 = (beacon) non-connectable + non-scannable

3 = (extended) connectable + non-scannable

4 = (extended beacon) non-connectable + non-scannable

Request Example

TAIYO YUDEN CO., LTD.
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$ADS6:1 <CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2. 64 Get Advertising Mode (ADG6)

Description
Gets the advertising mode the device is using.
RE LTV 5 Advertising mode # /S L £7°

Request Parameters
Mode

Request Example
$ADG6<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters
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Parameter Name Value

Comments

Mode 1 = (general) connectable + scannable

TAIYO YUDEN CO., LTD.
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2 = (beacon) non-connectable + non-scannable
3 = (extended) connectable + non-scannable

4 = (extended beacon) non-connectable + non-scannable

Response example
$ADG6:1<CRLF>

2. 65 Reject Invalid Connection Parameters (ADS7)

Description

Enable/disable rejection of unacceptable connection parameters. When enabled, the device will

disconnect if the central does not update the connection to acceptable parameters.
Bfge T A — 2 O ANWESREREZ AMbIESE L3, ZoEZzAINcToE B FTL
MHBEDITE T/ NT A= PEFINTWRITIUR, 7351 R 3Rk A O L £ 9,

Request Parameters

Parameter Name Value Comments
Reject invalid parameters 0 -> Disable
1 -> Enable

Request Example
$ADS7:1<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None
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2.66 Get Invalid Connection Rejection (ADG7)

Description

Gets the state of the rejection of unacceptable connection parameters.

i/ T A= OZF ANEAHEEEO R EIREZ G L £

Request Parameters

None

Request Example
$ADG7<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

Parameter Name Value Comments
Enable Flag 0 -> Disabled
1 -> Enabled

Response example
$ADGT7:0<CRLF>

2.67 Set Extended PHY (ADSS8)

Description

Sets the PHYs to use for advertising and connection. Only used when advertising modes are

TAIYO YUDEN CO., LTD.
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extended.
Advertising #15 ® PHY O EN TE £9, Advertising mode 7 Extended mode ® & & ® A fifi
HTEET,

Request Parameters

Parameter Name Value Comments
Primary 0 -> 1Mbps (default)

1 -> CODED (Long range)
Secondary 0 -> 1Mbps

1->CODED

2 -> 2Mbps (default)

Request Example
$ADSS8:0:0<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.68 Get Extended PHY (ADGS)

Description

Gets the PHYs that the device is using for advertising and connection in extended mode.
T RRE AT T@EED PHY OFREEZRSG L ET,

Request Parameters

None
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Request Example
$ADG8<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

Parameter Name Value Comments
Primary 0 -> 1Mbps (default)

1 -> CODED (Long range)
Secondary 0 -> 1Mbps

1->CODED

2 -> 2Mbps (default)

Response example
$ADGS8:0:0<CRLF>

2.69 Start Scan (SCN1)

Description

Begin central scanning with the current configuration.
BUEDRESRETAX v U 2BB L ET,

Request Parameters

None

Request Example
$SCN1<CRLF>
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Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2. 70 Stop Scan (SCNO)

Description
Stops the current scanning.
FATPFOAF ¥ v EEIELET,

Request Parameters

None

Request Example
$SCNO<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters
None
Response example

None

TAIYO YUDEN CO., LTD.
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2.71 Connect (MCON)

Description
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Initiate a connection to the specified device. Scanning parameters will be used during search.

FBELIET AL AL OEREZRILES, XAFx v NI A=Z IR DO X F v oI S

NET,

Request Parameters

Parameter Name

Value

Comments

Address

12 ascii formatted hex characters

Address to connect

Request Example

$MCON:123456789ABC<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.72 Cancel Connect (CCON)

Description

Cancel initiation of a connection. Will return an error if the device has already connected.

Pt 2 T L £, 78 AT TITHEEE L TV D556 error NERSNET,
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Request Parameters

None

Request Example
$CCON<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.73 Set Scan Parameters (SCS1)

Description

Set the desired scan parameters.
AF X LU INT A =R ERELET,

Request Parameters
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Parameter Name Value Comments
Duration 5-20000 Milliseconds
Interval 10-40000 Milliseconds
Timeout 0-600 Seconds

The scan interval must be at least 2x duration due to listening for Coded PHY during scanning.
Advertising mode ® Coded PHY % A% ¥ T 25515, A% ¥ A ¥ —/b% Duration K
DD &b 25 RICRETDHENRH Y £77,

Request Example
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$SCS1:10:20:10<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.74 Get Scan Parameters (SCG1)

Description

Get the scan parameters on the device.
TNRAADAF ¥ RTA—ABZEZRFLET,

Request Parameters

None

Request Example
$SCG1<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters
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Parameter Name Value Comments
Duration 5-20000 Milliseconds
Interval 10-40000 Milliseconds
Timeout 0-600 Seconds
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Response example
$SCG1:10:20:10<CRLF>

2. 75 Set Active Scan (SCS2)

Description

Enable/disable obtaining scan reports from advertisers.

T RREA DT BT TWDT R, ANEDAF v o LiR— h OB OE ML 2R E L
EJrRN

Request Parameters

Parameter Name Value Comments
Enabled Flag 0 -> Not enabled
1 -> Enable
Request Example

$SCS2:0<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.76 Get Active Scan (SCG2)

Description

Get the set value for obtaining scan reports from advertisers.
T RNRNEA DT BT TNDTNA ANEDAX v U LR— NORSGHELX RS L ET,
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Request Parameters

None

Request Example
$SCG2<CRLF>

Response

ERR10x : NG
OK : SUCCESS

Response Parameters

28-May 2019 Ver.1.0
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Parameter Name Value Comments
Enabled Flag 0 -> Not enabled
1 -> Enable

Response example
$SCG2:1<CRLF>

2. 77 Set Scan Filter Name (SCS3)

Description

Enables an optional software filter that requires the specified device name to be found in

advertising or scan response PDUs in order for advertising events to be generated.
T RNRNEA D TAR NEAERT DO FRE LT A ZABINT RANZ A 20 7 FT21% Scan
response PDU THHEIND Z EH2ERT LA T a v O 7 A M EZ /G LET,

Request Parameters

Parameter Value Comments

Name

Name <=29 Devices must contain this exact name in their advertising /
Characters scanning PDUs to pass the filter
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TN ANET 4NV E @R T DT DICT RARAA T | A%
¥ =27 PDU MNIZEMERLBIN G ENTRIFIVUERD £ A,

Setting an empty parameter will disable the filter. Can be combined with the service filter,
devices must have both fields in their PDU to clear the filter.

WRIA—BHZEDRETRET DL T AN B LET, Y—EAT 4V F EHMBEDED Z
ENTEET, TR, T4nVE %27 VT 3572 PDUILHEE DT 4 —/v REFFOREEN
HYET,

Request Example
$SCS3:Tysa-B<CRLF>
$SCS3:<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2. 78 Get Scan Filter Name (SCG3)

Description

Get the name set that advertisers must have in their advertising/scan PDU to generate a
report.

TRNEA VT | A%y PDU ST D LR — MEAERT D72DDOT /S 24 O EFRE
AL £

Request Parameters

None
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Request Example
$SCG3<CRLF>

Response
ERR10x : NG

OK : SUCCESS

Response Parameters

Parameter Name Value Comments

Name <=29 Characters

Response example
$SCG3:Tysa-B<CRLF>

2. 79 Set Scan Filter Service (SCS4)

Description

Enables an optional software filter that requires the Taiyo Yuden 128 bit service UUID to be

present in the advertising / scan PDUs. Devices not containing this field will not generate

advertising report events. Can be combined with the name filter, devices must have both fields

in their PDU to clear the filter.

128 By h—ERAUUID N7 RREZ A7 | ZF v PDUICKH LTY 7 =T DOF T
GV T ANEERENCLET, 27 41—V REESERWVWT AL AT T RREA D T LER— K
ARV MEAEBRLETA, Y—ERAT 4N Z LHBEDEDZENTEET, T8 AL, 7 4L

BEaEI7VTTH-DIZPDUICHITD T 4 —)L REFOULENRH Y £9°,

Request Parameters

Parameter Name Value

Comments

Enabled Flag 0 -> Disable Filter

1 -> Filter devices with service UUID in advertising

TAIYO YUDEN CO., LTD.
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Request Example
$SCS4:1<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

None

Response example

None

2.80 Get Scan Filter Service (SCG4)

Description

Set a name that advertisers must have in their advertising/scan PDU to generate a report.
Service(UUID)&Z W= AF v 7 4 )V H — OREFREZIEGLET,

Request Parameters

None

Request Example
$SCG4<CRLF>

Response
ERR10x : NG
OK : SUCCESS

Response Parameters

Parameter Name Value Comments

Enabled Flag 0 -> Disable Filter
1 -> Filter devices with service UUID in advertising
T RARE AT — 2D service UUID 7 1 v Z =B 0ME
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Response example
$SCG4:1<CRLF>
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3.0 Events

Events that might be generated by the system depending on the status of the system.
AN MEBIZY AT LAOIREEIZIE U THEAPTOILET,

3.1 Boot/Application Start (BOOT)

Description

Sent after application has booted from reset. The parameter shows the status of the boot.
Uy NMRICT 7 r—varBNEEg Lz e El@amsinEd, TNENOERENRED /XT A — X
IZLLT oY) T,

Parameters
Parameter Value Comments
Name
Status DFLT -> Boot success with default settings.
T 7 v NERE T O R ENIR @R
OK -> Boot success with saved user settings
2 — P —FRE T O FLEIRF (21 A
ERRx -> Error occurred during boot, application will use defaults,
refer to error codes for reason
EEIREIZ error 2334 LRz ShES, 77V 7
— a7 7 v RREMEH EZAvE S, Error OJRKIX Error
code ML T ZE W
Example
$EBOOT:DFLT<CRLF>
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3.2 Advertising Start (ADVS)

Description

Advertising has started.

T RRE A TR TR @B L E T,

Parameters

None

Example
$EADVS<CRLF>

3.3 Advertising Timeout (ADVT)

Description

Advertising has stopped after reaching the configured timeout.
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T RANZAD T BADT T IRFEAEL, T ERNEA D 7Tk LR @Em L £ 7,

Parameters

None

Example
$EADVT<CRLF>

3.4 Scan Start (SCNS)

Description

Scanning has started.

A v U E N EE B LET,

Parameters

None

Example
$ESCNS<CRLF>
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3.5 Scan Timeout (SCNT)

Description

Scanning has stopped after reaching the configured timeout.

AXXY UHALT TR DAL, AX Y UBMEIELTZRHSEBL T,

Parameters

None

Example
$ESCNT<CRLF>

3.6 Advertising Report (ADVR)

Description
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An advertising device that passed the filter was discovered during scanning. This event will

only occur once per device per scan. The number of unique devices that generate this event is

limited (currently 30 per scan).
TUNF BB LT RARXZAL DT TAL A FAFTy I ES@EmLET, 204Xy
MIAF Y VT AL ZRT LI 1 EATOIE T, ZOA XY MEFPTHOIND T A ZADHUZIER
D2RHY £J, (1 Scan H7= v 30 &)

Parameters

Parameter Name

Value

Comments

Address

BLE address of the advertiser
T RNRNEA DT HATHTNDT /3
ADT KA

advertiser
v H 2 Z U PHY

RSSI Signal strength
FEAETREE

PHY1 The primary PHY used by the advertiser 1Mbps, Coded
774~V PHY

PHY2 The secondary PHY used by the 1Mbps, 2Mbps, Coded

NA if the advertiser is not

using extended features

TAIYO YUDEN CO., LTD.
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Example

$EADVR: CB19F3AA2C17:-28:1Mbps:Coded<CRLF>

3.7 Connection Requested (CONS)

Description

Scanning has started for the purpose of connection.

BRI EITS N L @ L E7,

Parameters

None

Example
$ECONS<CRLF>

3.8 Connection Established (CONN)

Description
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A connection was established. The parameter displays the address of the remote device.

Befe 58 T LTCRRCIEA L ¥, T A —Z TR T A ZADT RUARKRINET,

Parameters

Parameter Name

Value

Comments

BLE Address

Example
$ECONN:CB19F3AA2C17<CRLF>
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3.9 Disconnection (DCON)

Description

The current connection was terminated. The parameter lists the reason code for the
disconnection.

e 3 UM L7c KRR @A L £, /3T A— 2203, YRR 25053 % 72 8% @ Reason code 23 %R~
SINEJ,

Parameters
Parameter Name Value Comments
Reason Code refer to Bluetooth HCI status codes Reason code %
Bluetooth HCI status
codes ZZH L T 72
S
Example

$EDCON:19<CRLF>

3. 10 Flash Operation Status (SAVE)

Description

A save operation has ended. The status parameter tells the result of the operation.

SAVE =i~ RRBEASET LIZBRRHIZIE@A L £, T A—ZIRBR R 2 FR L E T,

Parameters
Parameter Name Value Comments
Status OK -> Flash operation completed successfully

FIABDIEF AT O & ZITRR
ERR -> Flash operation experienced an error. The user
should retry the operation

EIA LR AN A U T RIS R R, TR LB
ZFEITLTIZS N,
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Example
$ESAVE:OK<CRLF>

3. 11 Service Discovery (SDSC)

Description
Service discovery completed on the remote peripheral. The status parameter tells the result of

the operation.

Service DMHMNE) LI-Kp@A LE T, T A —HX | TmHBER A2 TR L ET,

Parameters
Parameter Value Comments
Name
Status OK -> The Taiyo Yuden service and characteristics were
discovered on the device
K55 0 Service & characteristics 23 H S 7z & &
A
NG -> The remote device is not compatible. The Taiyo Yuden
service/characteristics were not found
K535 % D Service / characterisitics & 23—E L Tu 72
VN E X TIEE,
Example

$ESDSC:OK<CRLF>
3. 12 Connection Mode (MODE)

Description

Generated under two conditions.

LD Z 5D %M T T Mode BATHATE £7,

1. Notifications on the connected peripheral's characteristic 0003 are enabled/disabled

2. The mode select IO pin is toggled (only while notifications are enabled)

1. Bt L7 7 = 7 Wl OF%E Td 5 Notification @ characteristic 0003 236 7%) / %)
2. F— FER IO v 23]V £ % 5 (notifications NAZMELL TWVWD L EIZRY £9)
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Refer to the Fictional Specification for information on the modes.
Mode #R FIEICB T A1 #HIE TFUNCTIONAL SPECIFICATION] #Z&MR LT 7Z& W

Parameters
Parameter Name Value Comments
Mode T -> Through Mode (Default)
C -> Command Mode
Example
$EMODE:T<CRLF>

3. 13 Pairing (PAIR)

Description

Pairing status.
ATV T OETRERZBAM L ET,

Parameters
Parameter Name Value Comments
Status OK
FAIL
Example
$EPAIR:FAIL<CRLF>

3. 14 Bonding (BOND)
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Description

Total number of peers that have bonding information stored.
Bonding ##H A @M L £9,

Parameters

Example
$EBOND:2<CRLF>
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Parameter Name

Value

Comments

Number of peers

1-8

3. 15 Display PassKey (PSKD)

Description

Generated during pairing. The passkey is required to be displayed to the user. This passkey

will need to be entered on the remote device to complete pairing.
passkey Entry (Z# 872 passkey WERINET, TV 7 %179
passkey # AJJ LTS 7ZE 0y,

Parameters

Example

BRi%. kiR s iz

Parameter Name

Value

Comments

passkey

6 digits

$EPSKD: 010203<CRLF>

3. 16 Confirm PassKey (PSKC)

Description

TAIYO YUDEN CO., LTD.
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Generated during pairing. The passkey is required to be displayed to the user. The user is
required to input confirmation that the passkey matches the passkey displayed on the remote
device. See the PSKC API function.

Numeric Comparison OFRGFEIZHL TR Passkey BERINET, X7V 72175 BEIL 2.39 &
PSKC API Function Z#ZH L T 7230,

Parameters

Parameter Name Value Comments

passkey 6 digits

Example
$ PSKC:010203<CRLF>

3. 17 Input PassKey (PSKI)

Description

Generated during pairing. The user is required to input a 6 digit passkey using the PSKI API
function. The remote device is responsible for displaying the passkey required for input.
passkey Entry (244872 passkey D ANFHZR RSN E T, ZOEMPRR SN, SAglc
FR I TV D passkey Z# A1 LTL7ZE W, AT LT 2.38  PSKI API function 2 L T
<TZE,

Parameters

None

Example
$EPSKI<CRLF>

3. 18 Out-of-band Key Exchange (OOBD)

Description

TAIYO YUDEN CO., LTD.
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Generated during pairing. The key-pair must be provided to the remote device through an
external means of communication. The corresponding key-pair from the remote device must be
input using the OOBD API function.

OOB(out of band) <7 U > 7V NER N7z & TR RSN ET, = —W—% BLE kLS 0 ik
TR & 72 2T 3 A A BHERREIZ X E 72 random value & confirm value & AJ) 32 ME R H 0
F9, RSNz key-pair Z AJ LT 2SN, A FHIEIF 2.37 % OOBD API function 2
LTLIEEN,

Parameters
Parameter Name Value Comments
Value 32 ascii-format hex characters
Confirm Value 32 ascii-format hex characters

Example

$EOOBD:1321A54F896BBC3E84C4ABB3D9C368EF:CF3AB24856EC32BA47E5B6C98799DADB<
CRLF>

3.19 ADC Sample Complete (ADCR)

Description

An ADC sample has finished. For sampling modes other than single, the result data is
delivered in batches of up to 8 samples per event. Data parameters will be floating point in the
case of FFT modes, decimal (millivolts) in all other cases.

If a BLE connection is active and through-mode is enabled, this event will not be generated.
ADC B> FNHE T LIERFIC@M L E T, Yo I Y TNPUSNDY ) T — RORGE, il
BT —H1L 1 AR MIOERK 8V T NONRy FTREENET, T—F/8T7 A—2{X, FFT
F— FOGEEFE/ U, £ OMOEE I3/ (millivolts) (2720 £,

BLE #£#5t7)° active C Through mode 23 A 272556, 2O A N2 MIAEK I NEE A,

Parameters
Parameter Name Value Comments
Input 1-4 User ADC the measurement was taken from
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Mode 0-3 Which ADC mode was used
Offset Varies The starting index of this set of data
e.g.

0 > samples 0 — 7
16 > samples 16 - 23

Samples Varies | The number of samples in this set (max 8)

Data List FFT modes: floating point data
Other: millivolts

Example

1 sample taken from single sample mode on pin 1
$ EADCR:1:0:0:1:3203<CRLF>

1024 samples taken from FFT1024 mode on pin 1
$EADCR:1:2:0:8:6.629549:3.317817:0.045452:0.042615:0.032394:0.063159:0.090710:0.045070<¥r><¥n>

$EADCR:1:2:8:8:0.068384:0.050143:0.069771:0.143205:0.122605:0.091902:0.034612:0.017095<¥r><¥n>
$EADCR:1:2:16:8:0.009831:0.057993:0.112119:0.021579:0.049782:0.026013:0.085194:0.073174<¥r><¥n>

$EADCR:1:2:1008:8:0.009830:0.017094:0.034612:0.091902:0.122605:0.143206:0.069772:0.050144<¥r><¥n>
$EADCR:1:2:1016:8:0.068383:0.045072:0.090709:0.063157:0.032394:0.042615:0.045452:3.317816<¥r><¥n>

8192 samples taken from Voice Sample PCM on pin 1

$EADCR:1:3:0:8:2027:2179:2313:2439:2566:2676:2792:28 74<¥r><¥n>
$EADCR:1:3:8:8:2961:3040:3084:3141:3170:3202:3207:3208<¥r><¥n>
$EADCR:1:3:16:8:3183:3151:3106:3048:2982:2894:2797:2692<¥r><¥n>

$EADCR:1:3:8176:8:72:126:188:270:344:453:568:678<¥r><¥n>
$EADCR:1:3:8184:8:799:938:1086:1223:1363:1514:1656:1796<¥r><¥n>

3.20 Data Transmit Complete (BTTX)

Description

Generated when data is sent over BLE when the device is in command mode.
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734 275 Command mode Tdh % & & BLE #£fttk 7 — ¥ X E T ol L ZITFKRSNET,

Parameters

None

Example
$EBTTX<CRLF>

3. 21 Data Received (BTRX)

Description
Generated when data is received over BLE when the device is in command mode.
T 34 AH Command Mode TH 5 & & BLE #5#f5ith 7 — ¥ %52 {ToT- L IZFrnENET,

Parameters
Parameter Name Value Comments
Length 0-20
Data characters

Example

$EBTRX:6:Tysa-B<CRLF>
3. 22 Low Power Mode Enabled (PWRL)

Description

Generated when the module enters power-save mode. While this mode is active, the UART
interface will be unable to receive data. Data may still be transmitted from the module (events,
reception of BLE data).

EFY 2—/L) PowerSave E— NIZAD EAERINETST, ZOF— BT 77 ¢ 772, UART A
A= T 2RI T A EZETEEEA, T L TUTEY 2 — A0 biR(E S D TREMED
HYET (A, BLE 7—%D%AE),

Parameters
NA
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Example

$EPWRL<CRLF>
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3. 23 Low Power Mode Disabled (PWRH)

Description

Generated when the module exits power-save mode. Full UART transmission and reception

will be available.

Y a2—/L PowerSave T— F& & T35 ARSI NE T, UART EXZENAIREIZ 72V £97,

Parameters

NA

Example

$SEPWRH<CRLF>

4.0 Error Codes

The table below lists the error codes that may be produced during use of the TY’s app 5.0

application firmware.
UTFOFRIE, TYsapp 5.0 77V r—v a7y —A =7 OFHATICRAET DRREMERH H T
—a— kO ETT,

Code

Error

Description

ERR101

PARAM_COUNT

Incorrect number of input parameters supplied to
an API command

APl 2~ RIZANN SN ATINT A—=Z DR IEL
T

ERR102

PARAM_VALUE

An invalid value was supplied to an API function
BN IREN N T A —H L LT AT LIS E

ERR103

PARAM_LENGTH

The length of an input argument is invalid

INT A=ZDANFIE DR S D)

ERR104

INVALID_STATE

The device is in an invalid state for the requested
operation

T ZNFER S T BRI U TR 2 RRE T

- Attempting to modify a configuration setting while

the device is advertising/scanning/connected

TAIYO YUDEN CO., LTD.
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S TONNA ANT RNEA D TIAF ¥ e I
EEEZLLD & LIchd
- Attempting to send BLE data while notifications are
not enabled or no BLE connection is established
- notification MMERN, F7IXBLE ##ATHOILTNR
W& EIZBLE data #%f5 L &9 & L2GE
- Attempting to scan/connect while the device is set to
peripheral mode, or advertise from central mode
- XU T =T )VOIRAETAF v B AT
IEITE Y FIADRIETT RARZ AV
7% 50

ERR105

UNKNOWN_COMMAND

An invalid function code was supplied
Wihipa~y REFAT LIS E

ERR1066

ERR107

INTERNAL

A software error occurred
Y7 M7 =7 error WREAE LGS

ERR108

SECURITY_LEVEL

The device is busy performing another operation
T3 A D busyIREE THIDERIEZE 1T
- Attempting to set a security level (3+) that requires
MITM without setting appropriate 10 capabilities
- 10 capability @ ETTICMITMAZ L EE T 5EF
2 VT4 L (B4 ZRELES ETH5HE
- Attempting to set IO capabilities to NONE while the
security level requires MITM (3+)
-MITM 2 4# L3 58F2 VT 4 L-Ub
(3+) ZFXEHIZ 10 capability # NONE (Z
REL XD LT D56

ERR109

BUSY

The device is busy performing another operation
T3 2 D3busy K& THID#EAE % F4T

- SEND commands while BLE transmit buffers are
full

- BLE transmit buffer23 fullDfREE CSEND =~ > K%
ERRL

- Configuring or starting ADC operations while one is

in progress
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- ADC %7V 7 HFATHIZADC ORE | BMhE

ERRS

- Performing a flash based operation (SAVE) while

another is in progress

il 5 DDA Z F2ATHIZ SAVE =2 o N &

FTT %A

ERR110 NOT_SUPPORTED The API function is not available on this board.

AP OR— FTAPIHEREDFIH TE WG E
Example includes writing to SD card when
using EYSKJN model as SPI features are

not available.

] - EYSKJIN &7 /L Clik SPI #6E2ME F T
Wiz, SD A — F~DFEZIARLEIT D
APl o~ R&ATE D L L6
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D ﬁﬂ N E%ﬁ %IE (22T (Precautions)

B BRI THEAICERL T, AT ARSI EE SR RERS L UOEROFEARE TOFME L ORMRELTITo T EE,

B NEEECREOR ST, R E R [AV S, OA MR, ZEMS, FHias, FWl - mEss WwEsE. Syarkd)] T
HIShD ZL#EMSATWET, LERWE LT, A EidamicEEoE L RIETalmtko b 28 [ (8 DR i)
TG, BRI, MmN AR e &) Al HE kA, BHOCRERR . ERRES: (EIESEY 7 A 1. 1L 1D, AfEtEom v EdERE
Beas (EES7cHu. EES - IR - Hox EoEMR) ] & ~n THRAE ZTRFEOGE . ST EInc it E TBMVWEbE 2BV L E
T
Fio, BECZEMECEENES RO oS [T, e, ERMS (EIRE2 7 AV), R0 A6 iekes, Rk
2, OEFHBSER L] CoxE LT, BHREE TER SRRV S BREVWLET,
kB, R ETESRIC BV T ZRMCEREO RS E O, B SRR A THEAIC R DRE IR, M et e
FEh X dv, HEIDIG U TERARHIRERRE 2 2B L TWeE 2 e a2 BRI LET,

B OEMIZ L D FMOFRSEESRD Z &R AR OB ~ORMOG O S BRI M 248113 2 s 0 M Ak 1o Rk
DR AZER L Z LI L BEFELRSE S ICEURREFCHE LT, B —0oHEE280 R ET 0TI TAIZS N,

B SO FRE, MRoRFOEIE - SHERAT L0000 TH Y | o RIS L Tlktl LU =8 ol EREE ofth,
ORI D RAEE F L ERE O EZIT O L OTIH Y A,

B RS ORI > & £ LTI, MA S /oSt S B R O REEIZIR & 41, SRS O ME-CHIE D HER S AHEEFICEE L T, et
E—UOEFEEAVDPRETOTI TRIZE D, 1220, BB EARNE, SERIERESZ SRS IC L5250l EN T 55
HlE, FORFIZ LR TIRFESE T EE T,

B UEEFORBNEIC & LT, o3 - e Tat - RERESE (Wbws TESRTEF v o 20)) b ZHAG N
Mot B ICHE A L E9, ERRLSD TSI B C B U CIE A R RS & ST E ETOTITALIEE N,

B
YRR O Iz, WO (A ER SR USNEE Sk I ONKRE o A PR SR A & oA Do L, S
REREEBRY WEELEOL AP DY 2T, IRHAES IS E TEBRG T EE N,

B Please conduct validation and verification of our products in actual condition of mounting and operating environment before using our
products.

B The products listed in this specification are intended for use in general electronic equipment (e.g., AV equipment, OA equipment, home
electric appliances, office equipment, information and communication equipment including, without limitation, mobile phone, and PC).
Please be sure to contact TAIYO YUDEN for further information before using the products for any equipment which may directly cause loss
of human life or bodily injury (e.g., transportation equipment including, without limitation, automotive powertrain control system, train control
system, and ship control system, traffic signal equipment, disaster prevention equipment, medical equipment classified as Class |, Il or Ill by
IMDRF, highly public information network equipment including, without limitation, telephone exchange, and base station).

Please do not incorporate our products into any equipment requiring high levels of safety and/or reliability (e.g., aerospace equipment,
aviation equipment, medical equipment classified as Class IV by IMDRF, nuclear control equipment, undersea equipment, military
equipment).

When our products are used even for high safety and/or reliability-required devices or circuits of general electronic equipment, it is strongly
recommended to perform a thorough safety evaluation prior to use of our products and to install a protection circuit as necessary.

Please note that unless you obtain prior written consent of TAIYO YUDEN, TAIYO YUDEN shall not be in any way responsible for any
damages incurred by you or third parties arising from use of the products listed in this specification for any equipment requiring inquiry to
TAIYO YUDEN or prohibited for use by TAIYO YUDEN as described above.

B Information contained in this specification is intended to convey examples of typical performances and/or applications of our products and is
not intended to make any warranty with respect to the intellectual property rights or any other related rights of TAIYO YUDEN or any third
parties nor grant any license under such rights.

W Please note that the scope of warranty for our products is limited to the delivered our products themselves and TAIYO YUDEN shall not be in
any way responsible for any damages resulting from a fault or defect in our products. Notwithstanding the foregoing, if there is a written
agreement (e.g., supply and purchase agreement, quality assurance agreement) signed by TAIYO YUDEN and your company, TAIYO

YUDEN will warrant our products in accordance with such agreement.

TAIYO YUDEN CO.,LTD.
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B The contents of this specification are applicable to our products which are purchased from our sales offices or authorized distributors
(hereinafter “TAIYO YUDEN's official sales channel”). Please note that the contents of this specification are not applicable to our products
purchased from any seller other than TAIYO YUDEN's official sales channel.

B Caution for Export
Some of our products listed in this specification may require specific procedures for export according to “U.S. Export Administration
Regulations”, “Foreign Exchange and Foreign Trade Control Law” of Japan, and other applicable regulations. Should you have any
questions on this matter, please contact our sales staff.

TAIYO YUDEN CO..LTD.
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